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1. Overall Description:

SA1 thanks SA3 for their feedback on Machine Type Communications (MTC) Feature Secure Connection (S1-100213 / S3-100301).

In their reply LS, SA3 asked for clarification on the scope of NIMTC work:

"It is the understanding of SA3 that this MTC Feature does not refer to hop-by-hop protection but to end-to-end security for the connection between MTC Device and MTC Server. It was noted in the discussions at SA3#58 that the scope of TR 23.888 explicitly rules out considerations on end-to-end aspects between MTC device and MTC server. SA3 would therefore like to receive clarification on whether there is a contradiction between the scope of SA1 work and SA2 work."

SA1 Answer:

SA1 does not consider end-to-end communication between MTC Device and MTC Server out of scope of the NIMTC work. SA1 believes however to be consistent with SA2 view that application level functionality between MTC Device and MTC Server is out of scope.

The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications. 

Furthermore SA3 mentioned that:

"… that the ability of an operator to assist in providing such secure end-to-end connections may depend on whether the MTC server is located in the operator domain or not."

SA1 Answer:

According to SA1 requirements, the MTC Server can be in the operator domain or outside the operator domain. The MTC Feature Secure Connection is particularly relevant as a value added feature that operators may provide for MTC Servers that are outside the operator domain.

2. Actions:

To SA3 group.

ACTION: 
SA1 asks SA3 group to take the above into account when providing solutions for the MTC Feature Secure Connection.

3. Date of Next TSG-SA WG1 Meetings:

SA1#50   
10 - 14 May 2010 
Venice, Italy
SA1#51   
23 – 27 Aug  2010
TBC (Korea)
