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1. Introduction

This contribution explores how to achieve QoS for a 3GPP UE in the BBF domain. This contribution focuses on WLAN scenarios, although most of the conclusions also apply to femtocell scenarios.
2. Scope and assumptions
The picture below outlines the target architecture. The WiFi access domain could be e.g. a residential network or an operator provided hotspot. In certain configurations, the RG and AP might be co-located in the same physical device. The focus of this paper is providing QoS for 3GPP UE traffic in the BBF network, in particular the part of the network between BNG and RG. QoS in the 3GPP domain and the WiFi access domain is out-of-scope. 
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Figure 1 Target architecture, interworking case
We limit the scope to home routed traffic; i.e. all 3GPP UE traffic is routed via the PGW. Offload scenarios (e.g. access to Internet directly from BNG) are left out-of-scope. For the purpose of this discussion on policy control and QoS, we distinguish between two key functions of the interworking solution; packet classification and admission control.  

With packet classification, we mean the function to ensure that different traffic types receive different treatment (queuing, etc.). It may e.g. imply that real-time traffic such as voice receives a different treatment than non-real-time services such as Internet browsing. It could also mean that traffic for certain subscribers receive a different treatment than traffic from other subscribers. It is necessary to support these different traffic classes simultaneously. 

With admission control, we refer to the function for reserving resources before traffic is admitted into the network or “rejecting” a service if resources are not available. This may e.g. be needed for services requiring a Guaranteed Bit Rate (GBR).
3. Packet classification
In this section we address how the BNG in the downlink and the RG in the uplink can do classification to the appropriate traffic class (voice, video or internet). The solution described here only provides a means to enable classification of packets. The actual packet forwarding treatment in the BBF domain is left out-of-scope (e.g. for the RG, the implementation might differ depending on the RG being bridged or routed). 
3.1. Downlink
For the downlink, we propose that the PGW sets a per-flow DSCP marking on each packet outer header. All nodes intermediate and including PGW and RG honour and preserve the marking. In untrusted scenarios, the ePDG copies that marking to the new outer header (both downlink and uplink). 
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Figure 2 Packet classification in 3GPP-BBF interworking scenario. Note that the figure is simplified and the intermediate transport network entities are not shown

DSCP mappings need to be shared between operators, but at the edge node there could be re-mapping (both downlink and uplink), but this should be done based on e.g. SLAs to ensure a consistent end-to-end QoS treatment of the packets (see figure below). Note that there can also be re-mapping within a residential domain or within an operators domain; e.g. in the BNG or in the RG (again, both downlink and uplink). Such a re-mapping changes the DSCP values but this should not be an issue as long as the pack forwarding treatment is consistent in all domains.
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Figure 3 Example of packet classification and diffserv domains for 3GPP-BBF interworking

We assume that DSCPs provide enough QoS granularity to allow the BNG and other nodes in the BBF domain to apply an appropriate packet forwarding treatment. In addition to using DiffServ marking where the DSCP is set by the PDN GW, it would be possible to also give the BNG the possibility to augment the QoS granularity with additional information (received over S9*) like tunnel identifier, UE IP address, NAT port#, etc. This would allow the BNG to apply more granular treatment if using traffic classification based on packet filters (e.g. per-UE packet treatment). Such functions in the BNG would be out-of-scope for 3GPP. However, we have not identified any use case for this augmenting.
3.2. Uplink

For the uplink it is less clear which entity shall do the DSCP marking. It could e.g. be done by the UE, the RG or the BNG. The BNG might not be a good candidate, since marking will then be done too late in the uplink path. In addition there is also the problem of encrypted tunnels (untrusted scenarios with ePDG). In that case the RG or BNG cannot look inside the tunnel and perform marking based on packet filters. In that case only the UE can do the marking. However, the UE does in general not have knowledge of which DSCP values are used by the operator and it is not certain that the application can control the DSCP setting of the up-link traffic.   
In order to have a solution that does not rely on the UE/RG being configured with packet filters or DSCP values, we propose “reflective” QoS marking: the UE/RG creates a 5-tuple rule from the corresponding downlink 5-tuple derived from the downlink IP traffic. It associates that uplink rule with the DSCP received in corresponding downlink 5-tuple. Each uplink packet matching that uplink rule is marked with the associated DSCP. All nodes intermediate and including UE/RG and PGW honour and preserve the marking. 

Either the UE or the RG can do the reflective QoS marking:

· If the marking is done by the UE, then nodes intermediate UE-RG shall not modify the DSCP marking. Although these nodes do not need to honour the marking. To eliminate the risk of rogue devices attempting to acquire too good QoS, the network needs to check the correctness of the marking and take appropriate action if needed. This can be done by comparing the DSCPs of uplink 5-tuples to its corresponding downlink 5-tuple. This check can be performed by the RG or BNG (trusted scenarios), by the ePDG (untrusted scenarios) or by the PGW (all scenarios).

· In trusted scenarios (i.e. the packets are unencrypted), the RG can do the marking. Note that for tunnelled traffic (i.e. S2c), the RG would need to examine the inner header as well. The RG can distinguish between the different cases by examining the outer packet header. If the RG is seen as a trusted device, the network does not need to check the correctness of the marking.
· It is possible that both UE and RG do the marking. In that case, the RG would take precedence in un-encrypted cases.
Our proposal is to let the UE do the reflective QoS, since that works for all cases (encrypted and un-encrypted). It remains an open discussion topic if, where and how to standardize this reflective QoS. We propose not to mandate the implementation of reflective QoS; traffic that originates from UE’s without this function will default to best effort treatment.
4. Admission control

Admission control is a function where the network judges whether it has enough resources available to accept a QoS rule. A QoS rule contains one or more packet filters and QoS parameters, e.g. GBR (Guaranteed Bit Rate) and ARP (Allocation and Retention Priority). The admission control function is implemented in an ACF (Admission Control Function). The ACF is placed in the BBF domain and is out of scope to 3GPP. The PCRF makes admission control requests using the standardized S9* interface. 
We assume per-UE S9* sessions. We further assume that the BPCF can correlate each S9* session for a specific UE with information identifying the resources used by the 3GPP UE in fixed access. The BPCF selects an appropriate ACF and provides the location information required to make an admission control request to the ACF. Location information may consist of the local UE IP address. The details of how this is done is out of 3GPP scope.
5. Proposal
The following changes are proposed in TR 23.839.
* * * First Change * * * *

5.1.2 
Architecture for building block I

The Figure 5.1.2.-1, 5.1.2-2 and 5.1.2-3 show the reference architecture for the non-roaming scenario and with the traffic routed to the mobile core network. The figure 5.1.2-4. 5.1.2-5 and 5.1.2-6 show the reference architecture for the roaming scenario with the traffic routed to the home network. The figure 5.1.2-7, 5.1.2-8 and 5.1.2-9 show the reference architecture for the roaming scenario with the local breakout in Visited PLMN.
Editor’s Note: The reference architecture for LIPA and SIPTO for local network is FFS. For more detail refer to 3GPP TR 23.829.

The following considerations apply to interfaces and reference points where they occur in figures in this clause:

-
S5 and S8 can be GTP-based or PMIP-based.

-
Gxc is used only in the case of PMIP variant of S5 or S8.

-
S9 is used between the H-PCRF and V-PCRF in roaming scenario 

-
S9* (used between 3GPP and BBF domains) is used between the PCRF and BPCF* in scenarios where both 3GPP and BBF access networks belong to the same operator or to different operators.
-
Gxb is not used within the scope of BBF Access Interworking.
- 
the reference points internal to the BBF access network are defined or are under definition by Broadband Forum and are out of the scope of this Technical Report.
NOTE 1:
SWu shown in Figure 5.1.2-1 also applies to architectural reference for untrusted scenario in Figures  5.1.2-3, 5.1.2-4, 5.1.2-6, 5.1.2-7 and 5.1.2-9,  for the untrusted scenario with s2c but is not shown for simplicity.

The ANDSF is not shown in any of the following figures, but it may be used in all architectural variants, according to the principles defined in 3GPP TS 23.402.
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Figure 5.1.2-1: Non-Roaming Architecture for untrusted BBF access network based on S2b

NOTE 2: The reference architecture is applicable when the 3GPP and BBF access networks belongs to the same network operator or to different network operators 
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Figure 5.1.2-2: Non-Roaming Architecture for trusted BBF access network based on S2c

NOTE 3: The reference architecture is applicable when both 3GPP and BBF network belongs to the same network operator or to different network operators 
NOTE 4: The connection between the BRAS/BNG and PDN Gateway is IP transport connection 
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Figure 5.1.2-3: Non-Roaming Architecture for untrusted BBF access network based on S2c

NOTE 5: The reference architecture is applicable when both 3GPP and BBF network belongs to the same network operator or to different network operators 
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Figure 5.1.2-4: Roaming Architecture for untrusted BBF access network based on S2b – Home routed traffic

NOTE 6: The reference architecture is applicable when both 3GPP and BBF network belongs to the same VPLMN network operator or to different network operators  
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Figure 5.1.2-5: Roaming Architecture for trusted BBF access network using s2c - Home Routed
 NOTE 7: The reference architecture is applicable when both 3GPP and BBF network belongs to the same VPLMN network operator or to different network operators  

NOTE 8: The connection between the BRAS/BNG and PDN Gateway is a IP transport connection 
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Figure 5.1.2-6: Roaming Architecture for untrusted BBF access network using s2c - Home Routed
NOTE 9: The reference architecture is applicable when both 3GPP and BBF network belongs to the same VPLMN network operator or to different network operators  
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Figure 5.1.2-7: Roaming Architecture for untrusted BBF access network using s2b – Local breakout in V-PLMN
NOTE 10:
The two Rx instances in Figure 5.1.2-7 apply to different application functions in the HPLMN and VPLMN.

NOTE 11: The reference architecture is applicable when both 3GPP and BBF network belongs to the same VPLMN network operator or to different network operators .  
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Figure 5.1.2-8: Roaming Architecture for trusted  BBF access network using s2c – Local breakout in V-PLMN
NOTE 12: The reference architecture is applicable when both 3GPP and BBF network belongs to the same VPLMN network operator or to  to different network operators.  
NOTE 13:
The two Rx instances in Figure 5.1.2-8 apply to different application functions in the HPLMN and VPLMN.

NOTE 14: The connection between the BRAS/BNG and PDN Gateway is a IP transport connection 
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Figure 5.1.2-9: Roaming Architecture for untrusted  BBF access network using s2c – Local breakout in V-PLMN
NOTE 15: The reference architecture is applicable when both 3GPP and BBF network belongs to the same VPLMN network operator or to different network operators.  
NOTE 16:
The two Rx instances in Figure 5.1.2-9 apply to different application functions in the HPLMN and VPLMN.

* * * Next Change * * * *

5.1.3
Network Elements

The 3GPP network elements are defined in details in 3GPP TS 23.401 and 3GPP TS 23.402.

Editor’s Note: The enhancement of PCRF for supporting interworking with BBF Policy Framework is FFS

For QoS management, the PGW sets per-flow DSCP marking in the downlink, as defined in 3GPP TS 23.402. The ePDG copies DSCP marking between inner and outer header in both downlink and uplink.
Editor’s Note: It is FFS if the PDN GW need enhancement for supporting QoS management for interworking with BBF access network for femtocell scenarios.
The BBF network elements BRAS, BNG, RG, BPCF* are defined in details in BBF TR-058, TR-101, WT-145 [7] and WT-134.
Editor’s Note: It is FFS how to capture the 3GPP assumptions on the BBF access network elements functionalities. 

The BBF device represents any devices defined by broadband Forum or supported by BBF access, as a PC, Media center, etc, and they are considered outside the scope of 3GPP.
NOTE: The definition of BPCF*for enhancements to support Policy & QoS interworking with mobile networks is under discussion in BBF WT-134 [8] 

* * * Next Change * * * *

5.2.2.1 
Policy interworking principles 

5.2.2.1.1 
PCRF – BPCF Functional split 

PCRF is the policy and charging control element in 3GPP network. PCRF functions are described in more detail in TS 23.203 [4]. This clause points out new functionality as well as some of the existing functionality applicable to BBF access interworking. (Note that not all applicable existing functionality is included below).

The BPCF is a policy control entity in the BBF network. This clause describes functionality assumed to reside in the BPCF to support 3GPP-BBF interworking.

In a non-roaming scenario, the functionality of PCRF includes:

· Policy decision and PCC Rule generation e.g. based on the information received from the AF via Rx, operator policies and subscription information via Sp (this is existing functionality described in TS 23.203).

· Installation of PCC Rules in the PCEF over Gx (this is existing functionality described in TS 23.203).

· Sends the QoS rules to the BPCF over S9* to request admission control in the fixed access.

· Sends outer IP header information for tunnelled traffic (e.g. UE local IP address) to allow the BBF access to identify the UE traffic that is tunnelled. 

The functionality of the BPCF includes the following:

· Performs admission control in fixed access or delegates admission control decision to other BBF nodes (this aspect is out of scope to 3GPP). Based on the admission control, the BPCF accepts or rejects the request received over S9*. As with current S9, the BPCF may include the acceptable QoS in the reply if the request is rejected.

· May translate QCI, bit rates, and ARP into access specific QoS parameters applicable in the BBF domain (this aspect is out of scope of 3GPP).  

· May install Policy Filters and QoS for a 3GPP UE session over R interface (this aspect is out of scope to 3GPP).

Additional clarifications are needed for the roaming scenario, where both H- and V-PCRF are available. No business agreement between HPLMN and BBF operator for roaming scenario is assumed. In a roaming scenario, the functionality of the H-PCRF includes the following:

· Generates PCC Rules based on the information received from the AF via Rx or via S9, operator policies and subscribed information via Sp (this is existing functionality described in TS 23.203).

· For home routed access, installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203).

· For visited access (local breakout), sends PCC Rules to the V-PCRF over S9 (this is existing functionality described in TS 23.203).

· For home routed access, sends QoS rules to the V-PCRF to request admission control over S9. (This is new for GTP-based access).

· Sends outer IP header information for tunnelled traffic (e.g. UE local IP address). 
The functionality of V-PCRF includes the following:

· For visited access (local breakout), installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203)

· Applies local policies based on the roaming agreement with HPLMN. Also applies local policies based on  the business agreement with BBF operator. 

· Sends QoS rules to the BPCF over S9* to request admission control in the fixed access.

The functionality of the BPCF in a roaming scenario would remain the same as in the non-roaming scenario. 

* * * Next Change * * * *

5.2.2.1.2 
Procedures on S9*

General

Even though S9* is based on S9, all the S9 procedures and Information Elements may not be applicable to BBF accesses. For example, many of the Information Elements used on S9 applies primarily to 3GPP accesses and other wireless accesses. On the other hand, new procedures and IEs may need to be added to S9 in order to support BBF accesses. As part of this paper, we will identify the parts of S9 that do not apply for BBF accesses and those aspects that are currently missing on S9. 

In Building Block 1, policy interworking is considered only for scenarios were traffic is routed back via EPC. In this case charging will be performed in the PDN GW and it is reasonable to assume that sending QoS-rule type of information over S9* is sufficient. Therefore the Gxx variant of S9 is applicable for Building Block 1. The Rx and Gx parts of the S9 reference point are not applicable for S9* in the scope of Building Block 1. Below we discuss the different procedures defined for S9 in TS 23.203 when the Gxx-variant applies. Note that in TS 23.402 and 23.203, for the home routed case, the same stage 2 procedures are used over Gxx and S9 reference points. On stage 3 however, they are implemented with different Diameter applications (Gxx Diameter application and S9 Diameter application. In this contribution we use stage 2 language and thus keep the same name also for the procedures on S9*. Note however that there is no assumption that BBERF functionality such as bearer binding is supported by the fixed access. How S9* is implemented on stage 3 level is out of scope for this document.  

BPCF-Initiated Gateway Control Session Establishment

The Gateway Control Session Establishment is initiated from the BPCF for S9* and results in that an S9* session is established. In order for the BPCF to trigger establishment of an S9* session, it needs to become aware that a 3GPP UE has attached via the BBF access and the IMSI of the subscriber.  The BBF access network may become aware of the UE if 3GPP-based access authentication (EAP-AKA/AKA’) is performed.  For these scenarios the BPCF can initiate the S9* session using the BPCF-Initiated Gateway Control Session Establishment procedure. 
Editor’s note: The feasibility to support 3GPP-based access authentication for BBF access interworking should be verified with BBF. In the non-roaming case, the BPCF discovers a suitable PCRF domain based on UE NAI realm part. In the roaming case, the BPCF discovers a V-PCRF based on configuration, e.g. by mapping the UE NAI realm part to a suitable VPLMN. However, in some scenarios EAP is not supported in the WLAN/fixed access and the UE may be located behind a routed Residential Gateway. In these cases it may be difficult for the BPCF to detect that a 3GPP UE has connected.  .  
Editor’s note: S9* session setup for these scenarios is FFS. Also, S9* session setup when UE is accessing over H(e)NB is FFS

The information contained in the request message include e.g. IMSI, IP-CAN type and local UE IP address. The reply message contains the result code and may also include QoS Rules as described in TS 23.203.

As a result of the S9* session establishment, the fixed access (BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE with the S9* session towards the PCRF. 
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Figure 5.2.2.1.2-1 GW Control Session Establishment
GW Control and QoS Rules Provisioning (admission control request)
This procedure would be initiated by the PCRF (non-roaming) and by the V-PCRF (roaming) for S9*. The PCRF requests the BPCF to perform admission control. The BPCF takes into account the information contained in the QoS rule but the details for how admission control is performed in the BBF access is out of scope to 3GPP. If the request is accepted the BPCF may provision the BNG with information to allow identification of the traffic flows for a UE and QoS parameters. 
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Figure 5.2.2.1.2-2 GW Control and QoS Rule Provisioning
The GW Control and QoS Rule Provisioning includes the following information:

· QoS-Rule with the QoS information (QCI, GBR, MBR, ARP). 

· Information (e.g. Session ID) that allows the BPCF to associated the request with the existing S9* session so that the fixed access can identify the traffic plane resources that are affected. For encrypted tunnels (for H(e)NB and untrusted access), there is no immediate need to provide the SDF filters. It is sufficient if the BBF access can associate the request with the right session and perform admission control.


BPCF-Initiated Gateway Control Session Termination

This procedure would be initiated by the BPCF to terminate a S9* session. The trigger in BPCF for initiating this procedure may be that the 3GPP UE is no longer connected via the BBF access (e.g. if the lease of the local IP address used by the 3GPP UE expires). The BPCF may also use this procedure if an admission control request causes all resources of a UE to be pre-empted (if allowed by regulations).
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Figure 5.2.2.1.2-3 GW Control Session termination
PCRF-Initiated Gateway Control Session Termination

This procedure would be initiated by the PCRF (non-roaming) or V-PCRF (roaming) for S9* to terminate a S9* session.
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Figure 5.2.2.1.2-4 PCRF Initiated GW Control Session Termination

BPCF-Initiated Gateway Control and QoS Rules Request

In a fixed access, there will probably be limited use of this procedure. For example, the fixed accesses typically do not support UE-initiated resource requests and would also not be able to detect most of the events that are defined as event triggers in PCC. This procedure could however be applicable in case the BPCF has pre-empted some resources and wants to report a QoS rule failure to the PCRF. 
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Figure 5.2.2.1.2-5 Gateway Control and QoS Rules Request
* * * Next Change * * * *

5.2.2.1.3 
Assumptions about functionality in the BBF access network

In the above analysis, the following assumptions were made about functionality in the BBF Access Network:

· The BNG is able to do packet classification based on DSCP.

· The BPCF is able to map the QoS information (QCI, bit rates, ARP) received over S9* to access-specific parameters applicable in the BBF access network

· The BBF access network (e.g. BPCF) can perform admission control based on the QoS rules received over S9*

· The BBF access network is able to support 3GPP-based access authentication and forward EAP messages between the UE and EPC..

· Triggered by the access authentication and/or local IP address assignment, the BPCF initiates establishment of the S9* session with the PCRF.

Editor’s note: Also scenarios where 3GPP-based access authentication is not supported needs to be studied. The BPCF-initiated S9* session for such scenarios will be considered.
* * * End of Changes * * * *
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