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This document provides an evaluation of the different options to support the coexistence of as corporate APN and LIPA in the enterprise network in TR 23.829.

1. 
Introduction

In current 3GPP networks, a UE can have a subscription to a corporate APN that allows the UE to access the corporate network while connected to the macro network. The solution is based on an IPSec tunnel between the GGSN/PDN GW terminating the PDN connection and a security GW in the corporate network with the IP address being assigned by the corporate network usually via RADIUS.
With the definition of LIPA and deployment of H(e)NBs for enterprise, the following coexistence scenario arises:

-
The UE accesses the corporate network via a H(e)NB that is part of the enterprise: In this case, the desired behavior is that the UE should use LIPA when supported at the H(e)NB to access services on the corporate network instead of using the VPN.

-
The UE accesses the corporate network via an (e)NB or a H(e)NB that is not part of the enterprise: In this case, the desired behavior is that the UE should use the existing VPN solution to access the corporate network.
In order to achieve the above behavior it is necessary to consider how LIPA is selected by the UE and the network, particularly the problem of 

-
How a UE requests LIPA when it request a PDN connection;

-
How the network decides whether to use LIPA when the UE requests a PDN connection; and
-
How mobility works for the PDN connection when the UE moves between the macro network and the enterprise network
2. 
How a UE requests LIPA when it request a PDN connection
Currently TR 23.829 defines two possible methods for a UE to request a LIPA PDN connection:
-
a well-defined APN; or

-
a specific indication independent of the APN.

The latter choice is not backwards compatible to a Rel-9 UE, since a Rel-9 UE will not include a specific indication independent of the APN. Therefore this choice only makes sense if the LIPA feature is intended not to be backwards compatible to earlier releases. 

Given the fact that there already exist UEs that can take advantage of LIPA using the corporate APN, there does not seem to be any reason to limit the use of LIPA to only UEs in Rel-10 and beyond.

Conclusion 1: The UE requests LIPA using a well-defined APN. The APN may be exclusively used for LIPA (e.g. in the residential scenario), or may be another APN as in the case of the corporate APN.
3. 
How the network decides whether to use LIPA when the UE requests a PDN connection

Given the fact that in some scenarios the UE does not specifically indicate the APN as being a LIPA only APN in the PDN connection request, what needs to be understood is how the network decides whether to use LIPA when the UE requests a PDN connection.

This can be further resolved in the following two issues:
-
How the network determines whether the APN requested is eligible for LIPA based on the UE subscription, i.e., whether the UE is allowed to use LIPA for that APN; and

-
How the network determines whether the RAN node, where the UE is attaching, supports LIPA for the particular requested APN, i.e., whether the RAN node supports LIPA for that APN
3.1 
How the network determines whether the UE is allowed to use LIPA for that APN
Based on the two scenarios for corporate access defined in Section 1, it seems like there are three types of APNs possible to be defined in the LIPA permissions flag for each APN in the user’s subscription information:

-
LIPA only: The UE requests an APN that only should be allocated if the UE is connected to a H(e)NB that supports LIPA for that APN
-
LIPA prohibited: The SGSN/MME shall not select a LIPA L-GW if the UE requests this APN

-
LIPA conditional: The SGSN/MME may select a LIPA L-GW if the UE requests this APN at a H(e)NB that supports LIPA for that APN. Otherwise the SGSN/MME may select another GW, for example if the UE connects via the macro network or another H(e)NB.

Conclusion 2: When the UE requests an APN, the network determines whether the UE is allowed to use LIPA for that APN based on three values defined for the LIPA permissions flag.
3.2 
How the network determines whether the RAN node supports LIPA for that APN
Given the three types of APNs in the LIPA permission flag the next step is to look at how the PDN connection/PDP context for LIPA is established in the context of general PDP context/PDN connectivity activation.
3.2.1 PDP context activation

Figure 1 shows the PDP context activation call flow from TS 23.060. The following changes are needed in order to support LIPA:

-
In step 1, the UE sends the Activate PDP Context Request including an APN.

- 
After receiving the Activate PDP Context Request, the SGSN determines whether LIPA is conditional/prohibited or only available for this APN in the user’s subscription information.

-
If LIPA permissions indicate LIPA is conditional or LIPA only for this APN, the SGSN checks the following:

1.
Whether LIPA is supported by this HNB. This is done by checking whether the HNB included the IP address of the L-GW in the initial UE message or relocation complete message when the UE established a connection. Alternatively, for a standalone L-GW, the SGSN can use DNS or configuration to determine if LIPA is supported.
2.
Whether the UE is allowed to use LIPA at this HNB. This is done by using a flag in the CSG subscription information to determine whether LIPA is allowed for this UE at this CSG.
3.
Whether this particular APN is supported at this HNB, i.e. to ensure that the UE is requesting a LIPA APN that is associated with this HNB. This can be done by checking based on configuration the LIPA APNs supported at this CSG or HNB. As an example the SGSN will check if the HNB belongs to a CSG which is the respective CSG of the corporate APN the UE is requesting. Alternatively, the HNB can provide a list of supported LIPA APNsalong with the IP address for the L-GW in the RANAP message.

NOTE: 
Checks 2 and 3 are needed if the SGSN is configured for each CSG with a list of the allowed APNs for LIPA. An alternative is to replace checks 2 and 3 with a single check by including in the CSG subscription information for each user, a list of allowed APNs for LIPA. This requires more provisioning and is only needed if different users in the same CSG will have access to different LIPA APNs in the CSG.
-
If all the checks pass the SGSN sends the Create PDP Context Request message to the L-GW for the HNB.

-
Otherwise, if any check does not pass and the LIPA permissions are set to LIPA conditional, the SGSN will allocate a macro GGSN/PGW for the connection to the corporate APN by sending the Create PDP Context Request message to the appropriate GGSN. For example in the corporate case, the the SGSN selects the GGSN that supports a VPN to the corporate network.
-
Otherwise the SGSN rejects the PDP Context Request.

The rest of the procedures are the same as those defined in TS 23.060 Section 9.2.2.1.
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Figure 1 Call flows for PDP context activation
NOTE: 
The interaction with PCRF is not shown as static policy is used to manage the establishment of QoS resources (i.e. dedicated bearers or secondary PDP contexts) in Rel-10.
3.2.2 PDN connectivity activation

In a similar manner to PDP context activation, the PDN connectivity activation procedures for LIPA can reuse the existing PDN connectivity activation procedures defined in TS 23.401, with the same additions. 

Figure 2 shows PDN connectivity activation call flow from TS 23.401. The changes are as follows:

-
In step 1, the UE sends the PDN Connectivity Request including an APN.

- 
After receiving the PDN Connectivity Request, the MME determines whether LIPA is conditional /prohibited or only available for this APN in the user’s subscription information.

-
If LIPA permissions indicate LIPA is conditional or LIPA only for this APN, the MME checks the following:

1.
Whether LIPA is supported by this HeNB. This is done by checking whether the HeNB included the IP address of the L-GW in the initial UE message or relocation complete message when the UE established a connection. Alternatively, for a standalone L-GW, the MME can use DNS or configuration to determine if LIPA is supported

2.
Whether the UE is allowed to use LIPA at this HeNB. This is done by comparing the CSG subscription information to determine whether LIPA is allowed for this UE at this CSG

3.
Whether this particular APN is supported at this HeNB, i.e. to ensure that the UE is requesting a LIPA APN that is associated with this HeNB. This can be done by checking based on configuration the LIPA APNs supported at this CSG or HeNB. As an example the MME will check if the HeNB belongs to a CSG which is the respective CSG of the corporate APN the UE is requesting. Alternatively, the HeNB can provide a list of supported LIPA APNs along with the IP address for the L-GW in the S1 message.

NOTE: 
Checks 2 and 3 are needed if the MME is configured for each CSG with a list of the allowed APNs for LIPA. An alternative is to replace checks 2 and 3 with a single check by including in the CSG subscription information for each user, a list of allowed APNs for LIPA. This requires more provisioning and is only needed if different users in the same CSG will have access to different LIPA APNs in the CSG.

-
If all the checks pass the MME sends the Create Session Request message to the L-GW for the HeNB.

-
Otherwise, if any check does not pass and the LIPA permissions are set to LIPA conditional, the MME will allocate a macro GGSN/PGW for the connection to the corporate APN by sending the Create Session Request message to the appropriate P-GW. For example, in the corporate case, the MME selects the P-GW that supports a VPN to the corporate network.

-
Otherwise the MME rejects the PDN Connectivity Request.

-
To ensure a direct tunnel between the HeNB and the L-GW is created the following changes are also needed:

-
In step 7, the S1-AP message includes the S5 TEID parameter assigned by the L-GW in step 5 for each E-RAB in the E-RAB to be Setup List
The rest of the procedures are the same as those defined in TS 23.401 Section 5.10.2.
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Figure 2 Call flows for PDN connection activation
NOTE: 
The interaction with PCRF is not shown as static policy is used to manage the establishment of QoS resources (i.e. dedicated bearers or secondary PDP contexts) in Rel-10.
Conclusion 3: The existing procedures for PDP context/PDN connectivity activation can also be used to establish LIPA with minor changes to determine if LIPA is possible and the UE is allowed to use LIPA at the H(e)NB where the UE is connected. 
4.
How mobility works for the PDN connection when the UE moves between the macro network and the enterprise network
Once the PDN connection/PDP context for the corporate APN is established on the macro network, what needs to be understood is how to manage the PDP context/PDN connection as the UE moves around and transitions between the macro and enterprise network for idle and connected states.

On the one hand, in order to allow operators to take advantage of the LIPA benefits, it is important that LIPA PDP contexts/PDN connections are stablished as UEs move into the enterprise network coverage. On the other hand, deactivating and re-establishing the PDP contexts/PDN connections may be disruptive to any applications running on the UE. 

For mobility from the H(e)NB in the enterprise network to the macro network, if the UE has established a LIPA PDP context/PDN connection, then the solution that is defined to support LIPA mobility applies in the same way to this LIPA PDP context/PDN connection.

For mobility from the macro network to the H(e)NB in the enterprise network, if the UE has established a PDP context/PDN connection already, as one option, an operator may wish to deactivate and request the UE re-establish the PDN connection in order to make it a LIPA PDN connection based on a variety of conditions such as the following:

-
GGSN/P-GW detects that an inactivity timer has expired on the PDN connection. 

-
The SGSN/MME detects that the UE establishes a connection or performs a handover to a H(e)NB in the enterprise network.
NOTE:
Other conditions or a combination of them may also apply, for example due to UE mobility and/or SGSN/MME relocation. Due to the diversity of the possible trigger conditions and high number of sub-variants, realization of such conditions is left for implementation. 

Conclusion 4: The existing procedures for PDP context/PDN connectivity deactivation can also be used to manage mobility between the LIPA PDN and the macro PDN for access to the corporate APN. The GGSN/P-GW and/or the SGSN/MME may use a variety of conditions to deactivate the LIPA PDN connection, based on mobility management triggers and/or implementation. 
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