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Abstract of the contribution:

The OMA-defined SUPL specification requires that a SLP can verify that the IP address used by a terminal (SET) matches that allocated by the network for the MSISDN used by that terminal. OMA-LOC has asked SA2 for a preferred way to do this. This contribution looks at several possible ways an SLP could interact with 3GPP-defined nodes to do this. 
1 Overview

OMA-LOC, the OMA working group responsible for SUPL has sent an LS requesting that SA2 provide a preferred method to correlate an IP address with an MSISDN (or vice versa) for LTE, and, if possible, a preferred method for UTRAN and GERAN access.
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This discussion documents looks at the various places where the IP address and the MSISDN may coexist and which interfaces might be used to query them. The following nodes have been considered so far: the HSS; the PDN Gateway; the PCRF; and the AAA server. The possible use of each of these is discussed in the following sections. Note that while it is possible that IMS nodes could also be used, they have not been considered in this analysis as SUPL needs to work without any dependencies on IMS deployment. (Note also that this is still a work in progress and input of each of the possible methods would be much appreciated.)
2 The HSS

In an ideal solution, the HSS would be the logical place the H-SLP should go to query the IP address for a given MSISDN. The H-SLP could utilise existing interfaces such as Sh and SLh and would have a single point of contact regardless of which PDN Gateway was used  
An Application Function (AF) can query the HSS over Sh to request IP address for a given MSISDN using the User-Data-Request procedure (as per 29.328 6.7.1 and 7.6). However while the HSS is aware of the IP address for statically allocated IP addresses, it does not seem to be informed of dynamic IP address allocations (i.e. it seems on S6a/S6d, the IP address only goes from the HSS to the MME/SGSN not the other way around [TBC]).
If a mechanism does exist in which the HSS can be informed of dynamic IP address allocations, the H-SLP could act as an AF and use Sh to get the information it needs.
Another possible alternative is the use of GIBA (GPRS-IMS-Bundled Authentication) security mechanism as specified in 33.203. In this mechanism, the GGSN provides the IP address, IMSI and MSISDN to a RADIUS server in the HSS using the Gi interface (normally between the GGSN and the AAA server in the PDN). This information is subsequently used for authentication for IMS access before full IMS authentication has been deployed. 
Although GIBA itself isn’t applicable to SUPL (which needs to operate without a dependency on IMS), the ability of the GGSN to inform the HSS of the current IP/MSISDN correlation via Gi (or SGi) could be reused here to provide a solution.
The following figures show how Gi and SGi could be used to pass MSISDN/IP address information to the HSS/HLR by means of a RADIUS server on the HSS/HLR.
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More investigation is required here. It is not clear whether the use of Gi for GIBA was simply to get around the problem of getting a dynamically allocated IP address to the HSS, or for some other purpose.
3 The PDN Gateway

The PDN Gateway is the first point where the correlation between IP address and MSISDN is definitively known. Information on IP address changes is sent towards the PCRF over Gx, so one possibility would be for the H-SLP to use this interface. Unfortunately, there doesn’t seem to be any way to query on a particular MSISDN – IP address notifications are simply pushed down towards the PCRF and it would not be practical for an H-SLP to monitor for all notifications in order to determine when an IP associated with a location query doesn’t match.  
Another possibility would be a direct query mechanism from the H-SLP to the PDN gateway, although this leaves the problem of how the H-SLP determines which PDN Gateway to query. The HSS receives Update Location Requests from the MME and SGSN which identify the active PDN gateway, although this would require changes to additional interfaces (for example Sh) to enable the H-SLP to query for it.

4 The PCRF

The PCRF is kept informed of IP address changes by the PDN Gateway via Gx and hence is also aware of both the IP address and MSISDN. One possibility here is using the Rx reference point between the PCRF and the AF (Application Function, which is allowed to be a third party application server). There does not seem to be a way an SLP acting as an AF can explicitly query the IP address for a given MSISDN, but it is possible with existing protocols for the H-SLP to verify that a given IP address matches that for a given MSISDN.
In the Initial Provisioning of Session Information procedure (4.4.1 in 29.214), the AF can send both an IP address and an MSISDN as part of an AA-Request command. One possibility here is if the PCRF can reject a AA-request with an invalid combination of MSISDN and IP address, in a form that the H-SLP could understand it, the H-SLP would be able to get l the information it needs. (Ideally, if the actual MSISDN matching the IP address could be returned, this would be even more useful).
This method would still require more definition to ensure the PCRF behaviour is predictable.

5 The AAA server

The PDN Gateway can also send information to the AAA server via SGi. More investigation is required to determine whether a standard mechanism exists or can be created to allow an H-SLP to query the AAA server directly.
6 Conclusion

There are no clear solutions so far, although some possibilities have emerged. If the HSS has access to dynamically allocated IP addresses [TBC], the best approach seems to be to have the H-SLP query it using Sh. If the HSS does not have access to dynamically allocated IP addresses, a workaround could be implemented using SGi or Gi in the same manner as was used for GBA to pass IP address information directly to the HSS from the PDN gateway.
Having the H-SLP act as an AF to the PCRF over the Rx reference point also seems to be possible (albeit not in a way that they were originally designed for). Finally, the H-SLP could query a PDN gateway directly, using the HSS to provide the identity of the PDN gateway, only if a new interface was defined for this purpose.
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