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Introduction

This paper is merged from part context of S2-102275, S2-102364, S2-102470 and S2-102394 with intention to complete the MTC monitoring detection solutions which have been captured by the TR 23.888 v0.3.2.

As a reminder, the rest parts of those contributions are not included, e.g. there is still a separate detection solution in S2-102275. So it is assumes that those papers are still open and have chance to be opened.

Begin of Change
6.10
Solution – SGSN/MME based detection

6.10.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.10.2
General

For this solution, the SGSN/MME is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default action are downloaded from the HLR/HSS to the SGSN/MME during the Insert Subscription procedure along with the MTC subscription e.g. during Attach procedure.
Basically, the SGSN/MME monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action. The following table shows the procedures of the SGSN/MME.

Table 6.10.2-1: SGSN/MME based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME checks whether the IMEI provided by the device is the same as the configured IMEI.

3> If not, the SGSN/MME shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The SGSN/MME checks whether the MTC Device behavior is aligned with the activated MTC features for the device.

2> If not (e.g. the MTC Device with low mobility feature performs RAU/TAU or handover procedure frequently), the SGSN/MME shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The SGSN/MME checks whether there is change in point of attachment by comparing the location area information from RAN against the configured location area information from the HLR/HSS (e.g. the allowed location area information).

2> If yes, the SGSN/MME shall trigger the reporting.

	Monitoring loss of connectivity
	1> The SGSN/MME checks whether the MTC Device is offline.

2> If yes, the SGSN/MME shall trigger the reporting.


6.10.3
Impacts on existing nodes or functionality

Impacts on HLR/HSS:
· Support configuring and provisioning of monitoring related information (e.g. monitoring event, criteria, default action and etc) in MTC subscription.
Impacts on SGSN/MME:
· Support storing the monitoring related information (e.g. monitoring event, criteria, default action and etc) for a particular MTC Device.
· Support monitoring detecting behaviour.
· Support executing monitoring action, e.g. according to the pre-defined action.

6.10.4
Evaluation
All events can be detected and the signals to obtain the information for detecting the events can be optimized.

However the load of the SGSN/MME may increase depending on the number of events and actions.
6.11
Solution - HLR/HSS based detection
6.11.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.11.2
General

For this solution, the HLR/HSS is responsible for detecting monitoring event with the assistance of other nodes. The MTC monitoring events along with the related criteria and default action are configured in the HLR/HSS. The HLR/HSS monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action.
The following table shows the procedures of the HLR/HSS.
Table 6.11.2-1: HLR/HSS based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME provides the MTC Device IMEI together with the IMSI to the HLR/HSS.

2> The HLR/HSS checks whether the IMEI provided by the SGSN/MME is the same as the configured IMEI for the MTC Device.

3> If not, the HLR/HSS shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The HLR/HSS checks whether the MTC Device behavior is aligned with the activated MTC features for the device.
2> If not (e.g. the HLR/HSS is aware that the MTC Device with low mobility feature changes the serving SGSN/MME), the HLR/HSS shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The SGSN/MME reports the UE location (e.g. RAI, TAI, CGI, E-CGI and etc) to the HLR/HSS during MM procedure.

2> The HLR/HSS checks whether the UE location is allowed comparing to the configured location.

3> If not, the HLR/HSS shall trigger the reporting.

	Monitoring loss of connectivity
	1> The HLR/HSS checks whether the MTC Device is offline, e.g. the GGSN/P-GW information for the M2M APN is deleted, or receives Purge message.
2> If yes, the HLR/HSS shall trigger the reporting.



6.11.3
Impacts on existing nodes or functionality
Impacts on HLR/HSS:

· Support configuring monitoring related information (e.g. monitoring event, criteria, default action and etc) in MTC subscription.
· Support monitoring detecting behaviour.
Impacts on SGSN/MME:

· Support reporting location information to the HLR/HSS so that the HLR/HSS can detect a change by comparing with a subscribed location, or by comparing with the earlier stored location.
· Support registering GGSN/P-GW information to the HLR/HSS. To detect loss of connectivity quicker the SGSN/MME may need to configure very short periodic update timers, which increases MM signaling considerably.
· Support reporting MTC Device IMEI to the HLR/HSS.
6.11.4
Evaluation
Without any impacts on other nodes or signaling the HLR/HSS is able to detect when another device (IMEI) uses the UICC (IMSI). Also an action (e.g. cancel location or invalidate UICC) can be added and affects only the HLR/HSS.

Monitoring of feature activation clearly requires additional functions in other nodes and related signaling. Also monitoring of the point of attachment by the HLR/HSS requires additional functions in other nodes and related signaling.

Monitoring of the connectivity is not necessarily suited for the HLR/HSS as other HLR/HSS signaling is much less frequent. Detection of lost connectivity may require frequent indications to the HLR/HSS that connectivity exists.
6.12
Solution - GGSN/P-GW based detection
6.12.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.12.2
General

For this solution, the GGSN/P-GW is responsible for detecting monitoring event with the assistance of other nodes. The GGSN/P-GW obtains such information from the HLR/HSS, and monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action.
The following table shows the procedures of the GGSN/P-GW.
Table 6.12.2-1: GGSN/P-GW based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME provides the MTC Device IMEI together with the IMSI to the GGSN/P-GW during the bearer establishment procedure.
2> The GGSN/P-GW obtains the mapped IMEI and IMSI pair from e.g. the HLR/HSS.

3> The GGSN/P-GW checks whether the IMEI and IMSI provided by the SGSN/MME is matches with the configured IMEI and IMSI pair.
4> If not, the GGSN/P-GW shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The GGSN/P-GW checks whether the MTC Device behavior is aligned with the activated MTC features for the device.
2> If not (e.g. the GGSN/P-GW is aware that the MTC Device with low mobility feature changes location), the GGSN/P-GW shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The GGSN/P-GW activates the MS Info Change Reporting Action when PDN connection is created.
2> The SGSN/MME reports the UE location (e.g. RAI, TAI, CGI, E-CGI and etc) to the GGSN/P-GW during bearer management procedure.

3> The GGSN/P-GW checks whether the UE location is allowed comparing to the configured location.

4> If not, the GGSN/P-GW shall trigger the reporting.

	Monitoring loss of connectivity
	1> The GGSN/P-GW checks whether the MTC Device is offline, e.g. the PDN connection for the M2M APN is deactivated.
2> If yes, the GGSN/P-GW shall trigger the reporting.



6.12.3
Impacts on existing nodes or functionality
Impacts on HLR/HSS:

· Support configuring monitoring related information (e.g. monitoring event, criteria, default action and etc) in MTC subscription.
Impacts on SGSN/MME:

· Support provisioning of monitoring related information (e.g. monitoring event, criteria, default action and etc) to the GGSN/P-GW.
Impacts on GGSN/P-GW:

· Support monitoring detecting behaviour.
6.12.4
Evaluation
With a proper subscription it can be prevented that a UICC can be used for anything else than the PDP/PDN connection provided for MTC. PDP/PDN connections are then only possible with the subscribed APN/P-GW/GGSN. The GGSN/P-GW can refuse PDP/PDN activation when the IMEI does not match. Compared to the HLR/HSS with the existing signaling the GGSN/P-GW cannot detach the device and also not invalidate the UICC.

The GGSN/P-GW gets location information by setting "the MS Info Change Reporting Action" to start in the create session response to the MME and then the GGSN/P-GW can monitor change of the point of attachment using the existing procedure of the MS info change reporting procedure.
If the MTC device has only one PDN connection, the P-GW may detect the monitoring of the connectivity by detecting the PDN disconnection, but when the multiple PDN connections is used, a PDN disconnection does not imply that the UE is detached and the connectivity with the UE is lost. Hence, the GGSN/P-GW is not necessarily suited for detecting lost connectivity.
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