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Abstract of the contribution: The current discussions on the use of IMSI and MSISDN as identifiers show that these values may reach their limits with use of MTC in the network.  But are the limits really exceeded or simply close?  What options exist, and what should be our plan as a standards body?  This paper discusses these items. 
Introduction

Several papers have already discussed and implied that we are running out of IMSI and MSISDN values.  While the expected volume of MTC devices makes this a concern, the numbers are variable enough to raise some doubt that exhaustion will occur.  And what options do we have if it does occur?  This paper covers these topics. 
Discussion

MTC has the potential to cause issues with the identifiers currently used in the GSM network.  The IMSI is used initially as the “private identifier” in the network, especially during registration.   The IMSI is stored in the SIM card (generally) along with the private crypto materials used for authentication (i.e. the “shared secret data” that is also stored in the AuC).   The MSISDN forms the public identity to the device to allow interaction on the basis of telecommunication services (e.g. voice calls and SMS).  In the case of MTC, a voice call is unlikely, but the use of SMS is a definite possibility.

The situation appears to break into three distinct scenarios:

1. No identifier exhaustion occurs because fewer than anticipated MTC devices are used and/or the recovery of available IMSI/MSISDN values is more effective that currently anticipated.

2. A new, alternate identifier is developed that is suitable to replace the IMSI and/or MSISDN throughout the network.   

3. The IMSI/MSISDN values are shared with multiple devices, but secondary “subaddresses” are available for each device.

The first situation may truly occur, but is more likely simply to buy time until a longer term solution is put into place.  Certainly nothing, per se, would need to be done in the standards if the current IMSI and MSISDN are adequate.

The second situation would probably have the greatest impact on the network, but also have the greatest potential to resolved the problem for the longest period of time.   Moving to the IPv6 address, for instance, as the identifier used on the air interface instead of the IMSI would be a huge change in terms of the elements touched, but would be a relatively straightforward change, at least conceptually.  The “size” of the “IMSI” could be modified from 15 digits to 40 digits (or whatever was decided to hold the IPv6 address).   The new size would be available as part of a new “Application Context” (in the terminology of TS29.002) so new elements would be able to be identified as being able to either handle this new expanded identifier or not. Discussion can proceed if IPv6 is the right value to use, or if more digits are needed; but effectively this scenario comes down to expanding the parameters we have in a “non-backwards compatible” format, realizing that only PS domain (and no legacy CS domain) elements would be impacted, at least in as far as the air interface. 
The third situation is something of a complicated compromise. In this situation, multiple devices would “share” the same identifier as it exists today, including the shared secret data.   In addition, another identifier would allow the device to be uniquely identified, much in the way a subaddress is used in the network occasionally today.   It may be possible to even allow some of the existing subaddress fields to be tasked for this purpose. 
A simple use of as secondary identifier, however, allows for the possibility of fraud.  This can be reduced by segregating MTC traffic to a non-public intranet, but not totally eliminated.  A possible solution for this situation would be to have a second “shared secret data” that would be unique for this subaddress only.   This would result in the following registration in a GPRS network, for example:

1. The device attaches to the GPRS Network, using the IMSI as an identifier.

2. The SGSN queries the HSS/AuC for authentication vectors.

3. These are provided, used, and the device authenticates.  Normal registration then proceeds.

4. The HSS, using new processing to support MTC, then sends an IP message with a second authentication challenge using the second set of “shared secret data”.

a. If the challenge is passed, no other action is taken.

b. If the challenge is failed, the HSS “cancels” the subscription on the SGSN, forcing the imposter out of the network. 
While this would potentially take less modification to the network, it will generate a reasonably large amount of standards work as we go through the scenarios and make sure the subaddress related processing is performed properly.  For instance, this would not work if two devices with the same IMSI were registered on the same cell.  Given that some MTC devices will be permanently installed in certain cells, this should be possible to manage.   But the situation needs to be addressed in order to allow the methods called out in the standards to work.  

It should be noted that all three of these scenarios support roaming, given the assumption that roaming network supported the new processing. 
Proposal

The first scenario takes no action at all, but makes a large and dangerous bet on the outcome in the market.   The last scenario will take considerable work and assumptions (e.g. making sure two MTC devices sharing the same IMSI are not in the same cell) in order for it two work.  Still, this could form a bridge to more permanent solutions.
The last action, which is recommended for immediate action, is to request an impact analysis on simply increasing the size of the IMSI and MSISDN to accommodate a larger value (e.g. large enough to hold an IPv6 address).  It well could be that the impacts of such a move, while not insignificant, are manageable, and would prevent a large body of work on an “interim” solution that is eventually replaced. 
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