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Abstract of the contribution: This contribution completes the description of solutions to monitor change of association of the MTC Device and UICC / loss of connectivity / change in the point of attachment. It also starts evaluating the different reporting options. 
1/ One new functionality needs to be specified for MTC Monitoring to cover the new service requirement from TS 22.368 that the MTC Device shall be able to transfer other event notification to the MTC Server where the event detection is out of 3GPP scope.

2/ Monitoring change of the association of the MTC Device and the UICC

Monitoring change of the association of the MTC Device and the UICC should not necessarily require to configure in the HLR/HSS the IMEI associated to the IMSI (significant provisioning overhead). The network (MME/SGSN and HSS) may learn this mapping dynamically and check whether it has changed or not.
MME/SGSNs are the nodes which can evaluate whether the IMEI associated to an IMSI has changed or not during attach or inter-MME/SGSN mobility procedures. Hence change of the association of MTC Device and UICC shall be detected by the MME/SGSN.
3/ Monitoring loss of MTC Device connectivity
The maximum detection time needs to be configured as part of the MTC subscription in the HSS when detection of loss of connectivity is configured. 

The serving network shall be able to alter the maximum detection time or to reject requests to monitor loss of connectivity with a maximum detection time it is not prepared to accept
MME/SGSN may detect loss of connectivity of an MTC device by the explicit and implicit detach procedures (optionally adapting the periodic TAU/RAU timers and the mobile reachable timer to the maximum detection time), or by requesting the MTC Device via NAS signalling (e.g. during Attach accept, RAU/TAU accept) to periodically signal its presence to the core network, when in idle mode, by sending one uplink NAS signalling message.
The MME/SGSN are the nodes which detect implicit or explicit detach of the MTC Device or non receipt of periodic uplink NAS signalling. Hence loss of connectivity shall be detected by the MME/SGSN. 

4/ Monitoring change in the point of attachment
The HLR/HSS may detect change of the serving MME/SGSN.
5/ Event reporting to the MTC Server

The reporting options by HSS or by MME/SGSN are evaluated. 
It is proposed to agree on the following changes to the TR 23.888.
* * * First Change * * * *
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* * * Next Change * * * *

5.10
Key Issue – MTC Monitoring
5.10.1
Use case description
MTC Devices may be deployed in locations with high risk, e.g. possibility of vandalism or theft of the communication module.For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
5.10.2
Required Functionality
The following functionalities are required for MTC monitoring:

· 
It shall be possible for the MTC User to configure which of the following events shall be monitored by the network: 
· -
change of the association between the MTC Device and the UICC, 
· -
behaviour which is not aligned with activated MTC feature(s), 
· -
change in the point of attachment, 
· -
loss of connectivity.
· 
It shall be possible for the MTC User to configure the action to be executed by the network when an event is detected.

· 
It shall be possible for the network to detect monitoring events.
· 
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server and optionally to perform action to reduce services provided to the MTC Device.
· 
The MTC Device shall be able to transfer other event notification to the MTC Server where the event detection is out of the 3GPP scope.
· 
It shall be possible to configure the maximum time between the actual loss of connectivity and its detection in the MTC subscription. The maximum detection time can be in the order of 1 minute to 1 hour.
* * * Next Change * * * *

6.9
Solution - MTC Monitoring – General
6.9.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring.”
6.9.2
General

The MTC Monitoring events are configured in the HLR/HSS as part of the MTC subscription. The related criteria (e.g. the mapped IMSI/IMEI or the allowed location area) for reporting purpose are configured together with the event as well unless the event type is self explanatory, e.g., loss of connectivity. For those configured MTC Monitoring events, default action can be predefined as well, e.g. detaching the MTC Device when the IMEI and IMSI are not mapped.
According to the requirement, the following MTC Monitoring events shall be configured in the HLR/HSS:

· Monitoring the association of the MTC Device and UICC

In this case, the IMEI associated to the IMSI may be configured in the HLR/HSS or learned dynamically by the MME/SGSN and HSS (Automatic Device Detection feature, see 3GPP TS 23.060 [x] subclause 15.5); the HLR/HSS shall store the mapped IMSI and IMEI as the criteria together with this event.

· Monitoring the alignment of the MTC feature

In this case, the activated MTC features for the special MTC Device, which is configured in the HLR/HSS as part of the MTC subscription, apply for this monitoring event.

· Monitoring change in the point of attachment

In this case, the allowed location information may also need to be configured as the criteria in the HLR/HSS (e.g. the Low Mobility feature is also activated for the MTC Device).

· Monitoring loss of connectivity
In this case, the maximum detection time shall also be configured in the HLR/HSS as part of the MTC subscription. 
The network shall be able to detect such configured MTC monitoring events. The serving network shall be able to alter the maximum detection time or to reject requests to monitor loss of connectivity with a maximum detection time it is not prepared to accept, in which case it shall be possible to report a notification to the MTC Server and/or MTC User.
When such event is detected, the network shall be able to report to the MTC Server and/or MTC User.
Alternatives to detect and report those events are documented in separate subclauses. 

Editor’s Note: It is FFS whether MTC Device can be used for assisting in MTC monitoring.
Editor’s Note: It is FFS whether other MTC monitoring events can be configured.


When any event is detected, the network may also trigger actions accordingly, e.g. reduce services provided to the MTC Device or restrict access of the MTC Device or detach the MTC Device completely. When default action is predefined, the network triggers the default action, otherwise acts according to the indication from the MTC Server.
Editor’s Note: It is FFS whether the MTC Server/User can dynamically provide the action indication.
Editor’s Note: How to handle the roaming scenario for this monitoring key issue is FFS.

Editor’s Note: How to obtain the MTC Server address for reporting is FFS.
6.10
Solution – SGSN/MME based detection

6.10.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.10.2
General

For this solution, the SGSN/MME is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default action are downloaded from the HLR/HSS to the SGSN/MME during the Insert Subscription procedure along with the MTC subscription e.g. during Attach procedure.
Basically, the SGSN/MME monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action. The following table shows the procedures of the SGSN/MME.

Table 6.10.2-1: SGSN/MME based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME checks whether the IMEI provided by the device is the same as the last known IMEI for that IMSI.

3> If not, the SGSN/MME shall report the new IMEI to the HLR/HSS and trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The SGSN/MME checks whether the MTC Device behavior is aligned with the activated MTC features for the device.

2> If not (e.g. the MTC Device with low mobility feature performs RAU/TAU or handover procedure frequently), the SGSN/MME shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The SGSN/MME checks whether there is change in point of attachment.

2> If yes, the SGSN/MME shall trigger the reporting.

	Monitoring loss of connectivity
	1> The SGSN/MME checks whether the MTC Device is offline (as specified further down).

2> If yes, the SGSN/MME shall trigger the reporting.


Monitoring loss of connectivity: 
The network shall be able to detect the loss of an MTC Device connectivity with a maximum detection time between 1 minute to 1 hour. 
In connected mode, a UE has a signalling connection with the network; the RAN monitors the radio link and reports any failure to the MME/SGSN within a very short time. The problem therefore consists for the network to detect whether it is still possible to establish a signalling connection with an MTC device in idle mode. 
The network may detect that an MTC Device is offline by any of the following methods: 

1/ the MTC Device initiates an explicit detach procedure; 

2/ the MME/SGSN implicitly detaches the MTC Device (relying on the mobile reachable timer): 

this approach is sufficient when the maximum detection time value exceeds the value configured for periodic TAU/RAU timers (T3412/T3312); 

for large maximum detection time values (e.g. close to 1 hour), the MME/SGSN may adapt the periodic TAU/RAU timers and the mobile reachable timer to the maximum detection time;
this approach is however not recommended for short maximum detection time (e.g. range of few minutes) since frequent periodic RAU/TAU procedures would increase the signalling and processing in the radio and core networks (those procedures may typically involve authentication, ciphering, P-TMSI/GUTI reallocation…).
3/ the MME/SGSN may request the MTC Device via NAS signalling (e.g. during Attach Accept, RAU/TAU Accept) to periodically signal its presence to the core network, when in idle mode, by sending one uplink NAS signalling message:

· if requested so, an MTC Device in idle mode shall signal its presence to the network e.g. by sending an Extended Service Request (Presence Reporting Indicator) message (encapsulated in RRC Connection Setup Complete and S1-AP Initial UE message) to the MME, or a Service Request (Presence Reporting Indicator) message to an SGSN (Iu mode); the MME/SGSN returns a Service Accept message to the MTC Device and releases the signalling connection;
· this approach may be used in particular for short maximum detection time (i.e. maximum detection time much smaller than the periodic RAU/TAU timers).
Those (3GPP based) approaches have the benefits over a pure applicative keep-alive mechanism to minimize signalling and processing overhead in the network. E.g. an applicative keep-alive in the order of a few minutes could result in repeated establishments and releases of radio and S1 bearers.
6.10.3
Impacts on existing nodes or functionality

The SGSN/MME needs to support the detecting behavior.
6.10.4
Evaluation

The MME/SGSNs are the nodes which can evaluate whether the IMEI associated to an IMSI has changed or not during the attach or inter-MME/SGSN mobility procedures. Hence the change in association between the UE and UICC shall be detected by the MME/SGSN.
The MME/SGSN are the nodes which detect implicit or explicit detach of the MTC Device or non receipt of periodic uplink NAS signalling. Hence loss of connectivity shall be detected by the MME/SGSN. 
6.11
Solution - HLR/HSS based detection
6.11.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.11.2
General

For this solution, the HLR/HSS is responsible for detecting monitoring event with the assistance of other nodes.

Editor’s Note: It is FFS for the detail solution.
Table 6.11.2-1: HLR/HSS based detection
	Monitoring Event
	Procedures

	Monitoring change in the point of attachment
	1> The HLR/HSS checks whether there is change of the serving MME/SGSN.

2> If yes, the HLR/HSS shall trigger the reporting.


6.11.3
Impacts on existing nodes or functionality
6.11.4
Evaluation6.12
Solution - GGSN/P-GW based detection
6.12.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.12.2
General

For this solution, the GGSN/P-GW is responsible for detecting monitoring event with the assistance of other nodes.

Editor’s Note: It is FFS for the detail solution.
6.12.3
Impacts on existing nodes or functionality

6.12.4
Evaluation

6.13
Solution - Reporting by SGSN/MME
6.13.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.13.2
General

For this solution, the SGSN/MME is responsible for reporting the event.

This solution can only be used for solution 1, i.e. the SGSN/MME is responsible for detecting (section 6.10.)
When the event is detected, the SGSN/MME reports towards the MTC Server
6.13.3
Impacts on existing nodes or functionality

The SGSN/MME needs to provide a new reference point for event reporting.
6.13.4
Evaluation
Pros:

· since most of the events are detected by the MME/SGSN, this is the option which minimizes the signalling inside the 3GPP network (e.g. avoid extra signalling towards the HLR/HSS); 
Cons:

· different interfaces are used for setting and modifying MTC subscription informations in the HSS, and for reporting notifications from MME/SGSN; 

· requires interfaces between the VPLMN and the MTC Server in roaming scenario;

· increase impacts to the EPC and GPRS core by defining new interfaces at the MME/SGSN towards the MTC Server for event reporting; 

· reporting of IMEI may have to be sent on multiple interfaces (e.g. to the HLR/HSS and MTC Server); 

does not allow to report events which can only be detected at HSS or PGW.
6.14
Solution – Reporting by HLR/HSS

6.14.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.14.2
General

For this solution, the HLR/HSS is responsible for reporting the event. When the event is detected, the HLR/HSS reports towards the MTC Server.

This solution can be used with solution 1 and 2, i.e. the SGSN/MME or the HLR/HSS is responsible for detecting. The following table shows the procedures for different detecting solution.

Table 6.14.2-1: HLR/HSS based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the HLR/HSS.

2> The HLR/HSS forwards the warning notification request message to the MTC Server.

3> The HLR/HSS receives the warning notification acknowledgement message from the MTC Server and forwards it to the SGSN/MME.

	Solution 2: HLR/HSS based detection (clause 6.11)
	1> The HLR/HSS sends the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

2> The HLR/HSS receives the warning notification acknowledgement message from the MTC Server.


6.14.3
Impacts on existing nodes or functionality

The path between the HLR/HSS and the MTC Server needs to be updated in order to exchange the warning notification.

For solution 1, the message between SGSN/MME and the HLR/HSS e.g. Notify Request message, also needs to be updated.

6.14.4
Evaluation
Pros:

the same interface can be used between the HSS and the MTC Server for setting and modifying MTC subscription informations, and for reporting notifications; 
single interface in roaming scenarios, i.e. there is no interface between the VPLMN and the MTC Server;

minimize impacts to the EPC and GPRS core by not defining new interfaces at the MME/SGSN towards the MTC Server; 
reporting of IMEI to the HLR/HSS is already supported on the S6a/S6b/Gr interfaces; 
future-proof in that it will allow to report any further events that may be detected at MME/SGSN and HSS.
Cons:

· slight increase of signalling towards the HLR/HSS in scenarios which do not require specific HLR/HSS involvement (e.g. reporting of other event notification received from the MTC Device);
· does not allow to report events that would need to be detected at the PGW.
6.15
Solution – Reporting by GGSN/P-GW

6.15.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.15.2
General

For this solution, the GGSN/P-GW is responsible for reporting the event. The GGSN/P-GW reports towards the MTC Server.
This solution can be used with solution 1 and 3, i.e. the SGSN/MME or the GGSN/P-GW is responsible for detecting. The following table shows the procedures for different detecting solution

Table 6.15.2-1: GGSN/P-GW based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the GGSN/P-GW through S-GW via GTP-C message (e.g. reusing the Change Notification Request message) for GTP based S5/S8.

2> The GGSN/P-GW encapsulates and sends the warning notification request message to the MTC Server.

3> The SGSN/MME receives the warning notification acknowledgement message from the MTC Server and forwards it to the SGSN/MME via the GTP-C path.

	Solution 2: GGSN/P-GW based detection (clause 6.12)
	1> The GGSN/P-GW sends the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

2> The GGSN/P-GW receives the warning notification acknowledgement message from the MTC Server.


6.15.3
Impacts on existing nodes or functionality

The GGSN/P-GW needs to be updated to communicate with the MTC Server.

For solution 1, the GTP-C message also needs to be updated to transfer the warning notification.
6.15.4
Evaluation

6.16
Solution – Reporting by PCRF

6.16.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.16.2
General

For this solution, the GGSN/P-GW or S-GW (PMIP based) is responsible for reporting the event via PCRF. The GGSN/P-GW/S-GW exchanges warning notification message with the PCRF, and the PCRF reports towards the MTC Server.

This solution can be used with solution 1 and 3, i.e. the SGSN/MME or the GGSN/P-GW is responsible for detecting. The following table shows the procedures for different detecting solution
Table 6.16.2-1: PCRF based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the GGSN/P-GW through S-GW via GTP-C message (e.g. reusing the Change Notification Request message) for GTP based S5/S8. For PMIP based S5/S8, the SGSN/MME reports the event to the S-GW.

2> For GTP based S5/S8 case, the GGSN/P-GW encapsulates and sends the warning notification request message to the PCRF by reusing the IP-CAN session modification request message.

   For the PMIP based S5/S8 case, the S-GW directly informs the PCRF by reusing Gateway Control session modification message.
3> The PCRF reports the event to the MTC Server and obtains acknowledge from the MTC Server.

4> The PCRF forwards the acknowledgement message to the GGSN/P-GW or S-GW (i.e. PMIP based S5/S8).

5> The GGSN/P-GW or S-GW forwards the warning notification acknowledgement message to the SGSN/MME.

	Solution 2: GGSN/P-GW based detection (clause 6.12)
	1> The GGSN/P-GW sends the warning notification request message to the PCRF by reusing the IP-CAN session modification request message.

2> The PCRF forwards the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

3> The PCRF receives the warning notification acknowledgement message from the MTC Server and forwards it to the GGSN/P-GW.


6.16.3
Impacts on existing nodes or functionality

The PCC related messages needs to be updated to transfer warning notification.

For solution 1, the GTP-C message also needs to be updated to transfer the warning notification.

6.16.4
Evaluation




