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Abstract of the contribution: This contribution proposes solutions for MTC monitoring event of ‘loss of connectivity’ in TR 23.888 v 0.3.2.
Discussion

The section 5.10.2 of TR 23.888 v 0.3.2 captures the requirements for Monitoring key feature as follows:
5.10.2
Required Functionality
The following functionalities are required for MTC monitoring:

-
It shall be possible for the MTC User to configure the monitoring events, e.g. monitoring the association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment, loss of connectivity.
-
The MTC User shall configure the action to be executed by the network.

-
It shall be possible for the network to detect monitoring events.
-
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server and optionally to perform action to reduce services provided to the MTC Device.
-  It shall be possible to configure the maximum time between the actual loss of connectivity and its detection in the MTC subscription. The maximum detection time can be in the order of 1 minute to 1 hour.
This discussion paper proposes solutions for the ‘loss of connectivity’ event as follows:
The ‘loss of connectivity’ event has the requirement that the ‘maximum detection time’ should be part of MTC subscription. Hence this should be configured as a part of the subscription data in HSS. For detecting the loss of connectivity event and reporting it, the following solutions apply:
1. Solution 1: Using detach timer 
TS 23.401 currently defines the ‘detach timer’ functionality for mobility management procedures. This can be re used for detecting if an MTC device which was already in IDLE mode has gone offline. The solution is as follows:
When the MTC device is in idle mode it runs a periodic TAU timer, T3412. The MME also runs mobile reachable timer to examine/supervise the T3412. When MME does not receive the TAU request after the mobile reachable timer expires, it starts Implicit Detach Timer. When the Implicit Detach Timer expires, MME starts the MME-initiated detach procedure as defined in TS 23.401. This in turn leads to PDN deactivation procedure. The MME, PGW and PCRF can detect that the device has been detached and gone offline.

For this solution to work, it is necessary that the MME configures mobile reachable timer and Implicit Detach Timer catering for the loss of connectivity Detection Time which is configurable per subscription basis and can vary from 1 minute to 1 hour duration.

loss of connectivity Detection Time = mobile reachable timer + Implicit Detach Timer
The only issue with this solution is that according to the NOTE of 22.368, ‘Maximum Offline Detection Time’ should be in the order of 1 minute to 1 hour. However, mobile reachable timer is 4 minutes greater than T3412 by default. This should be re-configured. 
However it needs to be checked whether such reconfiguration leading to change in the granularity of the mobile reachable timer is acceptable and doesn’t have undesirable system impacts.
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Figure 1 MTC device Offline detection using detach timer
2. Solution 2: Using presence server
This solution is using the existing IMS Presence architecture in order to retrieve the UE status. The MTC IWKF can utilise the OSA TS 29.199-14 web services interface to retrieve the presence information from the presence server. This architecture can equally apply to the architecture where the MTC Server is inside or outside the operator domain.

[image: image2]
Figure 2: Architecture utilizing IMS Presence information in order to detect the MTC UE offline indication
The PNA will retrieve information from the network information elements like HLR/HLR, SGSN/MME, GGSN, GLMC etc and will compose the Presence information for the set of MTC UEs and send over Pen with SIP PUBLISH request to the Presence Server.

To publish network presence information, the PNA shall follow similar procedures and XML schema defined in TS 23.141.h.


[image: image3.emf]Interfaces Ph, Pi, Pc, Pg, Pk

and Pl are based on existing Release 

5

procedures e.g. CAMEL,  MAP, CAP, RADIUS, ISC, Cx, Sh.

-

Presence Network agent (Presence 

information provided by the 

network)

Pen

P

i

SGSN/

MME

GMLC

P

h

P

g

Presence server 

GGSN/P-

GW

S-CSCF

HSS/

HLR

P

k

P

l

Pr

3GPP 

AAA 


Figure 3: Cut-down version of the Presence Network Agent from the one illustrated in TS 23.141 used for PS-only MTC UEs
The MTC Server given that as defined in TS 22.368 it may reside in an external to operator domain the MTC Server irrespective of whether it is inside or outside the operator’s domain can retrieve the MTC UEs online/offline status via the IWKF using the OSA interface for presence information as defined in TS 29.199-14[x1]. 
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Figure 4: MTC Server using OSA interface defined in TS 29.199-14 to subscribe to presence information for particular MTC UEs
3. Solution 3: Using UE activity notification mechanism
This solution utilizes existing ‘UE reachability procedures’ as defined in TS 23.401. The IWKF can register for notification from the HSS. The HSS will utilize the ‘UE Reachability Notification Request procedure’ to request the MME for sending an indication whenever the UE goes offline. The MME uses the ‘UE Activity Notification procedure’ to inform the HSS whenever UE goes offline. The difference from the existing UE reachability procedures is that the current procedures inform about the ‘when UE become active’ whereas for ‘loss of connectivity’ it needs to inform when ‘the UE is offline’.
According to TS 23.401 chapter 5.3.11, MME and HSS have the feature of notifying UE Reachability. If the UE sends the message to MME indicating its reachability e.g. attach or detach, the MME notifies the HSS UE’s reach ability with UE-Activity-Notification message. 
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Figure 5: Procedure for switching on ‘UE activity notification’

1)  MTC server sets the loss of connectivity subscription to ‘set’ via MTC IWKF. 
2)  HSS sends the UE-REACHABILITY-NOTIFICATION-REQUEST to the MME in order to indicate to the MME to inform the HSS if the MTC UE becomes unreachable at any point in time.
For example in procedure below the MTC UE initiates explicit detach procedure and MME becomes aware of the same. If MME has received the UE-REACHABILITY-NOTIFICATION-REQUEST from HSS earlier it will send an indication back to HSS informing that the MTC UE is no longer reachable.


[image: image6.emf]MME PGW IWKF MTC UE

4) Detach 

procedure

5) UE-Activity-Notification

(IMSI, UE-unreachable)

3) Detach Request

HSS

6) UE-Activity-Notification

(IMSI, UE-unreachable)


Figure 6: HSS informing the IWKF of ‘loss of connectivity’ based on the notification from the MME
Proposal
It is proposed to capture the above solutions to the clause 6.9.2 of the TR23.888.
Start of Change

6.9
Solution - MTC Monitoring – General
6.9.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring.”
6.9.2
General

The MTC Monitoring events are configured in the HLR/HSS as part of the MTC subscription. The related criteria (e.g. the mapped IMSI/IMEI or the allowed location area) for reporting purpose are configured together with the event as well unless the event type is self explanatory, e.g., loss of connectivity. For those configured MTC Monitoring events, default action can be predefined as well, e.g. detaching the MTC Device when the IMEI and IMSI are not mapped.
According to the requirement, the following MTC Monitoring events shall be configured in the HLR/HSS:

· Monitoring the association of the MTC Device and UICC

In this case, the HLR/HSS shall also configure the mapped IMSI and IMEI as the criteria together with this event.

· Monitoring the alignment of the MTC feature

In this case, the activated MTC features for the special MTC Device, which is configured in the HLR/HSS as part of the MTC subscription, apply for this monitoring event.

· Monitoring change in the point of attachment

In this case, the allowed location information may also need to be configured as the criteria in the HLR/HSS (e.g. the Low Mobility feature is also activated for the MTC Device).

· Monitoring loss of connectivity
For the detection of loss of connectivity event the ‘Maximum detection time’ shall be configured in the HSS as part of subscription information.
The network shall be able to detect such configured MTC monitoring events. The following alternatives (i.e. solution 1 to solution 3) can be used for the detecting purpose.

Editor’s Note: It is FFS whether other alternatives can be used for the event detecting purpose.

Editor’s Note: It is FFS whether MTC Device can be used for assisting in MTC monitoring.
Editor’s Note: It is FFS whether other MTC monitoring events can be configured.
When such event is detected, the network shall be able to report to the MTC Server and/or MTC User. The following alternatives (solution 4 to solution 7) can be used for the reporting purpose.

Editor’s Note: It is FFS for whether other alternatives can be used for the reporting purpose.
When any event is detected, the network may also trigger actions accordingly, e.g. reduce services provided to the MTC Device or restrict access of the MTC Device or detach the MTC Device completely. When default action is predefined, the network triggers the default action, otherwise acts according to the indication from the MTC Server.
Editor’s Note: It is FFS whether the MTC Server/User can dynamically provide the action indication.
Editor’s Note: How to handle the roaming scenario for this monitoring key issue is FFS.

Editor’s Note: How to obtain the MTC Server address for reporting is FFS.
6.10
Solution – SGSN/MME based detection

6.10.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.10.2
General

For this solution, the SGSN/MME is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default action are downloaded from the HLR/HSS to the SGSN/MME during the Insert Subscription procedure along with the MTC subscription e.g. during Attach procedure.
For detecting the ‘loss of connectivity’ event the solution is as follows:
6.10.2.1 Using detach timer 

When the MTC device is in idle mode it runs a periodic TAU timer, T3412. The MME also runs mobile reachable timer to examine/supervise the T3412. When MME does not receive the TAU request after the mobile reachable timer expires, it starts Implicit Detach Timer. When the Implicit Detach Timer expires, MME starts the MME-initiated detach procedure as defined in TS 23.401. This in turn leads to PDN deactivation procedure. The MME, PGW and PCRF can detect that the device has been detached and gone offline.

For this solution to work, it is necessary that the MME configures mobile reachable timer and Implicit Detach Timer catering for the loss of connectivity Detection Time which is configurable per subscription basis and can vary from 1 minute to 1 hour duration.

loss of connectivity Detection Time = mobile reachable timer + Implicit Detach Timer
The only issue with this solution is that according to the NOTE of 22.368, ‘Maximum Offline Detection Time’ should be in the order of 1 minute to 1 hour. However, mobile reachable timer is 4 minutes greater than T3412 by default. This should be re-configured. 
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Figure 1 MTC device Offline detection using detach timer
Basically, the SGSN/MME monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action. The following table shows the procedures of the SGSN/MME.

Table 6.10.2-1: SGSN/MME based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME checks whether the IMEI provided by the device is the same as the configured IMEI.

3> If not, the SGSN/MME shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The SGSN/MME checks whether the MTC Device behavior is aligned with the activated MTC features for the device.

2> If not (e.g. the MTC Device with low mobility feature performs RAU/TAU or handover procedure frequently), the SGSN/MME shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The SGSN/MME checks whether there is change in point of attachment.

2> If yes, the SGSN/MME shall trigger the reporting.

	Monitoring loss of connectivity
	1> The SGSN/MME checks whether the MTC Device is offline using detach timer functionality.

2> If yes, the SGSN/MME shall trigger the reporting.


6.10.3
Impacts on existing nodes or functionality

The SGSN/MME needs to support the detecting behavior.
6.10.4
Evaluation

6.11
Solution - HLR/HSS based detection
6.11.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.11.2
General

For this solution, the HLR/HSS is responsible for detecting monitoring event with the assistance of other nodes.


The HSS/HLR can be used for detecting the ‘loss of connectivity’ event using the UE activity Notification mechanism as follows:
According to TS23.401 chapter 5.3.11, MME and HSS have the feature of notifying the UE Reachability. If the UE sends the message to MME indicating its reachability e.g. attach or detach, the MME notifies the HSS UE’s reachability with UE-Activity-Notification message. 
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Figure 6.11.2.1: Procedure for switching on ‘UE activity notification’

1)  MTC server sets the ‘loss of connectivity’ subscription to ‘set’ via MTC IWKF. 
2)  HSS sends the UE-REACHABILITY-NOTIFICATION-REQUEST to the MME in order to indicate to the MME to inform the HSS if the MTC UE becomes unreachable at any point in time.
For example in procedure below the MTC UE initiates explicit detach procedure and MME becomes aware of the same. If MME has received the UE-REACHABILITY-NOTIFICATION-REQUEST from HSS earlier it will send an indication back to HSS informing that the MTC UE is no longer reachable.
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Figure 6.11.2.2: Procedure for notifying the IWKF when the UE goes offline
For reporting the event to the IWKF the procedure defined in section 6.14.2 can be used.
6.11.3
Impacts on existing nodes or functionality
It has the following impacts on existing nodes and functionality:
1. Two new messages ‘‘UE-Activity-Notification-Mod’ and ‘UE-Activity-Notification’ (which is different from the one between MME and HSS.) have been introduced.
2. The MME needs to update the HSS when the UE goes offline which is different from notifying when UE comes online as per current procedures in TS 23.401.
3. HSS needs to set the appropriate flags towards the MME for reporting the event.
6.11.4
Evaluation

6.12
Solution - GGSN/P-GW based detection
6.12.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.12.2
General

For this solution, the GGSN/P-GW is responsible for detecting monitoring event with the assistance of other nodes.

Editor’s Note: It is FFS for the detail solution.
6.12.3
Impacts on existing nodes or functionality

6.12.4
Evaluation
6.X
Solution – Presence Server based detection
6.X.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.X.2
General
This solution is using the existing IMS Presence architecture in order to retrieve the UE status. The MTC IWKF can utilise the OSA TS 29.199-14 web services interface to retrieve the presence information from the presence server. This architecture can equally apply to the architecture where the MTC Server is inside or outside the operator domain.

The PNA will retrieve information from the network information elements like HLR/HLR, SGSN/MME, GGSN, GLMC etc and will compose the Presence information for the set of MTC UEs and send over Pen with SIP PUBLISH request to the Presence Server.

To publish network presence information, the PNA shall follow similar procedures and XML schema defined in TS 23.141.h.
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Figure 6.X.2.1: Cut-down version of the Presence Network Agent from the one illustrated in TS 23.141 used for PS-only MTC UEs
The MTC Server given that as defined in TS 22.368 it may reside in an external to operator domain the MTC Server irrespective of whether it is inside or outside the operator’s domain can retrieve the MTC UEs online/offline status via the IWKF using the OSA interface for presence information as defined in TS 29.199-14[x1]. 
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Figure 6.X.2.2: MTC Server using OSA interface defined in TS 29.199-14 to subscribe to presence information for particular MTC UEs
6.X.3
Impacts on existing nodes or functionality
6.X.4
Evaluation
6.13
Solution - Reporting by SGSN/MME
6.13.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.13.2
General

For this solution, the SGSN/MME is responsible for reporting the event.

This solution can only be used for solution 1, i.e. the SGSN/MME is responsible for detecting (section 6.10.)
When the event is detected, the SGSN/MME reports towards the MTC Server
6.13.3
Impacts on existing nodes or functionality

The SGSN/MME needs to provide a new reference point for event reporting.
6.13.4
Evaluation

6.14
Solution – Reporting by HLR/HSS

6.14.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.14.2
General

For this solution, the HLR/HSS is responsible for reporting the event. When the event is detected, the HLR/HSS reports towards the MTC Server.

This solution can be used with solution 1 and 2, i.e. the SGSN/MME or the HLR/HSS is responsible for detecting. The following table shows the procedures for different detecting solution.

Table 6.14.2-1: HLR/HSS based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the HLR/HSS.

2> The HLR/HSS forwards the warning notification request message to the MTC Server.

3> The HLR/HSS receives the warning notification acknowledgement message from the MTC Server and forwards it to the SGSN/MME.

	Solution 2: HLR/HSS based detection (clause 6.11)
	1> The HLR/HSS sends the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

2> The HLR/HSS receives the warning notification acknowledgement message from the MTC Server.


6.14.3
Impacts on existing nodes or functionality

The path between the HLR/HSS and the MTC Server needs to be updated in order to exchange the warning notification.

For solution 1, the message between SGSN/MME and the HLR/HSS e.g. Notify Request message, also needs to be updated.
6.14.4
Evaluation

6.15
Solution – Reporting by GGSN/P-GW

6.15.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.15.2
General

For this solution, the GGSN/P-GW is responsible for reporting the event. The GGSN/P-GW reports towards the MTC Server.
This solution can be used with solution 1 and 3, i.e. the SGSN/MME or the GGSN/P-GW is responsible for detecting. The following table shows the procedures for different detecting solution

Table 6.15.2-1: GGSN/P-GW based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the GGSN/P-GW through S-GW via GTP-C message (e.g. reusing the Change Notification Request message) for GTP based S5/S8.

2> The GGSN/P-GW encapsulates and sends the warning notification request message to the MTC Server.

3> The SGSN/MME receives the warning notification acknowledgement message from the MTC Server and forwards it to the SGSN/MME via the GTP-C path.

	Solution 2: GGSN/P-GW based detection (clause 6.12)
	1> The GGSN/P-GW sends the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

2> The GGSN/P-GW receives the warning notification acknowledgement message from the MTC Server.


6.15.3
Impacts on existing nodes or functionality

The GGSN/P-GW needs to be updated to communicate with the MTC Server.

For solution 1, the GTP-C message also needs to be updated to transfer the warning notification.
6.15.4
Evaluation
6.16
Solution – Reporting by PCRF

6.16.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.16.2
General

For this solution, the GGSN/P-GW or S-GW (PMIP based) is responsible for reporting the event via PCRF. The GGSN/P-GW/S-GW exchanges warning notification message with the PCRF, and the PCRF reports towards the MTC Server.

This solution can be used with solution 1 and 3, i.e. the SGSN/MME or the GGSN/P-GW is responsible for detecting. The following table shows the procedures for different detecting solution
Table 6.16.2-1: PCRF based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the GGSN/P-GW through S-GW via GTP-C message (e.g. reusing the Change Notification Request message) for GTP based S5/S8. For PMIP based S5/S8, the SGSN/MME reports the event to the S-GW.

2> For GTP based S5/S8 case, the GGSN/P-GW encapsulates and sends the warning notification request message to the PCRF by reusing the IP-CAN session modification request message.

   For the PMIP based S5/S8 case, the S-GW directly informs the PCRF by reusing Gateway Control session modification message.
3> The PCRF reports the event to the MTC Server and obtains acknowledge from the MTC Server.

4> The PCRF forwards the acknowledgement message to the GGSN/P-GW or S-GW (i.e. PMIP based S5/S8).

5> The GGSN/P-GW or S-GW forwards the warning notification acknowledgement message to the SGSN/MME.

	Solution 2: GGSN/P-GW based detection (clause 6.12)
	1> The GGSN/P-GW sends the warning notification request message to the PCRF by reusing the IP-CAN session modification request message.

2> The PCRF forwards the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

3> The PCRF receives the warning notification acknowledgement message from the MTC Server and forwards it to the GGSN/P-GW.


6.16.3
Impacts on existing nodes or functionality

The PCC related messages needs to be updated to transfer warning notification.

For solution 1, the GTP-C message also needs to be updated to transfer the warning notification.

6.16.4
Evaluation
End of Change
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