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Abstract of the contribution: A simplified approach based on existing standards for how the MTC Device identity is made known to the MTC Server is presented. It is shown how the mobile network can provide added value on authenticating the IP address used by the MTC Device. 

1   Introduction
A simplified approach based on existing standards for how the MTC Device identity is made known to the MTC Server is presented. It is shown how the mobile network can provide added value on authenticating the IP address used by the MTC Device. A distinction is made on what is made within and without the 3GPP scope. It is believed that for the progress of MTC it is important with a common understanding of the end-to-end perspective between 3GPP and other standardization forums e.g. ETSI M2M.
2   Proposal

It is proposed to agree on the solution as a working assumption and minimum approach for 3GPP Rel-10. It is proposed to introduce the text below into the TR 23.888.  
Beginning of changes
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications".

[3]
NAT Traversal through Tunnelling (NATTT) available at: http://www.cs.arizona.edu/~bzhang/nat/nattt.htm
[xx]
3GPP TS 29.061: “Interworking between the PLMN supporting packet based services and PDN”
[yy]
3GPP TS 33.203: “Access security for IP-based services”
Next change

6.x 
Solution – Simplified Device Identification Solution

6.x.1
Problem Solved / Gains Provided

See clause 5.13 “Key Issue – MTC Identifiers”.  
6.x.2
General

A simplified solution for device identification that should be feasible to achieve in Rel-10 is described below. It has a minimum impact on the existing system. It solves the key requirements listed in Key issue 5.2. It is assumed that tunnelling between the GGSN/PGW and the MTC Server is used in case private IPv4 addresses are used in the MTC Devices, that is, NAT is not used. 

The basic idea of the proposal is that it is left for the application layer in the MTC Device and the MTC Server to do the necessary registration of the MTC device and make its device id and IP address known in the MTC Server. The 3GPP system provides the communication connection and a means to authenticate the IP address of the device. A notification of bearer releases can optionally be provided to the MTC Server to cover for cases when the MTC Device is mobile and cannot deregister because of lost coverage. Existing protocols and nodes are used in the 3GPP system. 

[image: image1]
Figure 6.x.2-1: MTC Device doing registration at the MTC Server, authenticating the IP address, and subscribing to bearer releases from the network 
The flow of events in the figure above:

1. The device establishes its communication connection by attaching to the network and creating a PDP Context or PDN Connection. 

2. The SGi/Gi/RADIUS protocol as specified in TS 29.061 [xx] clause 16 is used to provide the IP address of the device to a AAA server. The AAA server stores the IP address as long as the bearer is active. Optionally the GGSN may let the AAA do the IP address allocation. 
3. The application in the MTC Device registers at the MTC Server. At a minimum the Device id and the IP address of the device is provided. 
4. The MTC Server checks at the AAA Server that the IP Address is valid and authenticated IP address in the 3GPP domain. This is the same mechanism as is already specified in TS 33.203 [yy].
5. A notification may optionally be sent to the MTC Server at a later stage when the PDP Context/PDN Connection is released and the IP address of the Device becomes invalid. 

6.x.3
Impacts on existing nodes or functionality
The solution is based on existing 3GPP protocols and nodes. 
6.x.4
Evaluation
Benefits:

· Solves the basic requirements of making the MTC Device Identity and its IP address known to the MTC Server
· No impact on existing 3GPP standard
· A minimum solution that is feasible for Rel-10
Drawbacks:

· Does not solve how to page devices, i.e. the issue of how to page MTC devices that are reachable but have no IP address (PDP Context/PDN Connection). That is left for further study in Rel-11. 

Note: An intermediary solution using SMS can be used to trigger a device to establish a PDP Context/PDN Connection. 
End of changes
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