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Abstract of the contribution: 
The use case and required functionality of MTC monitoring key issue were decided in the last meeting. It also proposed brief monitoring solutions based on SGSN/MME detection .This paper proposes notes about SGSN/MME based detection in detail.
Discussion
According to the use case and required functionality described in TR 23.888 v0.3.2, it states the network shall be able to detect whether MTC devices are stolen or damaged and report the detected events to the MTC server. In addition, the network can detect monitoring events using the location information of MTC devices.
MME/SGSN reports appropriate location information (i.e. TAI/RAI/CGI) of a MTC device to the HLR/HSS when the MTC Device first attaches to the network. The reported area is decided according to monitoring events configuration. HLR/HSS stores the received location information within the MTC subscription information and transfers them to the MME/SGSN in subsequent attach or TAU/RAU procedures. MME uses this information to detect whether the MTC device is stolen and restricts mobility procedure if a MTC device attempts to handover to another cell which is out of the reported area. 
In 23.888-0.3.2 compared with 23.888-0.2.0, we could see MTC offline indication feature has been merged into MTC monitoring feature. So this paper also proposes a solution about how to detect the loss of connectivity condition when the MD is in idle mode. Network shall be possible to configure the maximum time between the actual loss of connectivity and its detection in the MTC subscription. MME/SGSN would send an indication to MTC server/MTC user about loss of connectivity with MTC device.
The following additional text is proposed for TR 23.888 version 0.3.2:

Proposal
Start of 1st Change
5.10
Key Issue – MTC Monitoring
5.10.1
Use case description
MTC Devices may be deployed in locations with high risk, e.g. possibility of vandalism or theft of the communication module. For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
5.10.2
Required Functionality
The following functionalities are required for MTC monitoring:

-
It shall be possible for the MTC User to configure the monitoring events, e.g. monitoring the association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment, loss of connectivity.
-
The MTC User shall configure the action to be executed by the network.

-
It shall be possible for the network to detect monitoring events.
-
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server and optionally to perform action to reduce services provided to the MTC Device.
-
It shall be possible to configure the maximum time between the actual loss of connectivity and its detection in the MTC subscription. The maximum detection time can be in the order of 1 minute to 1 hour.

6.10
Solution – SGSN/MME based detection

6.10.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.10.2
General

For this solution, the SGSN/MME is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default action are downloaded from the HLR/HSS to the SGSN/MME during the Insert Subscription procedure along with the MTC subscription e.g. during Attach procedure.
Basically, the SGSN/MME monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action. The following table shows the procedures of the SGSN/MME.

Table 6.10.2-1: SGSN/MME based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME checks whether the IMEI provided by the device is the same as the configured IMEI.

3> If not, the SGSN/MME shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The SGSN/MME checks whether the MTC Device behavior is aligned with the activated MTC features for the device.

2> If not (e.g. the MTC Device with low mobility feature performs RAU/TAU or handover procedure frequently), the SGSN/MME shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The SGSN/MME checks whether there is change in point of attachment.

2> If yes, the SGSN/MME shall trigger the reporting.

	Monitoring loss of connectivity
	1> The SGSN/MME checks whether the MTC Device is offline.

2> If yes, the SGSN/MME shall trigger the reporting.


MME/SGSN sends the location information of that MTC device to HSS/HLR during attach procedure. The location information can be TAI/RAI/ECGI. HSS/HLR stores the received location information within the subscription of the MTC device for the first attach procedure. During the subsequent attach /TAU/RAU procedure. MME/SGSN receives the location information and other subscription in formation from HSS/HLR. If the current location of the MTC device is not alignment with the information received from HSS/HLR, the MME/SGSN will suppose that the MTC device is changed in the point of attachment. If the MTC Device handovers to another cell which is out of the location information received from the HSS/HLR, the MME/SGSG shall reject the handover procedure.
The maximum offline indication detection time is transferred from HSS/HLR to the MME/SGSN when the MTC device attaches to the network. SGSN/MME will consider this time value to allocate appropriate values for some mobility management timers (e.g. mobile reachable timer, periodic TAU procedure timer) or paging detection timer. These timers should be set smaller than the maximum offline detection timer to ensure that the lost connectivity condition can be detected on time when the UE is in idle mode. MME/SGSN should achieve MTC device response on regular basis. Alternatively, MME/SGSN could not get response from MTC device within effective detection timer, which is followed by a reporting behaviour of MTC device offline to MTC server/MTC user.
End of Change
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