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Abstract of the contribution: 
This contribution aims at the Key Issue MTC Monitoring with the concern of false alarm for the subscribed monitoring events. The happening of false alarm may result in service degradation, signalling overhead, system maintenance expense, etc. Our goal is to introduce solutions to tackle the possible false alarm.
1. Introduction
Several contributions on the MTC Feature “MTC Monitoring” have been discussed. However none of them has addressed the possibility of false alarm for the MTC monitoring events. False alarm might happens when some unexpected situations interferes the detection and results in erroneous decision. 
For instance, for the monitoring event of the loss of connectivity, the cause of the connectivity loss is various, while vandalism or theft is only one of possible causes. The power shortage of the MTC device may be the cause of the connection loss due to not be able to combat fading effects in bad weather conditions. The sudden changes of the environment, e.g. storm, disaster, etc., may cause connection loss as well. If priority alarm system does not spread the information in time, the network would thus make erroneous detection results. Also, the newly installed objects around MTC devices may become an obstacle for the MTC devices to get good connection quality for communication. Moreover, for the monitoring event of the change in the point of attachment, the attached points may be changed because of relocation, newly added network components, maintenance, etc. The false alarm may thus happen. 
Therefore, there still exist some vague boundaries to justify the cause of detected monitoring events. The aim of this proposal is to raise the issue of the possible false alarm for the MTC monitoring, provide solutions to reduce the probabilities and impacts of the false alarm, and propose an update to the section on Key Issue – MTC Monitoring in 3GPP TR 23.888. 

2. Discussion
This section provides a closer look on the above mentioned issues. We propose four possible proposals to tackle false alarm issues. First, it is required to prevent false alarm from happening as could as possible. Next, it is required to reduce the possible impacts on the MTC network and MTC users when the false alarm is actually happened. In the following, we propose four possible alternatives. 
Proposal A: The objective is to reduce the probability of false alarm for the monitoring events. 
A network, e.g. SGSN/MME, GGSN/P-GW, HLR/HSS, conducts MTC monitoring on a MTC device based on the configuration of a monitoring event along with a parameter: detection sensitivity (DS), where the DS can be time duration, number of event occurrence, a probability, etc., which is based on the characteristics of the monitoring event. The configuration of the MTC monitoring event for the MTC device is stored as part of user subscription at HLR/HSS. The monitoring event is at lease one of 1) behaviour which is not aligned with activated MTC Feature(s); 2) change in the point of attachment; 3) change of the association between the UE and the UICC; 4) loss of connectivity. The DS is configurable, e.g. configured by MTC user or MTC server. 
Required functionalities: 
(A1): It shall be possible for a MTC user to configure a detection sensibility (DS) parameter of an activated monitoring event for a MTC device, where the DS can be time duration, number of event occurrence, a probability, etc., based on the characteristics of the monitoring event.
Proposal B: The objective is to reduce the probability of false alarm for the monitoring events. 

If more than one monitoring events have been activated on MTC device(s), a MTC user configures the actions based on the joint monitoring results. With one detected monitoring event, a network actively invokes the other configured monitoring event. If multiple monitoring events are detected, it might be inferred that both detected monitoring events are true, the network performs the corresponding joint actions/reporting process immediately.
Required functionalities: 
(B1): It shall be possible for a MTC user/server(s) to configure multiple monitoring events and joint actions of multiple detected monitoring events.
(B2): It shall be possible for a HLR/HSS to store multiple activated multiple events for a MTC device as part of subscription.

(B3): It shall be possible for the network to actively detect configured multiple monitoring events if applicable.
Proposal C: The objective is to reduce the probability of false alarm for the monitoring events. 
Group based solution: If one detected monitoring event happens on a MTC device, which is a group member, the network actively invokes the detection of monitoring events for the other nearby MTC devices in the same group. Based on the detection results, the network shall evaluate the false alarm probability and compare with a predefined threshold, e.g. the DS. If the threshold is met, the network shall proceed with configured actions.
Required functionalities: 

(C1): It shall be possible for a MTC user/server to organize a group of MTC devices and configure a MTC monitoring event and corresponding group actions.
(C2): It shall be possible for a HLR/HSS to store group subscription along with the configuration of subscribed monitoring event and corresponding group actions for a group of MTC device.

(C3): It shall be possible for the network to detect the activated monitoring event for a group of MTC devices and report detected results to the MTC user/server(s).
(C4): It shall be possible for the network to perform configured actions on a group of MTC devices.

Proposal D: The objective is to reduce false alarm impacts on the network/MTC users
When a network detects a monitoring event, the network notifies a MTC user/server by a notification message with a cause value (e.g. hexadecimal value) about the detected monitoring event. The cause value can be defined based on the characteristics of the monitoring event. 
After the MTC user resolves/confirms the cause of reported monitoring event, the MTC user responses with an indication to the network. Based on the indication, the network takes actions as configured and stored in HLR/HSS if the detected event is confirmed by the MTC user. The network clears the detected monitoring event if the cause of detected event is resolved or confirmed as a false alarm. The actions that are configured by a MTC user are stepwise such that the actions constrain services offered by a MTC server step by step, e.g. transmission rate, allowable transmission duration, etc., until the service is completely suspended. 

Required functionalities: 

(D1): It shall be possible for a MTC network to send notification message with cause value to the MTC user.

(D2): It shall be possible for a MTC user to resolve/confirm the reported monitoring event and send response message with an indication to the network.

(D3): It shall be possible for a MTC user to configure stepwise actions for a MTC monitoring event.
3. Proposal
It is proposed to add the below text in 3GPP TR 23.888.
* * * First Change * * * *
5.10
Key Issue – MTC Monitoring
5.10.1
Use case description
MTC Devices may be deployed in locations with high risk, e.g. possibility of vandalism or theft of the communication module. For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource. The network shall prevent false alarm of the MTC monitoring event from happening. If false alarm is happened, the network and the MTC user shall reduce the possible induced impacts, e.g. service degradation, signalling overhead, system maintenance expense, etc.
5.10.2
Required Functionality

The following functionalities are required for MTC monitoring:

-
It shall be possible for the MTC User to configure the monitoring events, e.g. monitoring the association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment, loss of connectivity. A MTC device may have multiple activated monitoring events. (B1)
-  The MTC user shall configure a detection sensibility (DS) parameter for the activated monitoring event, where the DS can be time duration, number of event occurrence, a probability, etc., based on the characteristics of the monitoring event. (A1)
-  The MTC user shall configure the action to be executed by the network, in which the actions can be stepwise (D3). If multiple monitoring events are activated, the MTC user shall be able to configure the joint actions when configured multiple monitoring events are both detected (B2).
-  It shall be possible for the network to detect monitoring events. The detection can be periodic, event triggered. The network shall be able to actively trigger the detection of configured monitoring events if applicable (B3).

-
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server and optionally to perform action to reduce services provided to the MTC Device. The report message shall be with a cause value. (D1)
-  It shall be possible for the MTC user to resolve/confirm the reported monitoring event and send response message with indication to the network (D2).
-  It shall be possible for a MTC user/server to organize a group of MTC devices and configure a MTC monitoring event and corresponding group actions. (C1)
-  It shall be possible for a HLR/HSS to store group subscription along with the configuration of subscribed monitoring event and corresponding group actions for a group of MTC device. (C2)
-  It shall be possible for the network to detect the activated monitoring event for a group of MTC devices and report detected results to the MTC user/server(s). (C3)
-  It shall be possible for the network to perform configured actions on a group of MTC devices. (C4)
* * * Second Change * * * *
6.9
Solution - MTC Monitoring – General

6.9.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring.”
6.9.2
General

The MTC Monitoring events are configured in the HLR/HSS as part of the MTC subscription. The related criteria (e.g. the mapped IMSI/IMEI or the allowed location area) for reporting purpose are configured together with the event as well unless the event type is self explanatory, e.g., loss of connectivity. For those configured MTC Monitoring events, default action can be predefined as well, e.g. detaching the MTC Device when the IMEI and IMSI are not mapped.
According to the requirement, the following MTC Monitoring events shall be configured in the HLR/HSS:

· Monitoring the association of the MTC Device and UICC

In this case, the HLR/HSS shall also configure the mapped IMSI and IMEI as the criteria together with this event.

· Monitoring the alignment of the MTC feature

In this case, the activated MTC features for the special MTC Device, which is configured in the HLR/HSS as part of the MTC subscription, apply for this monitoring event.

· Monitoring change in the point of attachment

In this case, the allowed location information may also need to be configured as the criteria in the HLR/HSS (e.g. the Low Mobility feature is also activated for the MTC Device).

· Monitoring loss of connectivity
The network shall be able to detect such configured MTC monitoring events. The following alternatives (i.e. solutions in clauses 6.10, 6.11, 6.12) can be used for the detecting purpose.

Editor’s Note: It is FFS whether other alternatives can be used for the event detecting purpose.

Editor’s Note: It is FFS whether MTC Device can be used for assisting in MTC monitoring.
Editor’s Note: It is FFS whether other MTC monitoring events can be configured.
When such event is detected, the network shall be able to report to the MTC Server and/or MTC User. The following alternatives (solutions in clause 6.13, 6.14, 6.15, 6.16) can be used for the reporting purpose.

Editor’s Note: It is FFS for whether other alternatives can be used for the reporting purpose.
When any event is detected, the network may also trigger actions accordingly, e.g. reduce services provided to the MTC Device or restrict access of the MTC Device or detach the MTC Device completely. When default action is predefined, the network triggers the default action, otherwise acts according to the indication from the MTC Server. For the issues of false alarm for detected MTC monitoring event, the alternatives in clause 6.x can be used for the purpose to prevent or reduce induced impacts.
Editor’s Note: It is FFS whether the MTC Server/User can dynamically provide the action indication.
Editor’s Note: How to handle the roaming scenario for this monitoring key issue is FFS.

Editor’s Note: How to obtain the MTC Server address for reporting is FFS.
* * * Third Change * * * *
6.x
Solution – False Alarm Issues of MTC Monitoring
6.x.1
Problem Solved / Gains Provided
See clause 5.10 “Key Issue – MTC Monitoring”.
6.x.2
General
There are four alternatives to tackle false alarm issues. For alternatives 1 to 3, the objective is to prevent false alarm from happening. For alternatives 4, the objective is to reduce the possible impacts on provisioning MTC services when the false alarm is happened. The Solution of two phases is provided in the following.
Note: the network performing detection can be one of SGSN/MME, GGSN/P-GW, HLR/HSS as described in clauses 6.10, 6.11, 6.12, and one of SGSN/MME, GGSN/P-GW, PCRF, HLR/HSS is responsible for reporting as described in clauses 6.13, 6.14, 6.15, 6.16.
Alternative 1: reduce the probability of false alarm for the monitoring event by adding a configurable parameter along with the configuration of the subscribed monitoring event.
A network conducts the activated MTC monitoring on a MTC device based on the configuration of a monitoring event along with a parameter: detection sensitivity (DS), where the DS can be time duration, number of event occurrence, a probability, etc., based on the characteristics of the monitoring event. The DS for an activated MTC monitoring event of the MTC device is configurable, e.g. configured by MTC user or MTC server, and is stored as part of user subscription at HLR/HSS.
Alternative 2: reduce the probability of false alarm for the monitoring event by detection results of multiple activated MTC monitoring events on a MTC device.
If more than one monitoring events have been activated on MTC device(s), a MTC user configures the actions based on the joint monitoring results. If one monitoring event is detected, a network actively invokes the other activated monitoring events. If multiple monitoring events are detected, it might be inferred that the detected monitoring events are not false. Then the network performs the corresponding joint actions/reporting process.
Alternative 3: reduce the probability of false alarm for the monitoring event by detecting a group of MTC devices.
If one detected monitoring event happens for a MTC device, which is a group member, the network actively invokes the detection of monitoring events for the other nearby MTC devices in the same group. Based on the detection results, the network shall evaluate the false alarm probability and compare with a predefined threshold, e.g. the DS. If the threshold is meet, the network shall proceed with configured actions.
Alternative 4: reduce false alarm impacts on the provisioning MTC services by adding a cause value and an indication in the reporting message and response message, respectively.
When a network detects a monitoring event, the network notifies a MTC user/server by a reporting message with a cause value (e.g. hexadecimal value) about the detected monitoring event. The cause value can be defined based on the characteristics of the monitoring event. 
Then the MTC user checks with the cause value and tries to resolve or justify the cause of reported monitoring event. The MTC user then responses with an indication to the network. Based on the indication, the network takes actions as configured in HLR/HSS if the detected event is confirmed by the MTC user. Otherwise, the network clears the detected monitoring event if the cause of detected event is resolved or confirmed as a false alarm by the MTC user. The actions that are configured by a MTC user are stepwise such that the actions constrain services, e.g. transmission rate, allowable transmission duration, etc., offered by a MTC server step by step until the service is completely suspended.
Editor’s Note: It is FFS whether the MTC Server/User can dynamically provide the action along with the response message.
6.x.3
Impacts on existing nodes or functionality

The impacted nodes are dependent on the applied detection and reporting solutions. For each alternative, the impacts on existing functionalities are as follows:
Alternative 1: The MTC user/server shall have capability to configure the DS parameter of an activated monitoring event for a MTC device; the HLR/HSS shall store the DS as the configuration of the monitoring event for a MTC device.
Alternative 2: The user shall be able to configure multiple monitoring events and corresponding joint actions; the HLR/HSS shall store the configurations of subscribed multiple monitoring events for a MTC device; the impacted nodes shall support detections/reporting/actions of multiple activated monitoring events for the MTC device.
Alternative 3: The MTC user/server shall have capability to organize/configure a group of MTC devices for the MTC monitoring   event; the HLR/HSS shall support group based configuration for a subscribed monitoring event, e.g. group actions, group ID; the impacted nodes shall support the group based detections and reports for the activated monitoring event; the impacted nodes shall be able to perform actions on a group of MTC devices.
Alternative 4: The impacted node shall send reporting message with a cause value; the MTC user shall have the capabilities for resolving or justifying the detected monitoring event and response with an indication parameter; the HLR/HSS shall be able to store configured stepwise actions at the MTC user subscription; the impacted nodes shall perform configured actions based on the responded indication.
6.x.4
Evaluation
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