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Abstract of the contribution: This paper proposes that specific APN be used to both allow the MTC network to be more easily managed, and to reduce it as a risk for fraudulent attacks. 
Introduction

One of the challenges of the MTC work is to reduce the capability to use this new network for fraudulent access to services, and to provide secure and high quality service to the companies deploying the MTC devices.   This paper suggests one aspect that is available in the existing network that may help with these goals. 

Discussion

The MTC allows for the possibility for different attacks to obtain free service from an operator.   One could envision, for instance enterprising college students “hacking” their electrical meter to allow for broadband access to their network games, with the utility company getting stuck with the bill.

One relatively simple way to help discourage this is to not connect the MTC traffic directly to the public Internet. One of the early features of the GPRS network was the ability to segregate destination traffic to different “intranets” as desired.  This was assumed to be useful to allow an operator to offer direct service to corporation that allowed a GGSN to exist (logically) behind a corporate firewall.  This is controlled via the subscription in the HSS assigning a specific Access Point Name (APN) value as part of the PDP context.  This easily allows traffic to be routed to a MTC specific intranet, or set of intranets.

This segregation would also help manage the infrastructure beyond the GGSN/PDG.   Knowing that the traffic should be of a specific form (e.g. reports are generated at midnight, so traffic at noon is suspect) could help detect problems, incorrectly operating devices, and fraudulent attacks. 
Proposal

With concepts of the prior section in mind, the following modifications are suggested to TR23.888. 

First Change
6.x
Solution - Separate APNs for MTC
6.x.1
Problems Solved / Gains Provided
See clause 5.3, “Key Issue- IPv4Addressing”
See clause 5.7,”MTC Subscriptions”

6.x.2
General
The core idea of this approach is to provide one or more intranets which are accessed by specific APNs via the MTC subscriptions.   This leverages the existing capability of the GPRS and evolved networks to support sending traffic to separate GGSN/PDGs and allow the traffic to be segregated from other groups.   This can allow one intranet to remain IPv4 based, for instance, and for several IPv4 based addressing spaces to be made available. 
Segregating traffic in this way can reduce the attractiveness of this subscription for fraudulent use.  An access that is only able to connect to machine controllers and not the general internet is not very attractive as a target for fraud.  This rather limited traffic types also makes management and support of this group easier. 

The approach can be implemented with existing functionality.   It would be included in any specification as an assumption about the operating environment (e.g. to show that a policy control function could focus exclusively on specific MTC traffic without interfering with other subscriber’s traffic).
6.x.3
Impacts on existing nodes or functionality
No change would be made to existing nodes or functionality, but would influence the subscriptions that could be provisioned in the HSS for the MTC.

6.x.4
Evaluation
This is a solution that is already available in the network, and need not be used in cases where access to the Internet is required for some reason (e.g. the device uses weather data available from the public Internet).  It is useful to assume this as an option when evaluating other standards based scenarios (e.g. security, or how to implement IPv4 addressing).   
End of Change
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