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Abstract of the contribution: SA2 is evaluating in TR 23.829 "Local IP Access and Selected IP Traffic Offload" solutions for LIPA and SIPTO. Within the scope of this activity some debate has emerged on the support of Internet access for LIPA and SIPTO and what exactly the stage 1 requires in this area. This paper discusses the requirements vs the possibilities and proposes to liaise with SA1.
Discussion

Internet access via LIPA and SIPTO

In TR 23.829, SIPTO for the H(e)NB subsystem is presented with two possibilities for breakout placement:
-
Architectures with breakout "at or above RAN" (covering macro and some H(e)NB SIPTO scenarios);

-
Architectures with breakout "in the residential/enterprise IP network" (covering LIPA and some H(e)NB SIPTO scenarios).

TR 22.220 does not specify anything about the placement of the breakout for SIPTO. 

Regarding LIPA, TR 22.220 defines LIPA as access to other IP capable entities in the same residential/enterprise IP network, assuming that the residential/enterprise IP network itself and the entities within that network are not within the scope of 3GPP standardisation. 
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In TR 23.829, a note in the architectural requirements section says “If the home based network provides a route to other private networks or to the public internet, then these networks may be accessible via LIPA.”
On one hand, it could be seen as contradicting the TR 22.220 requirement for LIPA “Subject to regulatory requirements, Local IP Access traffic shall be routable only between the UE, H(e)NB and other entities within the residential/enterprise IP network.”, but on the other hand it would be impossible to block the Public Internet Access through LIPA except if the whole LIPA access is forbidden by the Mobile Operator for this UE.  
So, there are three questions:
1. Can the Public Internet be accessed via LIPA?

2. Is SIPTO with breakout in the residential/enterprise IP network to the Public Internet possible?

3. Is Internet Access via LIPA the same as SIPTO with breakout in the residential/enterprise IP network?

1. Can the Public Internet be accessed via LIPA?

It seems impossible to restrict and we should inform SA1 about that, asking them whether there are issues.

If we consider the residential case, the HNB/HeNB could be placed behind a Residential Gateway that provides Internet access via an ADSL link subscribed to a Fixed Network Operator (FNO). If the mobile user can access the Residential IP Network via LIPA, it should be possible to also access the Internet via the FNO.

2. Is SIPTO with breakout in the residential/enterprise IP network to the Public Internet possible?

SIPTO is a way for the operator to offload traffic from the core network, in a way transparent to the subscriber. This is also confirmed by the statement in sub-clause 4.3.5.1 of TS22.101 
"-
It shall be possible to perform Selected IP Traffic Offload without any user interaction."

Therefore, if the MNO (Mobile Network Operator) wants to offload Internet traffic at H(e)NB for mobile users with one of the commonly used value-added services such as:

· Parental Control 

· Antivirus

· Anti-spam

· HTTP accelerator for mobiles

, there seems to be issues: if the breakout is in the residential/enterprise network, then the Internet access will go through the FNO. But the FNO does not know about mobile users and thus cannot provide differentiated services (e.g. parental control for my kid and not for me, http accelerator for me and not for my kid); it cannot even route the mobile users traffic to the “mobile part” (and that would not be offload anymore). This is valid even if the FNO and the MNO have agreements together. 

Even if the MNO wants to offload only IP traffic that has no value added services at all (i.e. no parental control ,  no http accelerator, no antivirus, no antispam subscribed by the mobile subscriber to the MNO), there are issues with regards to the possibility to access full public Internet and to privacy:

a) Access to full public Internet

The residential network may be configured with a firewall (in the Residential GW) against outgoing traffic to part of or full public internet: the FNO may also provide its own "Public Internet access services" that are on the fixed side (parental control, proxy, firewall, access control, etc, packet sniffers) that may prevent the offloaded traffic to reach its destination; and these services corresponds to the “fixed subscriber”, thus they are specific to that subscriber. If the MNO forces "SIPTO from H(e)NB" without checking whether access to the internet is complete and transparent, a mobile user may be denied access to the internet completely or partially from his mobile phone, with no way of reverting to the CN route. 
b) Privacy issues

The residential network owner may become aware of the traffic generated by the UE: IP addresses and thus domains accessed by the user, content (e.g. when using non-encrypted protocols), etc. When using a mobile phone, what is accessed is private between the mobile user, the MNO, and the remote party. If the operator enables SIPTO from H(e)NB transparently, then a fourth party, the local network owner, has access to that information.

The point is that SIPTO is transparent: the user shouldn't know and shouldn't care about what is offloaded, about privacy, and about whether a web site can be accessed from a macro cell but not from a H(e)NB (especially open/hybrid mode cases). 

Same comment for Lawful Interception even if it is not a service for the user but for the operator.

3. Is Internet Access via LIPA the same as SIPTO with breakout in the residential/enterprise IP network?
As said above, it seems not possible to provide SIPTO with breakout in the residential/enterprise IP network. 
Moreover, LIPA is different from SIPTO because the user has specifically request LIPA (user interaction) and therefore it is aware that the Internet Access via LIPA does not provide the mobile operator subscribed services as SIPTO does. 
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Restrictions to Internet access - regulatory requirements 
The regulator may impose some limitations to internet access while the UE is benefiting from LIPA service as specified in TS 22.220. Let's consider these two statements:

A)- " Subject to regulatory requirements, Local IP Access traffic shall be routable only between the UE, H(e)NB and other entities within the residential/enterprise IP network."
B)- “Traffic for Local IP Access is expected to not traverse the mobile operator’s network except H(e)NB. The residential/enterprise IP network itself and the entities within that network are not within the scope of 3GPP standardisation"

A) and B) imply that the regulator may impose some limitations to internet access while the UE is benefiting from LIPA service.

However, since rightly B) spells out that 3GPP has no control on the network where LIPA takes place, the only means to implement such constraint seems to be that LIPA may be disabled in some countries, rather than requiring stage 2 specifications to restrict internet access while the UE is using the LIPA service.

We believe that restricting LIPA is also different than restricting SIPTO. In fact in 22.101 there is this statement:

C)"- It shall be possible for the HPLMN to provide the VPLMN with the following information for a particular user:
- An indication of whether the user’s IP traffic is permitted to be subjected to Selected IP Traffic Offload in the visited network;
- The defined IP network(s) for which Selected IP Traffic Offload is permitted."

This is in fact regardless of the user desire or need to access a local network services. It is more a way for the operator to bypass their core network in providing access to selected networks. The operator has therefore control on the enabling or disabling of SIPTO per user and also on which networks the offload can apply to.

Furthermore 22.220 states

D)”- Selected IP Traffic Offload shall be possible to be done without traversing the mobile operator network, subject to regulatory requirements."

We interpret D) to mean that SIPTO may not be allowed due to regulations, rather than in some countries SIPTO is via the operator network. 
Proposal

It is proposed to discuss the above topics and 
1) to remove SIPTO with breakout in the residential/enterprise IP network from TR 23.829. Alcatel-Lucent has a related companion CR.

2) to liaise on regulatory requirements for LIPA/SIPTO to SA1, explaining that LIPA and SIPTO might be disabled for regulatory reasons and to share SA2 view on the LIPA and SIPTO to make sure we have consistency between stage 1 and stage 2.
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