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Abstract of the contribution: It would be helpful to summarize different communication scenarios that are possible for an MTC Device and 3GPP PLMN to an MTC Server. The NIMTC Common Service Requirement to not degrade security compared to non-MTC communications should take these into account. 
Discussion

SA has guided SA2 to prioritize a limited set of NIMTC features in release 10. These include Security as described by TS 22.368 v1.2.3, clause 7.1.6:

-
MTC optimizations shall not degrade security compared to non-MTC communications
This requirement is distinct from and in addition to the MTC Secure Connection Feature specified in TS 22.368 v1.2.3, clause 7.2.10..

The current agreed NIMTC architecture for MTC Device to MTC Server communication in TR 23.888 v0.3.2 corresponds to Figure 1 below.
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Figure 1: Architecture for Machine Type Communication
There is the further agreement in clause 4.1 that 

It cannot be assumed that the 3GPP Core Network can communicate directly with the MTC Server. An intermediary entity may terminate this communication. How this intermediary entity communicates with the MTC Server is out of scope of 3GPP standardization to communicate with the MTC Server.

Thus, the MTC Device may either communicate directly with the MTC Server, as per communication by means of SGi or Gi, or by means of the 3GPP PLMN – MTC Server IWK function. 
In the latter case, communication between the IWK function and the MTC Server are out of scope of 3GPP. Communication between the MTC Device and IWK function remains within scope of 3GPP specification and should be considered in terms of security. 

The MTC Server may (a) be deployed within the operator’s control, (b) be deployed outside of the operator’s control over an untrusted network (e.g. the Internet). There may be more than one peer with which the MTC Device communicates – the MTC Server cannot be assumed to be a single server.
The MTC Device may be in a roaming network. This is depicted in Figure 2.
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Figure 2: Roaming Architecture for Machine Type Communication

One addition to this figure, for the sake of discussion is that the IWK Function deployed in the VPLMN. This IWK function could provide an efficient way for communication to be routed between a set of MTC Devices and local services. There is less of an argument for breakout services for NIMTC than for IMS as the data volumes are not expected to be great. Still, there may be many MTC Devices with non-negligible peak demand.
Q1: Can we agree to either include or exclude LBO to an IWK Function in NIMTC?
There is a third possibility, where there is an IWK Function in the VPLMN that solely communicates with the IWK function in the HPLMN. This could simplify both the VPLMN deployment (all IWK functions for roaming devices are ‘local’ and communication with MTC Servers is handled by the corresponding IWK function in the HPLMN. The IWK Function in the HPLMN could concentrate configuration and control mechanisms (to MTC Servers) in one place.
Q2: Could the IWK Function communication be serialized – that is, the IWK in the VPLMN interacts with an IWK Function in the HPLMN?
Other basic communication scenarios exist to support event reporting to support MTC Monitoring and MTC Offline Indication MTC Features. These features require some entity in the CN to (a) detect and trigger an event report and (b) to deliver an event report to the MTC Server. These entities (a) and (b) could be the same or different CN nodes as described in TR 23.888. This communication scenario is illustrated in Figure 3.
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Figure 3: CN-MTC Server Communication Scenarios

The Monitoring and Offline Indication Features both involve event reporting. The CN entity performing the event report may be (a1) in the VPLMN or (a2) in the HPLMN. Communication between the CN entity may (b1) be direct (between the CN Entity and the MTC Server or (b2) be mediated by an intervening IWK Function. 
These communication scenarios are described in more detail in [S2-10zzzz] where the related issue of connected of determining the MTC Server Address is considered. 
Proposal
It is proposed to discuss these communication scenarios and attempt to reach an agreement on them. If it is deemed useful, this agreement can be communicated with SA3 as well to aid them in beginning work on responding to the NIMTC common service requirement for security (TS 22.368, v1.2.3, clause 7.1.6).
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