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Abstract of the contribution: This contribution introduces the issues related with the interaction between the CN entities and the MTC serve for resolving few editor’s notes related to MTC monitoring. 
Discussion

3GPP service model for Machine Type communication in TR 23.888 includes the 3GPP PLMN-MTC Server IWK Function, which is an intermediary entity. For this intermediate entity, TR 23.888 states that it cannot be assumed that the 3GPP Core Network communicates directly with the MTC server and the intermediary entity may terminate this communication. It is out of 3GPP scope how this intermediary entity communicates with the MTC server.

However, for some MTC features, it is required that the core network entity communicates with the 3GPP PLMN MTC server IWK or the MTC server. For example, the monitoring feature requires that the MTC event reporting entity reports the MTC event and hence it should send a message directly to the MTC server, or indirectly via IWK. For these kinds of MTC features, it is the 3GPP scope how the core network entity communicates with the 3GPP PLMN MTC server IWK or the MTC server. This contribution presents this issue and solutions related with communication between the CN entity of 3GPP and the MTC server. Note that this contribution focuses on the case that the MTC server exists outside of the 3GPP network. 

Issue : how the CN entity communicates with the MTC server

For resolving the above open issue, two solutions are possible. 

1) The CN entity sends the message directly to the MTC server directly. 
For this case, the CN entity should know the MTC server’s address and also should have a method to establish the secure connection with the MTC server. For the non-roaming case, the PLMN should have a business relationship with the business entity operating the MTC server and hence the CN entity can easily obtain the information for secure connection with the MTC server using the operator’s configuration. However, for roaming case, the PLMN may not have a business relationship with the roaming user’s MTC server. Here the CN entity in the VPLMN should have a means to obtain the information needed to establish a secure connection with the roaming user’s MTC server. For this issue, we suggest that the CN entity on VPLMN obtains the MTC server address and the information for secure connection with the MTC server via the HSS/HLR as seen in Figure 1 or via IWKF in the HPLMN of the MTC UE as seen in Figure 2 and Figure 3. 
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Figure 1. Alternative 1 : obtaining MTC server address and secure connection setup info from HSS/HLR
For Alternative 1, the operator stores address and secure connection setup info with the MTC server that the operator makes a contract in HSS/HLR. 
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Figure 2. Alternative 2-1 : obtaining MTC server address and secure connection setup info from the IWKF 
For Alternative 2-1, the MTC server registers its address and secure connection setup info to IWKF and the operator stores the IWKF info in HSS. Then the CN entity obtains the IWKF info via HSS and then obtains the MTC server and the secure connection setup info from the IWKF in HPLMN. 
Though not shown, another possibility, replacing steps 1 and 2 (in Figure 2, 3 and 4) would be to maintain a database in the IWK function. This network operator maintained database could identify the MTC Server location information (e.g. based upon information present in the application layer between the CN Entity and the IWKF).
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Figure 3. Alternative 2-2 : obtaining MTC server address and secure connection setup info from the IWKF 
For Alternative 2-2, the MTC server registers its address and secure connection setup info to IWKF. The CN entity just need to have the connection with IWKF in HPLMN and requests the MTC server info to the IWKF in HPLMN. Then, IWKF in HPLMN obtains the MTC server address and secure connection info from IWKF in VPLMN and returns the obtained info to the CN entity. 

Note 1: the method to establish the secure connection between CN entity and MTC server is FFS. 
2) The CN entity sends the message to IWKF and then IWKK delivers the message to the MTC server

For this case, the CN entity does not need to know about MTC servers. It just needs to know the IWKF in VPLMN or HPLMN depending on which IWKF is used. 
If IWKF in the VPLMN is used, the CN entity registers the reporting to IWKF in VPLMN. The IWKF in VPLMN obtains the MTC server address and the secure connection info from IWKF in HPLMN and then establishes the secure connection with MTC server. The weak point of this method is that the CN entity in VPLMN should have the secure connection with all IWKFs in all roamers’ VPLMNs. But the strong point is that the operator does not need to store any MTC server information in HSS and also the CN entity in the VPLMN can establish the secure connection with the IWKF in the same VPLMN using the operator (VPLMN) ’s configuration.  
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Figure 4. Alternative 3-1 : sending a message only via IWKF in VPLMN 
If IWKF in the HPLMN is used, the CN entity in the VPLMN sends a reporting message to IWKF in HPLMN as seen in Figure 5. For this, the CN entity in VPLMN shall establish the secure connection with IWKF in HPLMN. This can be done using subscription HSS with the similar way of alternative 2-1 seen in Figure 2, or using the operator’s configuration based on the roaming agreement. 
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Figure 5. Alternative 3-2 : sending a message only via IWKF in VPLMN and IWKF in HPLMN
Proposal

It is proposed to capture the above proposal to the clause 4.3.X of TR23.888.

Start of Change

4.3.x Interaction between CN Entity and MTC Server 
For some MTC features (e.g. MTC monitoring), a CN entity needs to send a message to the MTC server. In the roaming case, the CN entity in the VPLMN should resolve the IP address and deliver the message in the secure way to the MTC server. However, the VPLMN operator may not have a business relationship with the owner/operator of the MTC Server. This complicates the ability of the CN entity in the VPLMN to send a message to the MTC Server. 
There are two possibilities for the CN entity to send a message to the MTC Server. 

1) The CN entity sends a message directly to the MTC server 
The CN entity both in the HPLMN and in the VPLMN establishes the secure connection with the MTC server. For this, the CN entity obtains the MTC server address and the secure connection setup information with the MTC server from the HSS or from the IWK in the HPLMN via the IWK in the VPLMN. The detail procedure and mechanism for the secure connection between the CN entity and the MTC server is FFS.
2) The CN entity sends a message to the IWKF and then IWKF delivers the message to the MTC server

The CN entity does not need to establish the secure connection with the MTC server. Instead, the CN entity establishes the secure connection with the IWKF and sends the message to the MTC server via the IWKF. When the CN entity is in VPLMN, it directly connects to the IWKF in HPLMN of the roaming MTC UE or indirectly connects to the IWKF in the HPLMN via the IWKF in the VPLMN. The address of the IWKF in the HPLMN and the secure connection information with the IWFK in the HPLMN can be obtained using the subscription or sending query/response to/from IWKF. The detail procedure and mechanism for the secure connection between the CN entity and the IWKF is FFS and the secure connection between IWKF the MTC server is FFS or out of 3GPP scope. 
End of Change
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