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Abstract of the contribution:

This contribution proposes utilizing the 3GPP location verification procedure to exchange information between the 3GPP and BBF access networks that facilitates support for  3GPP  QoS in BBF access based on pre-allocated bandwidth , automatic exchange of BW allocation/de-allocation  and BPCF discovery.
Discussion
Overview of the H(e)NB Location Verification procedure
The diagram below depicts a high level architecture of H(e)NB architecture per 3GPP TS 33.320 [x]. One of the main architectural requirements is location verification of he H(e)NB is to satisfy various security, regulatory and operational requirements of operators.
.
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Figure 4.1.1: System Architecture of H(e)NB

The insecure link in the above figure represents the BBF access network. The HeNB GW is optional but the HNB GW is always required.

Interface between SeGW and AAA Server 
The interface between the SeGW and AAA Server provides a secure connection carrying authentication, authorization, and related information.

Note that the IP@ of the IPSec tunnel is stored in the 3GPP AAA server.

Interface between AAA Server and HSS
The interface between AAA Server and HSS provides a secure connection for the retrieval of authentication vectors (e.g. for hosting party authentication) and retrieval of H(e)NB access-related information for Hosted Party Module (HPM)

Location Verification

Per 3GPP TS 33.320 [x], Annex B , the AAA/HSS in the wireless network interfaces with the TISPAN defined CLF FE over the e2 interface. Since BBF does not support the CLF and the e2 interface, the connection must be over the Swa interface between the 3GPP AAA server and the BBF AAA where information about the device connected to the NE indentified by the IP@ of the IPSec tunnel is stored.
The location verification procedure can be utilized to exchange information between the 3GPP and BBF access networks that facilitates, among other things, the  support  of 3GPP  QoS in BBF access based on pre-allocated bandwidth , automatic exchange of BW allocation/de-allocation  and BPCF discovery.

Proposal

This contribution proposes making use of the location verification procedure to enable the BBF AAA to pass information to the 3GPP AAA server such as:

· The FQDN of the BPCF or a proxy that enables to PCRF to discover the BPCF in order to establish the S9* GW Control Session.

· The BW allocated to the 3GPP Femto

· The BW exchange enables the 3GPP network to virtually  manage resources allocated to the 3GPP Femto w/o invoking S9

· Type of Access that may be indicative of whether resources admission control and thus S9* is required at all. For instance when the Femto is connected to an ONT Access Node (AN), RAC may not be required at all. 

· The BBF AAA may initiate a connection to the 3GPP AAA to allocate/de-allocate  BW to the 3GPP Femto  after the location verification phase

· This particular feature may be useful to SPs in that it makes better utilisation of BBF access resources 

Once the information is stored at the 3GPP AAA server that serves as the H (e) NB Profile Repository (HPR) it can be retrieved for later use by other EPC NEs such as the MME, or  forwarded to the HSS where it can be part of the user profile similar to the CSG user information. 

Alternatively, selected IEs, such as the IP@ of the IPSec tunnel, can be sent to the 3GPP Femto itself to be sent to the MME when the 3GPP Femto request services from the network, but security consideration may render the option not practical.

The following additions are proposed to TR 23.8xx.
* * * Begin First Change * * * *
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* * * Begin Second Change * * * *

5. X.2.y  
3GPP – BBF Information Exchange 
5.X.2.Y.1  3GPP Femto Location Verification

[image: image2]
(1) : Existing step: SecGW authenticates the HeNB and sends a msg  to the 3GPP AAA that includes the  3GPP Femto FQDN and Tunnel-Info

Tunnel-INFO (= global routable Source IP@ of IPSec) is sent to the (3GPP) AAA by the SecGW and then to the HSS during the HPM authentication phase

Editor’s note: It is FFS whether existing 3GPP specification support the assignment of a FQDN to the 3GPP Femto at provisioning time via the 3GPP FMS that indentifies the BBF Access SP where it connects to. Alternatively, the BBF AAA assigns the FQDN in step (3) below 
 (2) Existing step: AAA interfaces with HSS for HPM authentication, if required;  3GPP AAA includes HeNB ID & Tunnel-Info to the HSS for later retrieval

Editor’s note: It is FFS how the PCRF that manages the virtual BW becomes aware of the allocation
 (3)  The BBF AAA verifies the location of the 3GPP Femto and may return the FQDN of the BPCF  to connect to when S9* is supported, FQDN of 3GPP Femto, BW allocated to the 3GPP Femto, and, subject to SP agreement for inter-operator interface,  type of access (DSL “model; optical etc).
(4)  Based on operator policy the AAA may send the information it receives to the HSS or store it its memory for later retrieval.
5. X.2.Y.2 
3GPP BBF Automatic 3GPP Femto BW Exchange

This procedure enables the BBF access to adjust he BW allocated to the 3GPP Femto based on current network status and utilisation.

[image: image3]
(1) The BBF AAA initiates a connection to the 3GPP AAA servers in order to update the BW allocated to the 3GPP Femto. 
(2) The 3GPP AAA updates the 3GPP Femto profile with the adjusted BW and may forward the information to the HSS for retrieval

Editor’s note: It is FFS how the PCRF that manages the virtual BW is notified when the BW gets updated.
* * * End of  Change * * * *
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