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Abstract of the contribution: This paper introduces some enhancements for the solution of rejecting connection request by the SGSN/MME based on the configured policy.
Introduction
It is proposed that the SGSN/MME monitors the MTC related signalling and traffic load status based on the configured policy which can be accomplished with minimal impacts to the existing network.
Begin of Change
6.22
Solution – Rejecting connection requests by the SGSN/MME

6.22.1
Problem Solved / Gains Provided

See clause 5.12, “Key Issue – Signalling Congestion Control”.
See clause 5.9
“Key Issue –Time Controlled”.
6.22.2
General

A number of variants of rejecting connection requests by the SGSN/MME can be distinguished:

Rejecting connection requests per APN

The SGSN/MME and/or GGSN/PGW can reject connection requests targeted at a particular APN. When the MTC application uses a dedicated APN, the specific MTC application can be targeted that causes the congestion. 
Rejecting connection requests and attach requests per MTC Group
The SGSN/MME can reject connection requests from MTC Devices belonging to a particular MTC Group or APN. With the attach procedure the MTC Group Identifier or APN of the MTC Device can be downloaded as part of the service profile from the HSS into the SGSN/MME. The SGSN/MME monitors the congestion level per MTC Group or APN or the SGSN/MME is informed about congestion, e.g. by O&M or by the GGSN/PGW. When a connection request is received by the SGSN/MME, the SGSN/MME can find in the service profile if the particular MTC Device is part of a MTC Group or APN that causes congestion and the SGSN/MME reject the request. In case only the GGSN/PGW is congested or the MTC Server is failed, the SGSN/MME need to be informed about which MTC Group is causing that congestion or served by the failed MTC Server by the GGSN/PGW.

Alternatively to signaling a congestion status to the SGSN/MME or running into an overload before starting congestion control specific congestion control policies can be configured on the SGSN/MME. The following congestion control policies can be configured in the SGSN/MME in group/particular APN granularity:
· Maximum bearers/PDP contexts per MTC Group/APN and/or

· Maximum rates of bearer/PDP context activation per MTC Group/APN and/or

· Authorized time period per MTC Group/APN
Or the congestion control policies can be retrieved by the SGSN/MME from the subscription data in MTC Group or APN granularity.
The SGSN/MME can reject attach requests on the basis of MTC Group is the only option. One option is that the MTC Group is downloaded from the HSS during the attach procedure. However this implies the service profile is only downloaded when most of the attach procedure is already done. 

Another option would be to add the MTC Group ID or APN to the attach requests from the MTC Device. An already attached MTC Device can signal MTC Group ID or APN in the PDP/PDN connection request. Further it might be assumed that the typical subscription of an MTC Device allows for only one MTC Group or APN. That way the SGSN/MME can easily identify with the first message from the MTC Device that a particular request comes from a MTC Application that is causing congestion. Alternatively, the SGSN/MME stores sufficient context information for the MTC Device after detach for being able to reject attach requests from MTC Devices belonging to a congested MTC Group/APN. For most MTC Devices it may be sufficient to store the probably single subscribed MTC Group or APN of the MTC Device together with the typically stored MM data.
Rejecting service request and attach attempts based on MTC Device provided low priority access indication
With availability of an access priority indication from the MTC Device the SGSN/MME can take an early decision to reject the request. Depending on internal SGSN/MME congestion mechanisms the SGSN/MME can appropriately treat the “low priority access” (e.g. used by Time Tolerant MTC device) in comparison to other accesses. 

The treatment can be performed without inducing or consuming further load in the SGSN/MME and the network as it could be performed prior to the download of the service profile from the HSS. The treatment could include returning an extended back-off time to the MTC Device requesting the “low priority access”.
If the low priority indication is also used by other devices and only MTC Devices shall be rejected then an MTC indication form the MTC Device may need to be considered.
Providing a back-off time to the MTC Device

To avoid a MTC Device from re-initiating a connection request or attach request immediately after a reject to an earlier request, the SGSN/MME can provide a back off time to the MTC Device in the reject message. 
The MTC Device shall not re-initiate a similar request until after the back off time. Usually the device performs cell and potentially PLMN re-selection when it cannot derive any service to find a cell that provides service. As a new cell may reset restrictions it needs to be considered to define further restrictions. E.g. when rejected with a specific cause the MTC Device should not reselect PLMN. Or the back off time should apply also for the new selected cell or PLMN. Or the MTC Device stores the back off time per PLMN to avoid requests when it re-selects to the earlier used cells/PLMNs.

If it is the GGSN/PGW that sent the reject originally, the GGSN/PGW indicates a delay time to the SGSN/MME in the connection reject message, and the delay time can be used as the input of the calculation of back off time which should be provided to the MTC Devices by the SGSN/MME via the reject messages. The last received value of the delay time supersedes any previous values received from that GGSN/PGW for the MTC Group or APN. The reception of a delay time restarts the SGSN/MME timer associated with that GGSN/PGW for the MTC Group or APN. Or the SGSN/MME may append a back off time to the reject message by itself if no delay time is received from the GGSN/PGW.
The SGSN/MME may store the delay time for a particular MTC Group or APN and immediately reject any subsequent requests from that MTC Group or APN before the delay time is expired. A new (longer) back off time may be provided to further deter the MTC Device from repeated attempts before its back off time is expired.
Providing a back off time could also be a solution to the issue of recurring (quarter/half) hourly applications. If the MTC Device could identify the recurring applications, it could delay attach request or connection requests for these applications with the back off time. How to identify such recurring applications is unclear.
Already specified back off timer signalling (e.g. the timer that the attach reject may indicate) requires integrity protection to prevent usage for denial of service attacks that exploit very long back off timers. Without integrity protection a default value applies. A congested SGSN/MME may not want to spend effort on establishing a security association before rejecting an attach request. Considering these issues it could be considered to define a default back off timer of reasonable lengths for specific reject causes.
6.22.3
Impacts on existing nodes or functionality

Impact on the SGSN/MME

Additional functionality for SGSN/MME with this solution includes:

· Rejection of a connection request targeted at a particular APN,

· Rejection of attach and connection requests by MTC Devices belonging to a particular MTC Group,

· Detection if an MTC Device is part of a particular MTC Group (e.g. based on subscription information requested from the HSS/HLR),

· Determining the MTC Group or APN that causes congestion, within SGSN/MME, or upon reception of indication from GGSN/PGW.

· Providing a reject cause including a back off time in the reject messages,

· Determination of the back off time that is applicable for a particular MTC Device
· Storing the delay time indicated by the GGSN/PGW for the MTC Group or APN
· (For SGSN) Indicating MTC Group ID to GGSN

· (For MME) Indicating MTC Group ID to SGW
Impact on the MTC Device / UE

Additional functionality for the communication module in MTC Device / UE with this solution includes:

· Not re-initiating further attach or connection requests before the back off time is expired.
· MTC device may need to avoid cell or PLMN re-selection when rejected with a specific cause, or it needs to apply the back off time also when re-selecting cell or PLMN.

Impact on the SGW

Additional functionality for SGW with this solution includes:
· Forwarding MTC Group ID received from MME to PGW

· Forwarding the overload/congestion situation indication received from PGW to MME for a particular APN or MTC Group
· Forwarding a reject cause in the reject messages received from PGW to MME

Impact on the GGSN / PGW

Additional functionality for the GGSN and PGW with this solution includes:

· Detecting the overload/congestion

· Determining the MTC Group or APN that causes overload/congestion,
· Rejection of a connection request targeted at a particular APN,

· Rejection of connection requests by MTC Devices belonging to a particular MTC Group
· Indicating the overload/congestion situation to SGSN/MME for a particular APN or MTC Group
· Providing a reject cause and/or delay time in the reject messages
Impact on the HSS/HLR
Additional functionality for HSS/HLR with this solution includes:

· Storing the MTC Group Identifier as part of the subscription profile of an MTC Device
6.22.4
Evaluation

End of Change
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