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Abstract of the contribution: PMIP impacts are discussed for the MTC solutions.
1. Proposal
In the current TR23.888, solutions section does not have anything related to PMIP.  This paper proposes that all solutions adopted for Rel-10 inclusion must support PMIP based S5/S8, to ensure that both GTP and PMIP are functionally equivalent (which is the current agreement in the SAE ecosystem).

This paper proposes to add PMIP impacts to the solutions which already filled 'impacts' sections.  The author of this P-CR requests authors of other P-CRs filling impacts sections also take PMIP aspects into account for whatever changes they make in the future.
In this P-CR, it is proposed to use PCC if some information elements (e.g. MTC Group ID, authorised time period, event type, MTC device ID) need to be transferred between SGW and PGW.  However, for congestion control solutions, it is left open (FFS) whether the error causes needs to be carried from PGW to MME/SGW over PMIP or via PCC.  The author of this P-CR expects further discussion on this point.
************ START CHANGE ************

6.7
Solution – Network access control by the PLMN

6.7.1
Problem Solved / Gains Provided

See clause 5.9 “Key Issue – Time Controlled.”
6.7.2
General

The 3GPP network supports policing of the MTC Device's access to the network to prevent or allow (e.g. with specific charging) traffic to/from the network during unauthorized time periods. This may be accomplished as follows:

i) the operator provisions the authorized time periods within the MTC subscription in the HLR/HSS; 

ii) the SGSN/MME receives the authorized time periods from the HLR/HSS during the Attachment, Routing Area Update or Tracking Area Update procedure;

iii) the SGSN/MME alters the authorized time periods for MTC devices base on the value received from HLR/HSS and local operator policies;

iv) The SGSN/MME provides the authorized time periods to the GGSN/P-GW, e.g. for the purpose of specific charging rate, or stopping data transmission when outside of the authorized time period.
v) the SGSN/MME police the MTC Device's access to the network to prevent or allow (e.g. with specific charging) traffic to/from the network during unauthorized time periods. In the former case, the SGSN/MME reject the access request message (e.g.  Attach Request or Tracking Area Update Request) or Service Requests initiated by the MTC device outside of the authorized time period, and indicate the authorized time periods to the MTC device in the reject message.

Editor’s Note: It is FFS whether the network detaches MTC devices which remain attached to the network when the pre-defined time expires.
Editors Note: It is FFS whether the network should let MTC Devices attach to the network outside of the authorized time periods, but reject session management requests (e.g. Activate PDP Context Request in GPRS). 

The network may inform the MTC Devices of the authorized time periods as follows:

i) the network provides the authorized time periods to the MTC Server; the MTC Server distributes them to the MTC Devices via application level data; this approach has however the following drawbacks:  

· a modification of the authorized time periods may generate important signalling/traffic between the MTC Server and a possibly significant number of MTC Devices; 

· MTC Devices' accesses to the network may be rejected or unduly charged until the MTC Server communicates them the authorized time periods in-use in the Mobile Network.

Or

ii) the SGSN/MME provides the authorized time periods directly to the MTC Devices via NAS signalling, e.g. the first time the MTC Device registers to the network, and upon subsequent NAS signalling from the MTC Device if the authorized time periods have changed. Following an operator's update of the authorized time periods, the MTC Device might initiate NAS signalling outside of the new authorized time periods. In that case, the network may either: 

· reject the MTC Device request and return the new authorized time periods in the response; or

accept the first access out of the new authorized time period and provide at that time the new time periods for subsequent accesses. E.g. the MME/SGSN could store both the 'Time-Intervals In-Use' (i.e. the last time intervals communicated to the MTC Device) and the 'Subscribed Time-Intervals' received from the HLR/HSS, and accept the first access of the MTC Device during the 'Time-Intervals In-Use'.
6.7.3
Impacts on existing nodes or functionality

The HLR/HSS need to support provisioning of authorized time periods in MTC subscriptions.

The SGSN/MME needs to determine the authorized time periods for MTC devices based on the value received from the HLR/HSS and the local operator policy.
The SGSN/MME need to police the MTC Device's access to the network according to the authorized time periods.
The SGSN/MME need to provide the MTC Devices with authorized time periods in NAS signalling (if NAS signalling is used to inform MTC Devices of the authorized time periods).

The SGSN/MME needs to store both the new and last authorized time period.  The SGSN/MME uses both the last and new authorized time to authorize the MTC device access to the network (e.g. reject or accept access request of the MTC Device) until the MTC device is updated with the new authorized time.

MTC Devices need to store the authorized time and check the stored authorized time before accessing the network. 

NOTE:
This implies some time management and possibly buffering in the MTC Device to differ the sending of application traffic until the next authorized time period.
Editor's Note: PGW impact is still FFS. If some information needs to be transferred to PGW from MME/SGW, the information is expected to be sent using GTP if S5/S8-GTP is used, or using PCC infrastructure if S5/S8-PMIP is used.
************ NEXT CHANGE ************

6.12
Solution - GGSN/P-GW based detection
6.12.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.12.2
General

For this solution, the GGSN/P-GW is responsible for detecting monitoring event with the assistance of other nodes. The GGSN/P-GW obtains such information from the HLR/HSS, and monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action.
The following table shows the procedures of the GGSN/P-GW.
Table 6.12.2-1: GGSN/P-GW based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME provides the MTC Device IMEI together with the IMSI to the GGSN/P-GW during the bearer establishment procedure.
2> The GGSN/P-GW obtains the mapped IMEI and IMSI pair from e.g. the HLR/HSS.

3> The GGSN/P-GW checks whether the IMEI and IMSI provided by the SGSN/MME is matches with the configured IMEI and IMSI pair.
4> If not, the GGSN/P-GW shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The GGSN/P-GW checks whether the MTC Device behavior is aligned with the activated MTC features for the device.
2> If not (e.g. the GGSN/P-GW is aware that the MTC Device with low mobility feature changes location), the GGSN/P-GW shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The GGSN/P-GW activates the MS Info Change Reporting Action when PDN connection is created.
2> The SGSN/MME reports the UE location (e.g. RAI, TAI, CGI, E-CGI and etc) to the GGSN/P-GW during bearer management procedure.

3> The GGSN/P-GW checks whether the UE location is allowed comparing to the configured location.

4> If not, the GGSN/P-GW shall trigger the reporting.

	Monitoring loss of connectivity
	1> The GGSN/P-GW checks whether the MTC Device is offline, e.g. the PDN connection for the M2M APN is deactivated.
2> If yes, the GGSN/P-GW shall trigger the reporting.


6.12.3
Impacts on existing nodes or functionality

Impacts on HLR/HSS:

· Support configuring monitoring related information (e.g. monitoring event, criteria, default action and etc) in MTC subscription.
Impacts on SGSN/MME:

· Support provisioning of monitoring related information (e.g. monitoring event, criteria, default action and etc) to the GGSN/P-GW.
Impacts on GGSN/P-GW:

Support monitoring detecting behaviour.
Impacts on PCRF/BBERF/PCEF:

· Support provisioning of monitoring related information (e.g. monitoring event, criteria, default action and etc) to the P-GW, if PMIP is used over S5/S8.
************ NEXT CHANGE ************

6.15
Solution – Reporting by GGSN/P-GW

6.15.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.15.2
General

For this solution, the GGSN/P-GW is responsible for reporting the event. The GGSN/P-GW reports towards the MTC Server.
This solution can be used with solution 1 and 3, i.e. the SGSN/MME or the GGSN/P-GW is responsible for detecting. The following table shows the procedures for different detecting solution

Table 6.15.2-1: GGSN/P-GW based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the GGSN/P-GW through S-GW via GTP-C message (e.g. reusing the Change Notification Request message) for GTP based S5/S8.  Those information are transferred to PGW via PCC for PMIP based S5/S8.
2> The GGSN/P-GW encapsulates and sends the warning notification request message to the MTC Server.

3> The SGSN/MME receives the warning notification acknowledgement message from the MTC Server and forwards it to the SGSN/MME via the GTP-C path.

	Solution 2: GGSN/P-GW based detection (clause 6.12)
	1> The GGSN/P-GW sends the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

2> The GGSN/P-GW receives the warning notification acknowledgement message from the MTC Server.


6.15.3
Impacts on existing nodes or functionality

The GGSN/P-GW needs to be updated to communicate with the MTC Server.

For solution 1, the GTP-C message also needs to be updated to transfer the warning notification.  For PMIP based S5/S8, PCRF/BBERF/PCEF: shall support provisioning of monitoring related information (e.g. monitoring event, criteria, default action and etc) to the P-GW, if PMIP is used over S8.
************ NEXT CHANGE ************

6.16
Solution – Reporting by PCRF

6.16.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.16.2
General

For this solution, the GGSN/P-GW or S-GW (PMIP based) is responsible for reporting the event via PCRF. The GGSN/P-GW/S-GW exchanges warning notification message with the PCRF, and the PCRF reports towards the MTC Server.

This solution can be used with solution 1 and 3, i.e. the SGSN/MME or the GGSN/P-GW is responsible for detecting. The following table shows the procedures for different detecting solution
Table 6.16.2-1: PCRF based Reporting
	Detecting solution
	Procedures

	Solution 1: SGSN/MME based detection (clause 6.10)
	1> The SGSN/MME reports the event related information (e.g. event type, MTC Device identifier) to the GGSN/P-GW through S-GW via GTP-C message (e.g. reusing the Change Notification Request message) for GTP based S5/S8. For PMIP based S5/S8, the SGSN/MME reports the event to the S-GW.

2> For GTP based S5/S8 case, the GGSN/P-GW encapsulates and sends the warning notification request message to the PCRF by reusing the IP-CAN session modification request message.

   For the PMIP based S5/S8 case, the S-GW directly informs the PCRF by reusing Gateway Control session modification message.
3> The PCRF reports the event to the MTC Server and obtains acknowledge from the MTC Server.

4> The PCRF forwards the acknowledgement message to the GGSN/P-GW or S-GW (i.e. PMIP based S5/S8).

5> The GGSN/P-GW or S-GW forwards the warning notification acknowledgement message to the SGSN/MME.

	Solution 2: GGSN/P-GW based detection (clause 6.12)
	1> The GGSN/P-GW sends the warning notification request message to the PCRF by reusing the IP-CAN session modification request message.

2> The PCRF forwards the warning notification request message to the MTC Server, which includes the event related information (e.g. event type, MTC Device identifier).

3> The PCRF receives the warning notification acknowledgement message from the MTC Server and forwards it to the GGSN/P-GW.


6.16.3
Impacts on existing nodes or functionality

The PCC related messages needs to be updated to transfer warning notification.

For solution 1, the GTP-C message also needs to be updated to transfer the warning notification.
For solution 2, PCC/BBERF/PCEF need to be updated to transfer the warning notification if PMIP is used over S8.
************ NEXT CHANGE ************

6.22
Solution – Rejecting connection requests by the SGSN/MME

6.22.1
Problem Solved / Gains Provided

See clause 5.12, “Key Issue – Signalling Congestion and Overload Control”, more specifically congestion control.
6.22.2
General

The solution is applied for both GTP and PMIP based EPC. A number of variants of rejecting connection requests by the SGSN/MME can be distinguished:

Rejecting connection requests per APN

The SGSN/MME and/or GGSN/PGW can reject connection requests targeted at a particular APN. When the MTC application uses a dedicated APN, the specific MTC application can be targeted that causes the congestion. 
Rejecting connection requests and attach requests per MTC Group
The SGSN/MME can reject connection requests targeted at a particular MTC Group. With the attach procedure the MTC Group Identifier can be downloaded as part of the service profile from the HSS into the SGSN/MME. When a connection request is received by the SGSN/MME, the SGSN/MME can find in the service profile if the particular MTC Device is part of a MTC Group that causes congestion. In case only the GGSN/PGW is congested, the SGSN/MME need to be informed about which MTC Group is causing that congestion.

The SGSN/MME can reject attach requests on the basis of MTC Group is the only option. One option is that the MTC Group is downloaded from the HSS during the attach procedure. However this implies the service profile is only downloaded when most of the attach procedure is already done. 

Another option would be to add the MTC Group ID to the connection requests and attach requests from the MTC Device. That way the SGSN/MME can easily identify that a particular request comes from a MTC Application that is causing congestion.

Rejecting service request and attach attempts based on MTC Device provided low priority access indication
With availability of an access priority indication from the MTC Device the SGSN/MME can take an early decision to reject the request. Depending on internal SGSN/MME congestion mechanisms the SGSN/MME can appropriately treat the “low priority access” (e.g. used by Time Tolerant MTC device) in comparison to other accesses. 

The treatment can be performed without inducing or consuming further load in the SGSN/MME and the network as it could be performed prior to the download of the service profile from the HSS. The treatment could include returning an extended back-off time to the MTC Device requesting the “low priority access”.
Providing a back-off time to the MTC Device

To avoid a MTC Device from re-initiating a connection request or attach request immediately after a reject to an earlier request, the SGSN/MME can provide a back off time to the MTC Device in the reject message. If it is the GGSN/PGW that sent the reject originally, the SGSN/MME may append a back off time to the reject message.

The MTC Device shall not re-initiate a similar request until after the back off time.

The SGSN/MME may store the back off time for a particular MTC Device and immediately reject any subsequent requests from that MTC Device before the back off time is expired. A new (longer) back off time may be provided to further deter the MTC Device from repeated attempts before its back off time is expired.

Providing a back off time could also be a solution to the issue of recurring (quarter/half) hourly applications. If the MTC Device could identify the recurring applications, it could delay attach request or connection requests for these applications with the back off time. How to identify such recurring applications is unclear.
6.22.3
Impacts on existing nodes or functionality

Impact on the SGSN/MME

Additional functionality for SGSN/MME with this solution includes:

· Rejection of a connection request targeted at a particular APN,

· Rejection of attach and connection requests by MTC Devices belonging to a particular MTC Group,

· Detection if an MTC Device is part of a particular MTC Group (e.g. based on subscription information requested from the HSS/HLR),

· Determining the MTC Group or APN that causes congestion, within SGSN/MME, or upon reception of indication from GGSN/PGW.

· Providing a reject cause including a back off time in the reject messages,

· Determination of the back off time that is applicable for a particular MTC Device
· (For SGSN) Indicating MTC Group ID to GGSN

· (For MME) Indicating MTC Group ID to SGW
Impact on the MTC Device / UE

Additional functionality for the communication module in MTC Device / UE with this solution includes:

· Not re-initiating further attach or connection requests before the back off time is expired, if timer value is provided by the network.
Impact on the SGW

Additional functionality for SGW with this solution includes:
· Forwarding MTC Group ID received from MME to PGW

· Forwarding the overload/congestion situation indication received from PGW to MME for a particular APN or MTC Group
· Forwarding a reject cause in the reject messages received from PGW to MME

Impact on the GGSN / PGW

Additional functionality for the GGSN and PGW with this solution includes:

· Detecting the overload/congestion

· Determining the MTC Group or APN that causes overload/congestion,
· Rejection of a connection request targeted at a particular APN,

· Rejection of connection requests by MTC Devices belonging to a particular MTC Group
· Indicating the overload/congestion situation to SGSN/MME for a particular APN or MTC Group
· Providing a reject cause in the reject messages
Impact on the HSS/HLR
Additional functionality for HSS/HLR with this solution includes:

· Storing the MTC Group Identifier as part of the subscription profile of an MTC Device
Impact on the PCC
· Forwarding MTC Group ID received from MME to PGW (via BBERF, PCRF, PCEF)
Editor's Note:  It is FFS how PGW exactly indicates the congestion situation back to MME and how SGW(BBERF) correlates such information.
************ NEXT CHANGE ************

6.24
Solution – Directly Reporting to MTC Server from CN entity

6.24.1
Problem Solved / Gains Provided

In the MTC Monitoring solution, clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General”, the MTC Event Reporting entity (e.g. SGSN/MME or GGSN/PGW or PCRF) is not aware of the MTC Server identity, thus it cannot send the MTC Event Report to the MTC Server.
6.24.2
General

In this solution, the MTC Server identity (e.g. FQDN or IP address) is stored in the HLR/HSS as part of MTC subscription per MTC device or per MTC group, and is downloaded to the SGSN/MME through Insert Subscription Data procedure. The SGSN/MME then stores this MTC Server identity.

If the CN entity for MTC Event Reporting is the GGSN/PGW, the SGSN/MME transfers the MTC Server identity to the GGSN/PGW through Create PDP Context Request / Create Session Request, or carries the MTC Server identity within the MTC Event Report when it sends MTC Event Report to the GGSN/PGW, if GTP is used over S5/S8. If PMIP is used, these information are transferred via PCC.
If the CN entity for MTC Event Reporting is the PCRF, after receiving the MTC Server identity, the GGSN/PGW then transfers the MTC Server identity to the PCRF through PCC procedure, or carries the MTC Server identity within the MTC Event Report when it sends MTC Event Report to the PCRF. The PCRF uses the MTC Server identity to send MTC Event Report.

If the MTC server is out of the operator control, a security connection between the CN entity and the MTC server may be needed. 

Editor’s Note: It is FFS how to setup a security connection to the MTC Server, and where the security connection information is stored and how to establish the secure connection.
Editor Node: It is FFS how to report MTC events to multiple MTC servers.
6.24.3
Impacts on existing nodes or functionality

HLR/HSS:

· The HLR/HSS stores the MTC Server identity as part of MTC subscription.

SGSN/MME:

· SGSN/MME stores the MTC Server identity
· The SGSN/MME includes the MTC Server identity in the Create PDP Context Request / Create Session Request.

GGSN/PGW:

· The GGSN/PGW includes the MTC Server identity during the Gx session procedure to the PCRF.

SGW(BBERF)/PCRF
· The BBERF forwards the MTC Server identity during the Gxx session procedure to the PCRF, if PMIP is used over S5/S8.
************ NEXT CHANGE ************

6.28
Solution – Access Control by RAN
6.28.1
Problem Solved / Gains Provided

See clause 5.12, “Key Issue – Signalling Congestion Control.”
6.28.2
General

To avoid and handle the overload situations caused by MTC Devices, the MME/SGSN can send OVERLOAD START message to the RAN node to trigger the access control for MTC Devices to avoid further access to the network. The OVERLOAD START message can include specific MTC overload actions as follows:

· Access control for all the MTC devices. RAN will broadcast “access barring for all MTC Devices” in system information.
· Access control for MTC Devices with specific group. MME/SGSN will provide group related access control information, e.g. an MTC Group or specific APN, to RAN node. Based on that, RAN node will broadcast “access barring for MTC device with specific group” in the system information; or

Editor’s note: It is FFS how the group membership is configured to the MTC device, which information the MME/SGSN provides to RAN in order to identify the group, and which information the RAN will broadcast.
· Access control for the MTC devices with specific device PLMN type. MME/SGSN will provide device PLMN type related control information, i.e. M2M device of HPLMN, M2M device of equivalent HPLMN, M2M device with PLMN on preferred list and/or other M2M device, to RAN node. Based on that, RAN node will broadcast “access barring for MTC device with specific PLMNs” in the system information.

MTC access control with different granularities could be triggered by signalling thresholds in the RAN, SGSN/MME and/or GGSN/PGW. In the case of the GGSN/PGW, the GGSN/PGW informs the SGSN/MME when a congestion threshold is exceeded.

Editor’s note: It is FFS if and how access control for MTC Devices with specific groups can be triggered by signalling thresholds in the RAN.
Editor’s note: It is FFS how GGSN/PGW informs its congested status to the SGSN/MME. Including PMIP/PCC aspects.
Editor’s note: This functionality is supported for both PMIP and GTP based S5/S8.
When a SGSN/MME needs to trigger a MTC access control, the SGSN/MME sends the specific OVERLOAD START message to the RAN (eNodeB/RNC/BSC) specifically for MTC devices, i.e. OVERLOAD START message including MTC devices with different granularities, barring factor and barring time.

The RAN uses the information in the OVERLOAD START message to determine if and when to broadcast the corresponding MTC Device barring information in the system information to the UEs. When a SGSNs/MMEs sends the OVERLOAD STOP message for a MTC overload action, the RAN stops broadcasting the corresponding MTC device barring information in the system information to the UEs.
The MTC device which is going to access the network will receive the broadcasted system information for MTC access control and check whether this access is barred or not. If so the corresponding MTC devices will delay the access to the network. Subsequent initial access attempts to the network will be randomized using the last barring time provided by the RAN.
Editor’s note: Broadcasting access control barring information in a large area, e.g. whole PLMN, caused by GGSN/PGW congestion should be avoided.

6.28.3
Impacts on existing nodes or functionality
The RAN needs to support broadcasting MTC Device access control with different granularity triggered by MME/SGSN in the system information to the UEs.

The SGSN/MME needs to provide the different overload actions for MTC Devices to the RAN node.

The GGSN/PGW needs to provide the different overload actions for MTC Devices to the SGSN/MME node. Such information may be transferred via PCC, if PMIP is used on S5/S8.
The MTC Device needs to recognize the different access control granularities that are applicable to it.
************ END CHANGE ************
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