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This document overviews areas of NIMTC that have security implications from a system architecture perspective. The goal is to clarify architecture assumptions as much as possible to facilitate work in SA3.
Introduction
There are several areas in which work on NIMTC may have implications for security. First, in [2], there is an overall requirement and a system level feature.

(1.1) Basic security requirement.


"MTC optimizations shall not degrade security compared to non-MTC communications" [clause 7.1.6]
(1.2) Secure connection MTC Feature


"The network operator shall be able to provide network efficient security for connection between MTC Server and MTC Devices even when some of the devices are connected via a roaming operator." [clause 7.2.10]
In addition, there are other areas in which security considerations could arise, in reference to [1].
(2.1) Shared Subscriptions
"-
It shall be possible to provision the home PLMN with MTC Subscriptions, each one shared by one or more MTC Devices." [clause 5.7.2]
(2.2) Group-based communication (MTC Feature)

"MTC Devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. This optimization may provide easier mode to control/update/charge the MTC devices, in a granularity of group, which may decrease the redundant signalling to avoid congestion." [5.1.1]
(2.3) Communication from a CN Entity to the MTC Server

" It cannot be assumed that the 3GPP Core Network can communicate directly with the MTC Server. An intermediary entity may terminate this communication. How this intermediary entity communicates with the MTC Server is out of scope of 3GPP standardization..." [4.1]


Monitoring solutions consider sending messages from a CN entity to the MTC Server with [6.25] or without [6.24] a IWF. 
(2.4) Communication from a MTC Device and the MTC Server

"The 3GPP PLMN to MTC Server Interworking Function may terminate reference points from the 3GPP PLMN core network and potentially be on the user data delivery path as well. The 3GPP PLMN to MTC Server Interworking Function may be used to expose interfaces that are not 3GPP access specific to MTC Servers, e.g. in order to facilitate the deployment and operation of services that are access system independent." [4.3]
In course of work on NIMTC for release 10, SA2 has not and will not address (1.2), (2.1) and/or (2.2) as time is lacking and prioritization has emphasized other topics. Further consideration of 2.3 and 2.4 may add clarity to the supported scenarios in release 10.
Discussion

It is assumed in the following discussion that it is not always possible to assume that the MTC Server will operate under the administrative control of the PLMN Operator. The network/link between the PDN in which the MTC Server resides and the PLMN may not be secure. Additionally, the PDN itself may be insecure. 

Communication between a CN Entity and an MTC Server may occur directly or by means of an IWF. This IWF could serve, among other things, to provide security to the 3GPP operator core network. Use cases include:

· The only use case agreed in [1] for CN Node (HSS) to MTC Server signalling is to deliver event notification, initiated by the Core Network, as a result of the MTC Monitoring function. 

· Other use cases, in which the MTC Server may initiate communication, have been discussed, but not yet agreed to be added to TR 23.888.
· To provide subscription information from the CN to the MTC Server, analogous to the use of Sh in IMS.

· To provide an application session signalling between the CN (PCRF) and the MTC Server, analogous to Rx.
When an IWF is employed between the CN Entity and MTC Server, a hop by hop security model may be necessary, as the communication between the IWF to the MTC Server is outside the scope of 3GPP. 

When the CN Entity communicates directly with an MTC Server and the MTC Server is not under the administrative control of the PLMN operator, additional security constraints may apply to this interface. For example, neither Sh, nor Rx have standard security requirements for their deployment.

Communication between an MTC Device and an MTC Server may occur with or without an IWF. The IWF could support the following functions: 

· Application layer gateways (for NAT traversal or protocol translation).

· Rudimentary session control, for example, to enable the network to avoid the use of MSISDN in order to identify MTC Devices for the delivery of SMS.

· A mechanism to provide hop by hop security for communication between the MTC Server and the MTC Server (e.g. for support of the MTC feature 'secure communication')

Note that none of these have yet been agreed and added to TR 23.888.

In general communication between the MTC Device and MTC Server is considered out of scope of 3GPP and is application-specific.
Where there is no IWF deployed on the user plane between the MTC Device and MTC Server, it is assumed that L4-L7 security will be applied to MTC Device to MTC Server communication in cases without the use of the "Secure Connection" MTC Feature. This L4-L7 security in scenarios without the deployment of an IWF is out of scope of 3GPP standardization.
References

[1] 3GPP TS 22.368 "Service requirements for machine type communications (MTC); Stage 1; (Release 10)", v10.1.0 (2010-06)

[2] 3GPP TR 23.888 "System Improvement for Machine-Type Communications; (Rleease 10)", v0.4.1 (2010-06) 

Proposal

It is proposed to send an LS to SA3.
Title:

Draft LS on Security Aspects of NIMTC Architecture

Release:

Rel-10

Work Item:

NIMTC

Source:

3GPP TSG WG SA2

To:

3GPP TSG WG SA3

Cc:

3GPP TSG WG SA1

Contact Person:

Name:

Erik Guttman

Tel. Number:
+49 157 8458 9355

E-mail Address:
erik.guttman@partner.samsung.com

1. Overall Description

SA2 has discussed security aspects of NIMTC and come to some conclusions.
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To SA3:

SA2 requests that SA3 to take the above information into consideration and to reply with any questions or concerns that arise.
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