SA WG2 Temporary Document

Page 3

3GPP TSG SA WG2 Meeting #79E (Electronic)
TD S2-103125
06 - 13 July 2010, Elbonia
Source:
ZTE
Title:
Back-off time randomization for overload control
Document for:
Discussion
Agenda Item:
2.2
Work Item / Release:
NIMTC / Rel.10
Abstract of the contribution: This contribution discusses the solution of back-off time randomization for overload control by network or MTC device.
1. Introduction

In the recent meetings, congestion and overload issue has been discussed and several solutions were proposed. Among these solutions, back-off time is applied in each solution for the purpose that it can be used to avoid an MTC Device from re-initiating an access request immediately after being rejected. Furthermore, in order to avoid large number of MTC devices that are rejected by the network due to congestion or overload from re-initiating access requests simultaneously, the back-off timer should be randomized. In this document, several solutions for randomization will be discussed.
2. Discussion

Usually, there are some options to randomize back-off time.
Option1: Randomize back-off time by RAN/CN
In the case of overload condition in the RAN, the RAN may take the decision to reject these requests. And, back-off time could be included in reject signalling. In the absence of overload condition in the RAN the request is eventually transported to the SGSN/MME, SGSN/MME can include the back-off time in reject message. 

So, RAN/CN could assign a random back off time within reasonable range in reject signalling to the MTC devices and ensure an even distribution of future incoming requests of MTC device accesses into the network.
Once MTC device receives the reject signalling with back-off time, MTC can re-initiate the access request until after the back-off time.

In this option, RAN or SGSN/MME needs to calculate the back-off time with randomization arithmetic and send it within reject message to individual MTC device, which will introduce additional complexity in network nodes.

Option2: Randomization Indicator
When RAN needs to broadcast the access control message with back-off time to MTC Device, it is not possible to broadcast individual random back-off time for every MTC Device. In system information, only common back-off time will be broadcasted. In order to randomize the back-off time, a randomization indicator can be introduced. Then, RAN can broadcast this indicator to MTC device. If the indicator is set to yes, MTC Device that is restricted to access should set the local back-off timer at random with certain range so that it can re-initiate request until after the random back-off time. 

In this option, RAN needs to broadcast additional parameter in system information, which will increase the consumption of radio resource.
Option3: Randomization by MTC device

RAN or CN node also can just send a given back-off time to MTC device. MTC device can randomize the back-off time within certain range. If back-off time is broadcast by RAN, MTC device can re-initiate request until after the randomized back-off time. If back-off time is sent in reject message, MTC device can re-initiate request until after the randomized back-off time. 

In this option, network does not introduce additional complexity, and there is no additional parameter to send, but MTC device need to produce randomized back off time.
Currently, there are already some mechanisms to assign back off time to MTC Device, such as sending back off time in SGSN/MME reject message, or RAN reject message, or system information broadcast by RAN.
If back off time is sent in SGSN/MME reject message, SGSN/MME can configure the random back off time for individual MTC devices that are rejected by the network, and can also send another “randomization indicator” to MTC devices. So, the option 1, option 2 and option 3 can be applied for this solution. 
If back off time is sent in RAN reject message, mechanism of sending back off time is similar to the case “sending in SGSN/MME reject message”. So, the above three options can also be applied for this solution. 
If back off time is sent in system information broadcast by RAN, only common parameters will be broadcast in system information. It is hardly to broadcast each value of back off time to individual MTC device. That means option 1 is not proper. So, only option 2 and option 3 can be applied for this solution.
It is proposed to introduce these options for back off time randomization in TR 23.888.

STARG OF CHANGE
6.22
Solution – Rejecting connection requests by the SGSN/MME

6.22.1
Problem Solved / Gains Provided

See clause 5.12, “Key Issue – Signalling Congestion and Overload Control”, more specifically congestion control.
6.22.2
General

A number of variants of rejecting connection requests by the SGSN/MME can be distinguished:

Rejecting connection requests per APN

The SGSN/MME and/or GGSN/PGW can reject connection requests targeted at a particular APN. When the MTC application uses a dedicated APN, the specific MTC application can be targeted that causes the congestion. 
Rejecting connection requests and attach requests per MTC Group
The SGSN/MME can reject connection requests targeted at a particular MTC Group. With the attach procedure the MTC Group Identifier can be downloaded as part of the service profile from the HSS into the SGSN/MME. When a connection request is received by the SGSN/MME, the SGSN/MME can find in the service profile if the particular MTC Device is part of a MTC Group that causes congestion. In case only the GGSN/PGW is congested, the SGSN/MME need to be informed about which MTC Group is causing that congestion.

The SGSN/MME can reject attach requests on the basis of MTC Group is the only option. One option is that the MTC Group is downloaded from the HSS during the attach procedure. However this implies the service profile is only downloaded when most of the attach procedure is already done. 

Another option would be to add the MTC Group ID to the connection requests and attach requests from the MTC Device. That way the SGSN/MME can easily identify that a particular request comes from a MTC Application that is causing congestion.

Rejecting service request and attach attempts based on MTC Device provided low priority access indication
With availability of an access priority indication from the MTC Device the SGSN/MME can take an early decision to reject the request. Depending on internal SGSN/MME congestion mechanisms the SGSN/MME can appropriately treat the “low priority access” (e.g. used by Time Tolerant MTC device) in comparison to other accesses. 

The treatment can be performed without inducing or consuming further load in the SGSN/MME and the network as it could be performed prior to the download of the service profile from the HSS. The treatment could include returning an extended back-off time to the MTC Device requesting the “low priority access”.
Providing a back-off time to the MTC Device

To avoid a MTC Device from re-initiating a connection request or attach request immediately after a reject to an earlier request, the SGSN/MME can provide a back off time to the MTC Device in the reject message. If it is the GGSN/PGW that sent the reject originally, the SGSN/MME may append a back off time to the reject message.

In case of large number of MTC Devices, to avoid them from re-initiating access requests simultaneously, the back off time should be randomized. SGSN/MME may randomize the back off time with certain range and assign it to each individual MTC Device directly. Or, SGSN/MME may send another “randomization indicator” together with the back off time to MTC Device, and then MTC Device can decide whether it needs to randomize the local back off time according to this indicator. Or, SGSN/MME may just send the given back off time, and MTC device can randomize the local back off time.
The MTC Device shall not re-initiate a similar request until after the back off time.

The SGSN/MME may store the back off time for a particular MTC Device and immediately reject any subsequent requests from that MTC Device before the back off time is expired. A new (longer) back off time may be provided to further deter the MTC Device from repeated attempts before its back off time is expired.

Providing a back off time could also be a solution to the issue of recurring (quarter/half) hourly applications. If the MTC Device could identify the recurring applications, it could delay attach request or connection requests for these applications with the back off time. How to identify such recurring applications is unclear.
6.22.3
Impacts on existing nodes or functionality

Impact on the SGSN/MME

Additional functionality for SGSN/MME with this solution includes:

· Rejection of a connection request targeted at a particular APN,

· Rejection of attach and connection requests by MTC Devices belonging to a particular MTC Group,

· Detection if an MTC Device is part of a particular MTC Group (e.g. based on subscription information requested from the HSS/HLR),

· Determining the MTC Group or APN that causes congestion, within SGSN/MME, or upon reception of indication from GGSN/PGW.

· Providing a reject cause including a back off time in the reject messages,

· Randomization of the back off time that is applicable for a particular MTC Device
· (For SGSN) Indicating MTC Group ID to GGSN

· (For MME) Indicating MTC Group ID to SGW
Impact on the MTC Device / UE

Additional functionality for the communication module in MTC Device / UE with this solution includes:

· Possibly needing to randomize the local back off time according to the back off time and the “randomization indicator” received in reject signalling, if such information is provided by the network.
· Not re-initiating further attach or connection requests before the back off time is expired, if timer value is provided by the network.
Impact on the SGW

Additional functionality for SGW with this solution includes:
· Forwarding MTC Group ID received from MME to PGW

· Forwarding the overload/congestion situation indication received from PGW to MME for a particular APN or MTC Group
· Forwarding a reject cause in the reject messages received from PGW to MME

Impact on the GGSN / PGW

Additional functionality for the GGSN and PGW with this solution includes:

· Detecting the overload/congestion

· Determining the MTC Group or APN that causes overload/congestion,
· Rejection of a connection request targeted at a particular APN,

· Rejection of connection requests by MTC Devices belonging to a particular MTC Group
· Indicating the overload/congestion situation to SGSN/MME for a particular APN or MTC Group
· Providing a reject cause in the reject messages
Impact on the HSS/HLR
Additional functionality for HSS/HLR with this solution includes:

· Storing the MTC Group Identifier as part of the subscription profile of an MTC Device
6.22.4
Evaluation
END OF CHANGE
STARG OF CHANGE
6.29
Solution – Access Control by RAN
6.29.1
Problem Solved / Gains Provided

See clause 5.12, “Key Issue – Signalling Congestion Control.”
6.29.2
General

To avoid and handle the overload situations caused by MTC Devices, the MME/SGSN can send OVERLOAD START message to the RAN node to trigger the access control for MTC Devices to avoid further access to the network. The OVERLOAD START message can include specific MTC overload actions as follows:

· Access control for all the MTC devices. RAN will broadcast “access barring for all MTC Devices” in system information.
· Access control for MTC Devices with specific group. MME/SGSN will provide group related access control information, e.g. an MTC Group or specific APN, to RAN node. Based on that, RAN node will broadcast “access barring for MTC device with specific group” in the system information; or

Editor’s note: It is FFS how the group membership is configured to the MTC device, which information the MME/SGSN provides to RAN in order to identify the group, and which information the RAN will broadcast.
· Access control for the MTC devices with specific device PLMN type. MME/SGSN will provide device PLMN type related control information, i.e. M2M device of HPLMN, M2M device of equivalent HPLMN, M2M device with PLMN on preferred list and/or other M2M device, to RAN node. Based on that, RAN node will broadcast “access barring for MTC device with specific PLMNs” in the system information.

MTC access control with different granularities could be triggered by signalling thresholds in the RAN, SGSN/MME and/or GGSN/PGW. In the case of the GGSN/PGW, the GGSN/PGW informs the SGSN/MME when a congestion threshold is exceeded.

Editor’s note: It is FFS if and how access control for MTC Devices with specific groups can be triggered by signalling thresholds in the RAN.
Editor’s note: It is FFS how GGSN/PGW informs its congested status to the SGSN/MME.
When a SGSN/MME needs to trigger a MTC access control, the SGSN/MME sends the specific OVERLOAD START message to the RAN (eNodeB/RNC/BSC) specifically for MTC devices, i.e. OVERLOAD START message including MTC devices with different granularities, barring factor, barring time, possibly including randomization indicator.

The RAN uses the information in the OVERLOAD START message to determine if and when to broadcast the corresponding MTC Device barring information in the system information to the UEs. Possibly, randomization indicator can be included as part of barring information to broadcast. When a SGSNs/MMEs sends the OVERLOAD STOP message for a MTC overload action, the RAN stops broadcasting the corresponding MTC device barring information in the system information to the UEs.
The MTC device which is going to access the network will receive the broadcasted system information for MTC access control and check whether this access is barred or not. If so the corresponding MTC devices will delay the access to the network. Subsequent initial access attempts to the network will be randomized using the last barring time provided by the RAN.
Editor’s note: Broadcasting access control barring information in a large area, e.g. whole PLMN, caused by GGSN/PGW congestion should be avoided.

6.29.3
Impacts on existing nodes or functionality
The RAN needs to support broadcasting MTC Device access control with different granularity triggered by MME/SGSN in the system information to the UEs.

The SGSN/MME needs to provide the different overload actions for MTC Devices to the RAN node.

The GGSN/PGW needs to provide the different overload actions for MTC Devices to the SGSN/MME node.

The MTC Device needs to recognize the different access control granularities that are applicable to it.
6.29.4
Evaluation
With this solution, the RAN and core network resource consumption can be avoided during congestion situation and there will be no further AS and NAS signaling initiated from MTC devices.

The broadcast information for access barring needs to be enhanced to restrict the further MTC device access with different granularity triggered by SGSN/MME or GGSN/PGW.
END OF CHANGE
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