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This paper proposes one solution with three alternatives for the key issue of MTC monitoring. It also proposes to include the following text into the TR 23.888.
Start of the first change

5.10
Key Issue – MTC Monitoring
5.10.1
Use case description
MTC Devices may be deployed in locations with high risk, e.g. possibility of vandalism or theft of the communication module. For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
5.10.2
Required Functionality
The following functionalities are required for MTC monitoring:

-
It shall be possible for the MTC User to configure the monitoring events, e.g. monitoring the association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment.
-
It shall be possible for the network to detect monitoring events.
-
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server and optionally to perform action to reduce services provided to the MTC Device.
5.10.3
Solutions

5.10.3.1
Solution 1: SGSN/MME based MTC Monitoring
5.10.3.1.1 General
MTC Monitoring events are stored in the HLR/HSS as part of the MTC subscription. When the MTC Monitoring feature is activated, those configured events are downloaded to the SGSN/MME during the Attach, RAU or TAU procedure for the special MTC Device.

Certain MTC Monitoring events shall be captured as follows:

· monitoring the association of the MTC Device and UICC

In this case, the HLR/HSS shall also configure the mapping relationship between the IMSI and IMEI. The mapped IMEI is downloaded to the SGSN/MME during the Insert Subscription procedure.

The SGSN/MME shall ask the MTC Device to offer its IMEI (e.g. Identity procedure) if this event is required. When the IMEI provided by the MTC Device is different from the IMEI provided by the HLR/HSS, the SGSN/MME shall provide a warning notification to the MTC User and/or MTC Server.
· monitoring the alignment of the MTC feature

In this case, the MTC Feature(s) shall be configured in the HLR/HSS as part of the MTC subscription and the activated MTC Feature(s) is downloaded to the SGSN/MME.

If the event is required, the SGSN/MME monitors the MTC Device behaviour, and check whether the behaviour is aligned with the activated MTC Feature, e.g. the MTC Device with low mobility feature performs RAU/TAU or handover procedure frequently, the SGSN/MME shall provide a warning notification to the MTC User and/or MTC Server.
· monitoring the attachment location

In this case, the allowed location information shall be configured in the HLR/HSS as part of the MTC subscription (e.g. for the MTC Device with fixed location) and is downloaded to the SGSN/MME.

If the event is required, the SGSN/MME monitors the location information provided by the RAN node (e.g. eNodeB, RNC or BSC), and check whether the reported location is in the scope of the configured location in geographic, e.g. the reported TAI is the member of the configured TAI List. If the MTC Device moves outside of the configured location, the SGSN/MME shall provide a warning notification to the MTC User and/or MTC Server.
For the MTC Monitoring events, default action can be predefined as well, e.g. detaching the MTC Device when the IMEI and IMSI are not mapped. In this case, the default action indication is downloaded to the SGSN/MME along with the MTC monitoring event from the HLR/HSS during the Insert Subscription procedure. When such event is detected, the SGSN/MME performs the default action. However, the SGSN/MME still needs to report those events to the MTC Server and/or MTC User, e.g. for maintenance purpose. When default action is not predefined, the SGSN/MME acts according to the indication from the MTC Server.

Three alternatives are listed below for the SGSN/MME to provide a warning notification to the MTC User and/or MTC Server when such events are detected.

Alternative 1: via MTCsig reference point

MTCsig is a new reference point between SGSN/MME and MTC Server, which is signalling based reference point (e.g. based on Diameter protocol).
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Figure 5.10.3.1-1: MTCsig reference point
Note: MTCsig reference point can also be used for other purpose, e.g. for small data transmission.

When the event is detected, the SGSN/MME sends a warning notification request message to the MTC Server via the MTCsig reference point, which includes the event type and MTC Device identifier (e.g. IMSI). The MTC Server may report this event to the MTC User. The MTC Server then responses to the SGSN/MME with offering the action indication (e.g. detach the MTC Device). The SGSN/MME acts according to the received indication offered by the MTC Server or the predefined default action indication.
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Figure 5.10.3.1-2: message flow alternative 1 of MTC Monitoring
The MTC Server address is configured in the HLR/HSS for the special MTC Device and downloaded to the SGSN/MME.

Note: Other mechanisms for the SGSN/MME to obtain the MTC Server address are not excluded.

Alternative 2: via HLR/HSS

[image: image3.emf]SGSN/MME HLR/HSS

S6a/S6d/Gr

MTC Server

MTCsh


Figure 5.10.3.1-3: via HLR/HSS

When the event is detected, the SGSN/MME sends a warning notification request message to the HLR/HSS which includes the event type and MTC Device identifier (e.g. IMSI). The HLR/HSS then forwards the notification request message to the MTC Server. The MTC Server may report this event to the MTC User. The MTC Server then responses to the SGSN/MME via HLR/HSS with offering the action indication (e.g. detach the MTC Device). The SGSN/MME acts according to the received indication offered by the MTC Server or the predefined default action indication.
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Figure 5.10.3.1-4: message flow alternative 2 of MTC Monitoring
The MTC Server address is configured in the HLR/HSS for the special MTC Device.

Note: Other mechanisms for the HLR/HSS to obtain the MTC Server address are not excluded.

Alternative 3: via P-GW/GGSN
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Figure 5.10.3.1-5: via P-GW/GGSN

When the event is detected, the SGSN/MME sends a warning notification request message to the P-GW/GGSN which includes the event type and MTC Device identifier (e.g. IMSI). The notification request message is GTP-C message, e.g. reusing the Change Notification Request message.

Upon receiving the warning notification request message, the P-GW/GGSN sends a notification request message to the MTC Server in order to report the detected event for the special MTC Device. The communication between P-GW/GGSN and the MTC Server may base on the Diameter protocol, e.g. communication between PCEF and PCRF. 

Note: Other mechanisms for the communication between P-GW/GGSN and MTC Server are not excluded.

The MTC Server address may be configured in the P-GW/GGSN for the special MTC Device.

Note: Other mechanisms for the P-GW/GGSN to obtain the MTC Server address are not excluded.

The MTC Server may report this event to the MTC User. The MTC Server then responses to the P-GW/GGSN with offering the action indication (e.g. detach the MTC Device). The P-GW/GGSN then sends warning notification response message to the SGSN/MME and the SGSN/MME acts according to the indication offered by the MTC Server or the predefined default action indication. The notification response message may reuse the GTP-C Change Notification Response message.
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Figure 5.10.3.1-6: message flow alternative 3 of MTC Monitoring
5.10.3.1.2
Impacts on Existing Nodes

HLR/HSS

· Configure the MTC monitoring event, and optional default action.
· Alternative 2:
· Communicate with the SGSN/MME and the MTC Server for transferring warning notification message.
SGSN/MME
· Detect the monitoring event, and report warning notification.
· Perform action according to the special event.

· Alternative 1:

· Introduce a new reference point MTCsig for communicating with the MTC Server.

· Alternative 2:

· Communicate with the HLR/HSS for transferring warning notification message.
· Alternative 3:

· Update the GTP-C message to transfer the warning notification information.

GGSN/P-GW

· Alternative 3:

· Communicate with the MTC Server for transferring warning notification message.

5.10.4
Evaluation
End of the first change
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