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Abstract of the contribution: This contribution discusses the GGSN/PGW police the data transmission outside of authorized time period.

For Time Controlled MTC feature, when it is outside of authorized time period and the MTC device is still with an established PDN/PDP connection, the operator may want to prevent unauthorised data transmission. In this case the GGSN/PGW needs to be informed of the beginning and end of the authorised time period. 

It is proposed to add this change to 3GPP TS 23.888 v0.2.1.
* * * Start of Change * * * *
5.9
Key Issue –Time Controlled
5.9.1
Use case description

MTC Devices with Time Controlled MTC Feature send / receive data only at certain pre-defined time periods. Network operators can pre-define / alter the time period based on criteria (e.g. daily traffic load) and only allow MTC Devices to access the network (attach to the network or send / receive data) during the pre-defined time period. The key issue aims at describing how to restrict MTC Device’s access to the network and avoid unnecessary network load outside these pre-defined time periods.

5.9.2 
Required Functionality

The following requirements can be derived from the Time Controlled MTC feature requirements specified in 3GPP TS 22.368 [2]:

-
the network operator shall be able to allocate for an MTC device time periods during which signalling or user plane traffic to/from the network are allowed;
-
the network shall be able to inform the MTC Device of time period(s) during which signalling or user plane traffic to/from the network are allowed;
-
roaming shall be supported for MTC devices with Time Controlled Feature.
-
the network shall be able to dynamically change the time periods.
-
peaks in traffic (including signalling traffic) should be avoided.
NOTE: It shall be possible for the network operator to allow or reject the MTC device’s access to the network according to the operator policy, when it is out of time period.
5.9.3
Solutions

5.9.3.1
Solution 1: network access control by the PLMN
5.9.3.1.1
General
The 3GPP network supports policing of the MTC Device's access to the network to prevent or allow (e.g. with specific charging) traffic to/from the network during unauthorized time periods. This may be accomplished as follows:

i) the operator provisions the authorized time periods within the MTC subscription in the HLR/HSS; 

ii) the SGSN/MME receives the authorized time periods from the HLR/HSS during the Attachment, Routing Area Update or Tracking Area Update procedure;
iii) The SGSN/MME provides the authorized time periods to the GGSN/P-GW, e.g. for the purpose of specific charging rate, or stopping data transmission when outside of the authorized time period.
iv) the SGSN/MME police the MTC Device's access to the network to prevent or allow (e.g. with specific charging) traffic to/from the network during unauthorized time periods. In the former case, the SGSN/MME reject the access request message (e.g.  Attach Request or Tracking Area Update Request) or Service Requests initiated by the MTC device outside of the authorized time period, and indicate the authorized time periods to the MTC device in the reject message.

Editor’s Note: It is FFS whether the network detaches MTC devices which remain attached to the network when the pre-defined time expires.
Editors Note: It is FFS whether the network should let MTC Devices attach to the network outside of the authorized time periods, but reject session management requests (e.g. Activate PDP Context Request in GPRS). 

The network may inform the MTC Devices of the authorized time periods as follows:

i) the network provides the authorized time periods to the MTC Server; the MTC Server distributes them to the MTC Devices via application level data; this approach has however the following drawbacks:  

· a modification of the authorized time periods may generate important signalling/traffic between the MTC Server and a possibly significant number of MTC Devices; 

· MTC Devices' accesses to the network may be rejected or unduly charged until the MTC Server communicates them the authorized time periods in-use in the Mobile Network.

Or

ii) the SGSN/MME provides the authorized time periods directly to the MTC Devices via NAS signalling, e.g. the first time the MTC Device registers to the network, and upon subsequent NAS signalling from the MTC Device if the authorized time periods have changed. Following an operator's update of the authorized time periods, the MTC Device might initiate NAS signalling outside of the new authorized time periods. In that case, the network may either: 

· reject the MTC Device request and return the new authorized time periods in the response; or

· accept the first access out of the new authorized time period and provide at that time the new time periods for subsequent accesses. E.g. the MME/SGSN could store both the 'Time-Intervals In-Use' (i.e. the last time intervals communicated to the MTC Device) and the 'Subscribed Time-Intervals' received from the HLR/HSS, and accept the first access of the MTC Device during the 'Time-Intervals In-Use'.

5.9.3.1.2
Impacts on Existing Nodes

The HLR/HSS need to support provisioning of time periods in MTC subscriptions.

The SGSN/MME need to police the MTC Device's access to the network according to the authorized time periods.
The SGSN/MME need to provide the MTC Devices with the time periods in NAS signalling (if NAS signalling is used to inform MTC Devices of the authorized time periods).

MTC Devices need to refrain from accessing the network outside of the authorized time periods. 

NOTE:
This implies some time management and possibly buffering in the MTC Device to differ the sending of application traffic until the next authorized time period.
* * * End of Change * * * *
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