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Abstract of the contribution: This contribution discusses the need for support of Prefix Delegation within the 3GPP architecture. Contributions S2-101177 and S2-101178 outline the required changes to 23.401 and 23.203. 
1 Overview and Motivation
Bandwidth enhancements offered by LTE enable new mobile deployment models. LTE puts mobile networks on par with current fibre/DSL/cable-based broadband networks, allowing the UE to take the place of a broadband home-gateway or home-access router. 

At the same time, IP continues to proliferate and many different devices become IP-enabled. This is particularly true for many devices found in customers’ homes such as fire or earthquake detectors, video-surveillance cameras, voice and video equipment, as well as gaming consoles. These new devices are deployed along with existing PCs etc. Even though IP provides for a unified communication mechanism, different types of devices typically require different network security settings, QoS, etc. – and are connected using different technologies (e.g. WiFi, BlueTooth, etc.). As a consequence, customers desire to partition their in-house network into different subnets, each of which with settings specific to the type or class of connected devices. 
The requirement to operate many IP-enabled devices and allow for different in-house subnets, along with the fact that most broadband providers today only offer a single IPv4 address to subscribers let to the deployment of network address translation (NAT) on the home router. Unfortunately NAT restricts end-system reachability (e.g. remote access of sensors or surveillance cameras needs specific provisions or is simply not possible) and hampers applications which either embed the IP-address into the payload of the IP-packet. 
The evolution to IPv6 re-enables the end-to-end Internet, rendering NAT on the home router unnecessary. IPv6 allows for in-home/in-house routing between different subnets (identified by different IPv6 prefixes) while keeping the global reachability of end-systems on the Internet (if so desired). 
In order to allow the UE to take on the role of a home router, the UE requires to support deployment models where multiple IPv6-prefixes are delegated to the UE. These could be multiple /64s as well as shorter prefixes (which could in turn be subnetted by the UE).
This contribution outlines several use-cases that evolve the UE to a router handling multiple connected networks and discusses corresponding additions to the 3GPP architecture.

2 Deployment Use-Cases
2.1 Use-Case 1: In-home routing
Figure 1 shows an example of a customer’s home which receives Internet broadband connectivity using a LTE service. The UE takes the role of a router, connecting multiple in-house networks:

· A sub-network for sensors and video-surveillance devices

· A sub-network for PCs, printers, laptops etc. for private use

· A sub-network representing the customer’s professional home office network
· A sub-network for entertainment devices

Within the home-network, devices use either stateful DHCPv6 to configure their IPv6 address or employ IPv6 Stateless Address Autoconfiguration. Figure 1 assumes that IPv6 addresses are assigned using IPv6 Stateless Address Autoconfiguration, hence the need for multiple /64 prefixes.

Security and QoS on the UE will likely differ for the different connected sub-networks: There will be filters in place which ensure appropriate isolation of the home-office network from the other networks, as well as e.g. parental control the network for private PCs.  
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Figure 1: Use-case: In-home routing
2.2 Use-case 2: In-house routing

Figure 2 depicts a multiparty house. Each floor is inhabited by a different family. All families share a single Internet connection, supplied by a high-speed LTE service. The subscription includes a /56 prefix on the UE. Each family receives Internet connectivity though their own, dedicated /64 network. In-house communication (i.e. data exchange between different families) is handled locally on the UE. There is no need to involve the service provider network. 
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Figure 2: Use-case: In-house routing for multi-party house
2.3 Use-case 3: Multi-technology home router deployment
Figure 3 shows an example network deployment, where the UE supports multiple connectivity options for in-home devices: BlueTooth, Wired-Ethernet, and WiFi. For operational reasons, the service provider uses different prefixes for the different types of networks. As a result, three different network prefixes are delegated to the UE for the different access networks: BlueTooth uses 2009:0f00::/64, Wired-Ethernet uses 2009:abba::/64, and WiFi uses 2009:0db8::/64.
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Figure 3: Use-case: Multi-technology home router deployment
3 Solution Discussion

3.1 Solution Approach Requirements
IETF is in the process of specifying requirements for IPv6 Customer Edge Routers [1]. Figure 4 shows an example in-home network architecture. In the use-cases discussed in this contribution the UE takes the role of the IPv6 Customer Edge Router. IPv6 Customer Edge Router requirements are defined independent from the technology used to supply the customer Internet connection.
Key solution requirements include:

· The UE should be enabled to take the role of an IPv6 Customer Edge Router.

· Prefix delegation to the UE should follow the approach in [1], i.e. it should be independent from mobility specific signalling (i.e. prefix delegation as part of the PDP-Context/EPC-Bearer establishment should be avoided).
· The existing addressing architecture should be kept in place, i.e. IPv6 Stateless Address Autoconfiguration on the UE to PDN-Gateway connection should continue to be supported. 
· Changes to the overall architecture should be kept to a minimum.
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Figure 4: IPv6 end-user network architecture draft-ietf-v6ops-ipv6-cpe-router
3.2 Solution Approach based on DHCPv6 Prefix Delegation

The IETF has specified capabilities within DHCPv6 to support prefix delegation (PD) as described in RFC 3633. A solution based on DHCPv6 PD does not require any changes to existing mobility signalling protocols (like e.g. GTP). It allows prefixes to be delegated to the UE independent from the PDP-context/EPC-bearer establishment. This means that if so required, prefixes delegation can happen well after network attachment. Figure 5 outlines the approach complementing the existing 3GPP addressing architecture with DHCPv6 prefix delegation: DHCPv6 is used to delegate a /56 prefix to the UE. In the deployment shown, the UE subnets the /56 further and uses a /64 for each of the connected subnets. UE and PDN-Gateway will continue to use IPv6 Stateless Address Autoconfiguration to configure an IPv6 address for the UE.
Contribution S2-101177 gives an overview of the anticipated changes to 3GPP TS 23.401 to introduce prefix delegation using DHCPv6.
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Figure 5: Solution approach with DHCPv6 Prefix Delegation
3.3 Call flow

Figure 6 outlines a call flow for IPv6 address assignment – including prefix delegation.
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Figure 6: Address assignment call flow, including prefix delegation
Summary steps with reference to Figure 6 (circled numbers):

(1): The PDN-Gateway receives one or more Delegated-IPv6-Prefix attributes/AVPs from the AAA-Server as specified in RFC 4818 [4] during session creation or obtains delegated prefixes from a locally defined pool on the PDN-Gateway. The PDN-Gateway sends the (solicited or unsolicited) Router Advertisement (RA). The UE completes stateless address autoconfiguration procedures.
(2): In case the UE also acts as a router, it will start the stateful DHCPv6 Prefix Delegation procedure after receipt of the RA. The UE acts as a “Requesting Router” as described in RFC 3633 [3] and inserts one or more IA_PD option(s) into the DHCPv6 Solicit message to acquire the delegated prefix from PDN-Gateway, which acts a “Delegating Router”. The UE optionally includes the RAPID_COMMIT option in the DHCPv6 Solicit message to trigger two-message DHCPv6 procedure instead of the four-message DHCPv6 procedure as described in RFC 3315 [2].
(3): The UE receives one or more IA_PD prefix(es) in the DHCPv6 Reply message for every IA_PD option that it sent in the DHCPv6 Solicit message.
(4): Upon receiving the delegated prefixes, the UE assigns a subnet from each of the delegated prefixes to each of the links to which the associated interfaces are attached. IPv6 address assignment within the in-home network takes place using DHCPv6 or SLAAC (if applicable).
3.4 Additional Considerations

3.4.1 QoS model for Prefix Delegation / Impact on PCC

It is seen as beneficial to limit the changes to PCC, as occurred by the introduction of prefix delegation into the 3GPP architecture to the minimum required. Suggested changes are based on the following assumptions:

· QoS/policy for additional delegated prefixes assigned to a UE should be managed in the same way as the current /64 network prefix of the UE. 

· The granularity of QoS/policy rules of PCC should not change, i.e. a delegated prefix should be treated as an atomic entity by PCC. PCC will not define nested/hierarchical policies for delegated prefixes.
IPv6-related policy rules in 3GPP TS 23.203 are currently defined using the IPv6 address within the flow definitions. Different from this, stage 3 procedures (i.e. 3GPP TS 29.212) use IPv6 network prefixes (instead of IPv6 addresses) within the flow and filter definitions. This means that the stage 2 and stage 3 specifications are inconsistent on this particular topic. Support of multiple delegated prefixes including prefixes shorter than /64 can leverage the already existing approach in stage 3. To support policy rules for delegated prefixes, IPv6 flow definitions need to include support for (potentially multiple) IPv6 prefixes. Flow definitions may include a number of IPv6 network prefixes, even without explicitly specifying an IPv6 address as part of the 5-tuple flow definition. 
Prefix delegation will optionally succeed stateless IPv6 address autoconfiguration. Changes in network prefixes delegated to the UE will eventually require changes to the active policy rules in PCEF for the UE. This requires policy modifications be triggered by network prefix changes, including network prefix delegation reconfiguration.
Contribution S2-101178 outlines the changes required to harmonize stage 2 and stage 3 specifications – while introducing support for prefix delegation. 
3.4.2 Support for static prefixes
It is anticipated that static prefixes will used much in the same way as static addresses are used in the current architecture. If required, static prefixes will be assigned using one or more “Delegated-IPv6-Prefix” attributes/AVPs from the AAA-Server.
3.5 Related Work

The following sections describe related network connection sharing solutions.
3.5.1 Stateless IPv6 Prefix Delegation for IPv6 enabled networks
Stateless IPv6 Prefix Delegation as described in [8] is an algorithmic method for assigning prefixes to in-home network behind a CPE router. This method involves the CPE and the WAN Gateway individually computing IPv6 prefixes to be assigned to in-home network interfaces of the CPE by combining a Service Provider Prefix and a unique identifier associated with the CPE. The CPE receives the Service Provider Prefix configured on the Gateway using a DHCPv6 Information Request. The unique identifier associated with the CPE could be (1) the unique /64 prefixes assigned to its WAN interface; (2) the IPv6 address assigned to it using DHCPv6; (3) the IPv4 address (as used in case of “6rd”); or (4) the Interface Identifier (IID) of its WAN link. It is essential that both the CPE and the Gateway use the same unique identifier for computing the delegated prefix as there is no explicit signaling of the prefix in entirety. The CPE splits the prefix thus computed (which is shorter than /64) to make multiple /64 prefix for the in-home interfaces. Since the router can compute the delegated prefix iself, it can perform routing based on the computed prefix.
Evaluation: While Stateless IPv6 PD provides for a lightweight delegation process, it only allows a single prefix to be delegated to the UE, and as a consequence can only meet the requirements of the use cases 1 and 2, but not in 3. In addition, the procedure requires that the prefix length is that of the UE with the shortest prefix requirement. This could lead to a very sub-optimal use of the overall address space – especially given that it is assumed that only a smaller subset of all connected UEs will require delegated prefixes at all.

3.5.2 Neighbor Discovery Proxies
A CPE device acting as a Neighbor Discovery Proxy as described in [9] serves as a bridge between WAN connection and a local LAN segment. It proxies ICMPv6 Neighbor Solicitation, ICMPv6 Neighbor Advertisement, ICMPv6 Router Advertisement and ICMPv6 Redirects between the WAN and LAN segments and thereby enables sharing of a single /64 prefix among the two interfaces. 
Evaluation: ND Proxies cannot support multiple prefixes and hence the requirements of the use case 3 cannot be met.
3.5.3 Network Mobility (NEMO) Basic Support Protocol
Network Mobility Basic Support Protocol as described in [10] enables a Mobile Network (a Mobile Router and a network consisting of one or more LAN segments behind the Mobile Route) to attach to different points in the internet. An IPv6 prefix, called Mobile Network Prefix, is delegated to the Mobile Router and is advertised in the Mobile Network.

Evaluation: NEMO uses inband signaling to delegate prefixes, i.e the procedures of prefix delegation are coupled with those managing mobility. The current approach in 3GPP for IPv6 address assignment is to decouple bearer establishment signaling from IPv6 address assignment and hence NEMO-like procedures cannot be applied 1:1 to the 3GPP architecture.
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