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1. Overall Description:

CT1 would like to thank SA2 for their LS on emergency attach in a shared LTE network (S2‑096386/ C1‑095104). 

CT1 have analyzed the scenario described by SA2 and came to the same conclusion as SA2, i.e. when the eNB selects a different PLMN as recipient for the ATTACH REQUEST for emergency bearer services than the one selected by the UE, the UE and the MME will use different PLMN IDs for the derivation of Kasme, and  subsequently ciphering and integrity protection will fail due to the different security keys used by the UE and the MME.   

CT1 have started to discuss possible solutions to the problem and would like to ask RAN2, RAN3, SA2 and SA3 to consider the following issues:

1) One proposal discussed by CT1 was to solve the problem on AS level: since the eNB is re-selecting the PLMN, it could inform the UE immediately during or after RRC connection setup about the identity of the actually selected PLMN. 

This seems to be the solution with the least overall impact; therefore, CT1 would like to ask RAN2 and RAN3 to study this solution and implement it in their Rel-9 specifications, if possible.

2) A second proposal discussed by CT1 was that the MME should skip authentication, when the information provided by the eNB with the S1AP Initial UE message indicated to the MME that the eNB had performed a PLMN re-selection. 

CT1 would like to ask SA2 and SA3 if such a solution would be acceptable for variant b, c and d of the four different behaviours of emergency bearer support defined in TS 23.401, subclause 4.3.12.1:

b.
Only UEs that are authenticated are allowed. These UEs must have a valid IMSI. These UEs are authenticated and may be in limited service state due to being in a location that they are restricted from service. A UE that can not be authenticated will be rejected.

c.
IMSI required, authentication optional. These UEs must have an IMSI. If authentication fails, the UE is granted access and the unauthenticated IMSI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs).

d.
All UEs are allowed. Along with authenticated UEs, this includes UEs with an IMSI that can not be authenticated and UEs with only an IMEI. If an unauthenticated IMSI is provided by the UE, the unauthenticated IMSI is retained in the network for recording purposes. The IMEI is used in the network to identify the UE.

3) CT1 also discussed a third proposal to add the Serving PLMN ID used for the derivation of Kasme to the Authentication Request and Security Mode Command message.

This would allow avoiding the problem raised by SA2, however, it would also mean to change the requirement that the UE uses the PLMN ID broadcast by the selected PLMN with the system information for the derivation of Kasme. CT1 understands that this requirement is essential to ensure the binding of a set of EPS authentication parameters to a specific PLMN, i.e. to ensure cryptographic separation between different networks. 

One possible modification would be to allow the UE to accept any PLMN ID that is broadcast in the selected cell. CT1 would like to ask SA3 to analyze this proposal and provide feedback whether SA3 finds any security issues with it. 

4) A fourth proposal discussed by CT1 was to solve the problem by enhancing the signalling between MME and HSS: 

If the MME provides the HSS also with the identity of the PLMN originally selected by the UE (provided by the eNB to the MME with the S1AP Initial UE message), the HSS can use this PLMN ID for the derivation of Kasme, and thus the problem can be avoided.   

CT1 would like to ask SA3 to analyze also this proposal and provide feedback whether SA3 finds any security issues with it. 

2. Actions:

To RAN2, RAN3 group:

ACTION: 
CT1 kindly asks RAN2 and RAN3 to study solution 1 and implement it in their Rel-9 specifications, if possible.

To SA2 group:

ACTION: 
CT1 kindly asks SA2 to answer CT1's questions concerning the solution 2.

To SA3 group:

ACTION: 
CT1 kindly asks SA3 to answer CT1's questions concerning the solutions 2, 3 and 4.
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