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This document evaluates the applicability of the different security options for WLAN offload and proposes further security aspects to be reviewed as part of the IFOM work. 

1
Introduction
The increased popularity of smart UE’s and the popularity of dongle usage in Home PC’s and laptops have resulted in a tremendous growth in mobile data traffic over the last year. This increasing trend and the increased demand of this to the mobile operator backhaul and core network has motivated them to investigate other options to lower the cost on providing data access. This has led to different standardization work in Rel-10 within the 3GPP community to offload data to various accesses (macro network offload and femtocell offload as part of SIPTO WI, and WLAN offload as part of IFOM WI) whenever possible and at the earliest point feasible. 
For WLAN offload, this would allow operators to use WLAN as an extension of their cellular access and thus increase the overall system capacity while minimising the access cost. Additionally, we see the following benefits for WLAN offload if we could enforce a little more control of this IEEE 802.11 feature:
· It is much easier to support multiple UE’s on different MNO contracts, using IEEE 802.11 than 3G for IP offload.

· Voice can remain on the 3G network; however, the IEEE 802.11 data interface on the UE will need to operate simultaneously with the 3G network interface. 

· Security architectures for the UE to the point of trust (Security Gateway) in the ISP can be developed to address the problem of inconsistent security protection.

· The number of technologies and operators in the end to end data chain will be reduced, making QoS easier to manage end to end. 

· The end user can take advantage of “In the cloud” security services such as Child Protection. Anti-virus and malicious URL detection with consistent look and feel across devices and reduced licensing costs compared with individual end point solutions.

· Network selection may be automated and controlled in line with features in the IEEE 802.11u amendment. 

2
Discussion
The security architecture and mechanism will always determine if certain offload options are possible, i.e. where is possible to “break in” to any security tunnel that the IP data flows through. For WLAN offload, we have identified the  following 3 different options
1. Do nothing, and rely on the user configuring the IEEE 802.11 link layer correctly and risk open connections elsewhere in the chain. 

2. Reuse EPS/I-WLAN EAP-AKA with IPsec according to TS 33.402 and TS33.234, respectively.

3. Re-use TLS with certificates credentials.  

2.1 Option 1: Rely on the user configuring the IEEE 802.11 link layer correctly

This is difficult for the user and relies often on entering hex codes for WPA keys at both ends of the UE-AP link. Only the first link is protected, with the links to the ISP unprotected. 
2.2 Option 2: Reuse EPS/I-WLAN (EAP-AKA) with IPSec according to TS 33.402/TS 33.234
Reusing the existing IPSec mechanism requires that the HSS, AAA server and ePDG or PDN are in the HPLMN as shown in the diagrams below      
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Figure 1: EPS Architecture (TS 23.402)
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Figure 2: I-WLAN Mobility Architecture (TS 23.327)

This means that the MNO data access costs are not as low as they could be if the WLAN operator used independent security mechanisms (but trusted from the MNO perspective)

A variation of I-WLAN with independent security features i.e. WLAN operator deployed HSS, AAA server and PDG and UICC application, could be studied by SA3 (this can be an extension of the IFOM work, or equally within their I-WLAN work item). The non seamless WLAN offload assumption may make this feasible if seamless handover taking advantage common credential is not required.           

2.2.1 Support in devices  

Despite the 3GPP specification, I-WLAN is not well supported in devices at the moment apart from a few procured by FMC operators.   

2.2.2  Support for retention of voice on 3G 

The device will of course have a UICC so is unaffected by the recent decision by SA3 that EAP- AKA, could not be implemented outside a UICC for “devices” that have a 3G radio interface. However, as was pointed out in section 1 in this contribution:  

1. Voice needs to remain on the 3G network; so the UICC will have to have 2 USIM applications operating simultaneously. SA3 have ruled this out in the current UICC/USIM specifications.    

2. It is difficult for ISP to provide equivalent services for all MNO and vice versa as UICC is dedicated to one MNO. 

3. It is difficult to support secure IP offload for multiple UE’s on different MNO contracts as the security credentials used for EAP reside in a UICC and HSS.

So, unless these restrictions are removed from the current UICC/USIM specifications, this option would have to be ruled out.  
2.3 Option 3: Use EAP-TLS with certificates
2.3.1 Support in devices  

This is now supported in a large number of end user devices and has been mandated for support of emergency call in IEEE 802.11 and 3GPP – I-WLAN. The Wireless Broadband Alliance (WBA) has also completed trials using EAP-TLS as common security mechanism for WBA members. [1] 

Since EAP-TLS unlike EAP-AKA can run independently outside the UICC (in a secure area of the UE) it is possible to operate the IEEE 802.11 interface on the UE simultaneously with the 3G network interface. Previous concerns that SA3 had with using certificates concerning handover performance, are less of an issue with the IP offload interface, as the user requires “nomadicity” rather than fast mobility, when they have settled in one location to use a web based service (non seamless WLAN offload)

Another issue that SA3 has had with certificates was actually getting them into the device in the first place and ensuring that they were recognised by all possible visited networks, as well as the MNO they have the contract with. This concern can now be addressed by recent developments in certificate management [2] 

Note that this method explicitly gives independent security as the MNO does not need to recognise certificates used by the WLAN operator.     

Conclusion and Proposal

SA2 is asked to: 
1. Consider the requirements or otherwise for secure WLAN offload and if required whether the security features should be independent but also provide: 

· The MNO with a level of security that they understand and trust (e.g. using EAP-AKA IPSec or EAP-TLS i.e. not some device MAC clear traffic approach) 

· The WLAN configurability and visibility that MNO’s require e.g. the equivalent of allowed and barred networks for WLAN and visibility of the ciphering state at the WLAN link layer (WEP, WPA, WPA2) –taking advantage of the TGu amendment to the WLAN specs will allow this integration rather than the “treat WLAN as a black box” approach in the original I-WLAN work. 
2. Instigate discussions with SA3 as required with changing the IFOM WID ‘Security Aspects’ section from “none” to ‘Required’
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