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1. Introduction 
1.1 Requirements and scope

MTC monitoring is one of features to fulfil the objective of NIMTC item and is related to detection of vandalism or theft. The goal of this issue is to detect the following events as stated in SA1 requirements. 
-
behaviour which is not aligned with other activated MTC Feature(s)

-
change in the point of attachment

-
change of the association between the UE and the UICC
To detect these events, user can choose the events to be detected as described in SA1 requirements. Therefore each event should be handled identically.
-
The MTC User shall define which events will be detected. 
And after detecting the above events, the following activities are needed for reporting to the user or the server and limiting the services as follows.
-
Upon event detection, it shall be possible for the network to 

-
provide a warning notification to the MTC User and/or MTC Server

-
limit the services provided to the MTC Device (e.g. reduce allocated resource) 

-  The MTC User shall define what occurs when an event is detected.
2. Discussion
2.1 Use cases for MTC monitoring
From the requirements, MTC monitoring is a network functionality to detect the above events. To enable this, following use cases are available in the UE’s point of view.

-
MTC devices should align its MTC feature with other activated MTC feature(s).
-
MTC devices should be operated in pre-defined areas.

-
UICC should be used with only its configured MTC device.
2.2 Required functionality for MTC monitoring

From the use cases, information such as features, locations, and device id are needed to detect the events and to be specified in the subscription information. And detection of these events is related to authentication and location management based on the subscription data. That is, core network node (e.g. SGSN/MME) is an appropriate point to detect these events. 
Proposal ) it shall be possible for core network to detect the configured events based on the subscription data (e.g. events, location, MTC device ID, etc.)
Then, if one of the events is detected, it shall be possible for core network to provide a warning notification to the MTC user and/or MTC server and limit the service provided to the MTC device.
Therefore, the required functionalities for MTC monitoring can be described as follows : 
-
It shall be possible to specify the MTC features which can be aligned together, the events which are to be monitored, the location which the MTC device is operated and the device ID which is related to the UICC.
-
If monitoring of MTC device is allowed, it shall be possible for core network to detect the configured events based on the subscription data (e.g. events, location, MTC device ID, etc.)
-
If one of events are detected, it shall be possible for core network to provide a warning notification to the MTC user and/or MTC server and limit the service provided to the MTC device.
-  The MTC User shall define what occurs when an event is detected.
2.3 Proposed solutions

From the required functionalities, we propose a solution as follows.
For MTC device, its subscription data should include the events, the pre-defined area and the IMEI for identifying the MTC device. Here, the events can be one of the three monitoring event as captured in the above use case description. The location is predefined areas which the MTC device is allowed to stay and is described with the form of area index (e.g. TAI, CGI, ECGI). IMEI is configured to limit the usage with UICC. These subscription data are stored in HLR/HSS.

During the attach procedure, SGSN/MME requests the subscription data to HLR/HSS. If required from the subscription data, the network requests UE to provide its IMSI and IMEI to SGSN/MME. The SGSN/MME then checks the association between the UE and the UICC based on the identifiers from the UE against the subscription information from HLR/HSS (e.g. the allowed IMEI). 

NOTE: as an alternative, the IMEI-IMSI association may be stored in a database other than the HLR/HSS (e.g. the EIR). It is FFS whether IMSI and IMEI, or some other identities, will be used for MTC devices.

If required from the subscription data, the SGSN/MME next checks the point of attachment based on the location information from RAN against the subscription information from HLR/HSS (e.g. the allowed location list).

During the RAU/TAU/Handover procedure with SGSN/MME change, target SGSN/MME request the UE context to get the subscription information to the source SGSN/MME(e.g. the allowed IMEI and the allowed location list). In this case, the UE should provide IMEI. 

The other monitoring procedure is same with that of the attach procedure.

If the events are detected, the SGSN/MME can provide a warning notification to the MTC user and/or MTC server and limit the service provided to the MTC device. Warning notification should include the IMSI, the type of event, the time of happening, the location, IMEI of the attached device. For limitation of service, the SGSN/MME can reject to the UE by providing the related cause.

Note : It is FFS how to handle the event “MTC devices should align its MTC feature with other activated MTC feature(s).”
3. Proposal 
We described the issues on the MTC monitoring for NIMTC and propose the following changes to be added to TR 23.888.
***** First Change *****

5.x
Key Issue – MTC Monitoring
5.x.1 Use case description

For MTC Monitoring, several use cases should be captured to detect the following events in this TR :

-
MTC devices should align its MTC feature with other activated MTC feature(s).
-
MTC devices should be operated in pre-defined areas.

-
UICC should be used with only its configured MTC device.
5.x.2 Required Functionality

To enable monitoring the use cases the following requirements shall be met:

-
It shall be possible to specify the MTC features which can be aligned together, the events which are to be monitored, the location which the MTC device is operated and the device ID which is related to the UICC.
-
If monitoring of MTC device is allowed, it shall be possible for core network to detect the configured events based on the subscription data (e.g. events, location, MTC device ID, etc.)
-
If one of events are detected, it shall be possible for core network to provide a warning notification to the MTC user and/or MTC server and limit the service provided to the MTC device.
-  The MTC User shall define what occurs when an event is detected.
5.x.3
Solutions

5.x.3.1
Solution 1 
5.x.3.1.1
General
For MTC device which is configured to use the MTC monitoring feature, its subscription data should include the events, the location and the IMEI. Here, the events can be one of the three monitoring event as captured in the above use case description. The location is predefined areas which the MTC device is allowed to stay and is described with the form of area index (e.g. TAI, CGI, ECGI). IMEI is configured to limit the usage with UICC. These subscription data are stored in HLR/HSS.
During the attach procedure, SGSN/MME requests the subscription data to HLR/HSS. If required from the subscription data, the network requests UE to provide its IMSI and IMEI to SGSN/MME. The SGSN/MME then checks the association between the UE and the UICC based on the identifiers from the UE against the subscription information from HLR/HSS (e.g. the allowed IMEI). 
NOTE: as an alternative, the IMEI-IMSI association may be stored in a database other than the HLR/HSS (e.g. the EIR). It is FFS whether IMSI and IMEI, or some other identities, will be used for MTC devices.

If required from the subscription data, the SGSN/MME next checks the point of attachment based on the location information from RAN against the subscription information from HLR/HSS (e.g. the allowed location list).
During the RAU/TAU/Handover procedure with SGSN/MME change, target SGSN/MME request the UE context to get the subscription information to the source SGSN/MME(e.g. the allowed IMEI and the allowed location list). In this case, the UE should provide IMEI. 
The other monitoring procedure is same with that of the attach procedure.

If the events are detected, the SGSN/MME can provide a warning notification to the MTC user and/or MTC server and limit the service provided to the MTC device. Warning notification should include the IMSI, the type of event, the time of happening, the location, IMEI of the attached device. For limitation of service, the SGSN/MME can reject to the UE by providing the related cause.

 Editor’s Note : It is FFS how to handle the event “MTC devices should align its MTC feature with other activated MTC feature(s).”
5.x.3.1.2
Impacts on Existing Nodes

***** End of First Change *****
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