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Abstract of the contribution: This contribution proposes to add architecture with enhancement for service control optimization (e.g. monitoring the MTC device, check for theft or vandalism).
Discussion

According to the requirement from stage 1 TS 22.368, monitoring feature is introduced for MTC devices that are deployed in location with high risk. The network supporting this feature shall have the capability to detect events and report notification message to the MTC user/MTC Server.
This feature requires the network to have the capability to detect abnormal event and report such information to the MTC service level (e.g. the MTC Server). Considering the MTC Server may response to this event notification and may instruct the network to perform proper action (e.g. limit the MTC device using the service if abnormal case occurs), the bidirectional channel for information exchange between the network and the MTC user/MTC Server is necessary.
This paper discusses a possible architecture to fulfill such requirement, and it may bring advantages listed below:
· Making it possible for the network to report event notification to the MTC service layer (e.g. the MTC Server).
· Reducing the complexity of core network entities (e.g. the SGSN/MME) due to implementation of logic specific to a certain MTC service, by moving such service logic to MTC AS layer from the core network entities.

· Making it easier to change the MTC service logic since the main judgment and decision is made by the MTC AS layer.

· Enabling the MTC Server’s capability to verify the information from MTC device, by enquiring such information from the network.

· Making it possible for the MTC device to transfer PAM message when user plane is not available.
For the purposes above, this paper brings a possible architecture especially aiming at the service control optimization.

Proposal
For the purpose above, this paper brings a possible architecture for discussion, especially aims the service control optimization, and proposes to add it to TR23.888 as an alternative.
Start of Change

4.2.X
Alt X: Architecture for service control optimization

This architecture defined here introduces a new logical entity located in core network which connects the access layer (e.g. the SGSN/MME) with the MTC service layer (e.g. the MTC Server), for the purpose of detecting/reporting MTC events and providing access level information of a MTC device to the MTC AS layer.
4.2.X.1
Objective
The main objectives of this solution are as follows:

-
Providing user plane data transmission channel for normal usage.

-
Providing control plane data transmission channel for special usage (e.g. to transfer the PAM message when user plane is not available).

-
Supporting the SGSN/MME to detect MTC events with instruction of MTC subscription.

-
Supporting the SGSN/MME to report MTC events to the MTC GW/MTC Server.

-
Supporting the MTC GW/MTC Server to query access level information of a MTC device from the SGSN/MME.
-
Supporting the MTC GW/MTC Server to control the MTC device access to the network.

4.2.X.2
Architecture Reference Model
The architecture to support MTC data transmission and service control optimization (e.g. MTC monitoring feature) is shown in Figure 4.2.x. The figure below shows the EUTRAN access case, for the GERAN/UTRAN access it is similar with this one.
This architecture provides a control plane data transmission channel which can be used for PAM message transfer if the user plane is not available, as well as the user plane data transmission channel.

Besides the functionality of data transmission, this architecture supports the SGSN/MME to detect the MTC events according to the MTC subscription and to report such event to the MTC Server. It also makes it possible for the MTC AS layer (e.g. the MTC Server) to query access level information of an MTC device, or subscribe/unsubscribe MTC events.
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Figure 4.2.X-1: Architecture for service level control optimization

The MTC-MME interface above is defined to enable the MME report MTC events (e.g. attach/detach event, mobility event) to the MTC Server via MTC GW. It also enables the MTC Server query access level information of a MTC device or subscribe/unsubscribe MTC events via MTC GW.

The MTC-GW interface above performs protocol translation and provides the connection between the MTC Server connect and MME via MTC GW, and this interface may not need to be standardized.
The MTC GW above hides the network topology to the MTC Server and can serve multiple MTC Servers. Also the MTC GW can verify the validity of the MTC Server. If the MTC Server is controlled by the operator, the MTC GW may be omitted so that the MTC Server can directly connect to the SGSN/MME via MTC-MME interface.

4.2.X.3
Functional Entities
The HSS stores the MTC subscription and downloads it to the SGSN/MME. The operator shall make sure that the MTC subscription is well organized to fulfil the requirement of this architecture solution.
In addition to the standard MME behaviour defined in TS23.401 [X1], the MME which has been enhanced for MTC service shall provide the following functions:

· Detecting MTC event indicated in MTC subscription.

· Reporting MTC event to MTC GW/MTC Server.

· Providing information of MTC device to MTC GW/MTC Server.
· Rejecting the access request of a MTC device when receiving the reject indication from the MTC GW/MTC Server.

· Transferring the MTC PAM message carried in NAS message from the MTC device to the MTC GW/MTC Server.
The MTC GW is a new entity which provides the following functions:

· Transferring the MTC PAM message between the MME/SGSN and the MTC Server, in case the user plane is not available.

· Forwarding the request for the MTC device information from the MTC Server to the MME/SGSN, and carries the response back.
· Forwarding the MTC event report to the MTC Server when receiving the report from the MME/SGSN.

· Verifying the validity of the MTC Server and rejecting the request from malicious MTC Server.
The MTC GW/MTC Server belongs to the AS level and may perform the following functions:

· Performing the access check when receiving the MTC event report, e.g. checking IMSI/IMEI pair when receiving attach event report, or check time/location limitation when receiving attach/mobility event report.

· Indicating the access rejection to the MME/SGSN when access check fails.
4.2.X.4
Message Flows
4.2.x.4.1
Attach procedure

The figure 4.2.x-2 below briefly describes the attach procedure of the MTC device, with emphasis on the interaction between the MME and the MTC GW/MTC Server.
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Figure 4.2.X-2: Attach procedure

1.
The MTC UE (MTC device) initiates attach request.

2.
After the authentication/security check, the MME sends update location request to the HSS.

3.
Within update location ack response, the HSS downloads to the MME the MTC subscription which includes the MTC features and event report indications.

4.
The MME stores the MTC subscription. If the attach event report indication is included the MME will trigger the attach event report to the MTC GW/MTC Server later on.

5.
The MME request to create default bearer for the MTC UE.

6.
The MME sends MTC event report (attach event) to the MTC GW/MTC Server.
Editor’s Note: The MME may obtain the MTC Server address through the MTC subscription, or the MME may not know the MTC Server address but the MTC GW is configure the MTC Server for each MTC device or MTC group.

7.
The MTC GW/MTC Server send back MTC event report response to the MME. According to the information in the MTC event report, if the MTC GW/MTC Server detects that the MTC UE (MTC device) is not allowed to access (e.g. due to IMSI/IMEI pair failure, location limitation, etc.), an access rejection indication will be included. If the MME receives the access rejection indication it will reject the attach request and performs corresponding procedure.

Editor’s Note: The information included in the MTC event report are defined in the MTC subscription, the detailed definition is stage 3 work.

8.
The MME returns Attach Ack message.
4.2.x.4.2
MTC Service triggered detach procedure

The figure 4.2.x-3 below shows the MTC Service triggered detach procedure, when the MTC GW/MTC Server receives MTC event report and detects that the MTC device is not allowed to access to the network anymore.
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Figure 4.2.X-3: AS triggered detach procedure

1.
The MTC UE (MTC device) attaches to the network, attach event is reported to the MTC GW/MTC Server.
2.
The MTC GW/MTC Server subscribes the MTC event for the need of service control.

3.
MTC event occurs and is detected by the MME.

4.
The MME send MTC event report to the MTC GW/MTC Server.

5.
The MTC GW/MTC Server detects the access limitation according to the MTC event report and service profile.

6.
The MTC GW/MTC Server sends detach request to the MME.
7.
The MME performs detach procedure.
8.
The MME sends MTC event report (detach event) to the MTC GW/MTC Server, if needed.
4.2.x.4.3
MTC data transfer procedure

The normal MTC data transfer uses the user plane via service level protocol, which is out of the scope of this TR.

4.2.x.4.4
PAM message transfer procedure

The figure below shows the PAM message transfer procedure via control plane, if the user plane is not available.
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1.
The MTC UE (MTC device) packs MTC message (i.e. PAM message) in the NAS data.

2.
When receiving the MTC message packed in NAS data, the MME unpacks the MTC message, and forwards the MTC message to the MTC GW/MTC Server.

3.
The MTC GW/MTC Server sends back MTC message response.

4.
The MME sends NAS data delivery report to the MTC UE.

4.2.X.5
Evaluation
End of Change
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