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1. Introduction
1.0 Background
This paper summarizes the various scenarios and solutions discussed in relation to the issues arise due to having the PLMN Identity as input to the master key Kasme derivation. This paper also proposes a way forward on this issue.
One underlying problem as indicated in S3-092168 is the following (quoted from S3-092168):

The underlying problem (…) is that the UE and MME may believe the UE is attached to different PLMNs when an EPS-AKA procedure is performed. The problem is that while the authentication part of the EPS-AKA procedure will succeed at both the UE and MME (i.e. AUTN checking passes in the UE and the RES/XRES comparison passes in the MME), the key agreement part will have failed as the UE and MME having different KASMEs. This is because KASME generation uses the PLMN ID (see Annex A.2 of TS 33.401) and KASME generation in the UE is lined to the successful reception of the Authentication Request Message (see clause 6.1.1 of TS 33.401). A subsequent NAS SMC procedures to take this partial security context into use will fail due to the different KASMEs.
Another problem should be considered as well, which is not related to EPS AKA.

Problem 2: Inability of new MME to complete the creation of the EMM context:

This problem occurs at least with scenarios 1 and 2. The applicability to other scenarios is ffs. 
In these scenarios, the new MME in PLMN_B would not be able to complete the creation of the EMM context, because due to the missing TAU, the new MME in PLMN_B would not start the dialogue with the HSS. However, according to the message flow in 23.401, 5.5.2.2.3, the user plane would already have been switched over to the new MME. Apparently after some time the SGSN and the new MME would also release the Iu resources and any resources established between the SGSN and the new MME for data forwarding, and then it is not clear whether the new MME would "happily" remain in the state forever (providing packet services via the EPS bearer, without having a proper EMM context for the subscriber) or take any measures, e.g. release the S1 and radio connection. 

When this happens and the UE has uplink data or signalling to send, it will initiate a service request. As this service request will routed by the eNB based on the (old) S-TMSI, it will be forwarded to the old MME in PLMN_A. This old MME would still have the subscriber context (no cancel location received from the HSS, since the MME did not start any dialogue to the HSS), so it would try to (re-)establish the user plane via the old SGW. This might work only if the new MME selected the same SGW. 
1.1 Problem Statement

There are two problems to be solved:

PROBLEM-1: When UE is in connected mode and network selects a new PLMN for the UE on handover, (a) how to ensure that UE performs TAU and (b) how to ensure that the UE and MME have the same Kasme?
PROBLEM-2: When UE with valid-USIM is performing emergency attach and the eNB selects a new PLMN for the UE, how to ensure that both the UE and the MME have the same Kasme (and PLMN-ID) if EPS-AKA is performed?
2. Discussion
2.1
Scenarios
The following subchapters describe potential scenarios to be covered.
2.1.1 
Scenario Description
2.1.1.1
Scenario 1: 2G/3G Inter-RAT HO to shared LTE with ISR active
The following scenario is taken from RAN2 LS in S2-096558:
Cell_1: E-UTRAN cell. 

It broadcasts PLMN_A and PLMN_B (network sharing), TAC_1

Cell_2: UTRAN cell.

It broadcasts PLMN_A

Step i: the UE is connected in Cell_1, registered on PLMN_A 

Step ii: HO from Cell_1 to Cell_2, the UE is now connected to Cell_2. RAU is performed and ISR is activated. The registered PLMN is still PLMN_A.

Step iii: HO from Cell_2 to Cell_1, the UE is now connected to Cell_1, and the source RNC has chosen PLMN_B as target PLMN. The UE sees that its previously registered PLMN (PLMN_A) is broadcasted in the cell. The TAU is not triggered because ISR is ON. So the UE considers that its Registered PLMN is PLMN_A while the network considers it is PLMN_B. 
2.1.1.2
Scenario 2: Shared 3G Inter-RAT HO to (shared) LTE with ISR active
From CT1 LS in S2-097196
CT1 would also like to highlight another scenario and more likely which is a modification of the one raised by RAN2, where the Cell_2 broadcasts a third PLMN id, for example PLMN C, which can be used for the subscribers belonging to PLMN A and PLMN B in order to get roaming to UTRAN. This is similar to one of today’s network sharing deployments where two operators with different PLMN ids in one access technology need to provide their subscribers with a third (shared) PLMN id for roaming to a second access technology.

2.1.1.3
Scenario 3: Emergency Attach in shared LTE
From SA2 LS in S2-096386:
SA2 identified an issue related to the following scenario:

A. UE is in limited service camping on a shared E-UTRAN cell which broadcast its support for IMS emergency (1 bit)

B. The UE sends an emergency attach towards one of the PLMNs behind the shared E-UTRAN cell

C. The eNB selects an MME of a PLMN that support emergency which is different from the PLMN provided by the UE

D. The UE and MME/HSS uses different PLMN Ids as input to master key K_ASME derivation

2.1.1.4
Scenario 4: Different PLMNs in the TA list
From SA2 LS in S2-096387:
It was also discussed that there might be a similar issue in intra-LTE HOs if the MME provides a TA list with TAIs of different PLMN Identities, say PLMN-A and PLMN-B. If the UE is handed over from eNB1 (PLMN-A) to eNB2 (PLMN-B), the UE would not perform a TAU as the target-TAI is in the TA list of the UE and SMC may fail in case MME initiate an SMC procedure.

Note that this scenario has been ruled out by SA1and is not considered further in this paper. Quoting from S1-094130:

Regarding Scenario 1, SA1 is of the understanding that the scenario as such is not valid for the Rel-8 or Rel-9 timeframe. 

2.1.1.5
Scenario 5: IRAT HO to LTE and Intra LTE HO with PLMN change w/o ISR active
The network configuration is similar to that of scenario (1) and (2). However, ISR is not active.  The UE would perform a TAU at the end of the HO, but TAU may fail if EPS-AKA is performed before selected PLMN-ID is provided to UE.
2.2
Solutions
2.2.1
AS level solutions
2.2.1.1
AS 1: RAN provides PLMN Id to UE when PLMN changed during Emergency Attach 
From SA3 response LS in S3-092168:
In this solution, the UE is informed of any PLMN ID change by the appropriate RAN level message for each case. The UE will then use the provided PLMN ID in the KASME derivation in the subsequent EPS-AKA procedure.
Off-line discussions shows that it is uncertain whether this solution would work as it would imply that either eNB would need to provide the list of emergency supporting PLMNs at RRC connection setup, or that eNB selects a PLMN to the UE before the eNB knows which PLMN the UE will select, or that UE selected PLMN is also added to initial request message. Therefore this proposed is currently not included in the evaluation, but a tdoc in S2-100312 attempts to clarify this proposed solution.
2.2.1.2
AS 2: eNB provides PLMN Id during RRC connection reconfiguration
This solution has been proposed in RAN2. 

RRCConnectionReconfiguration message including the selected-PLMN-Id is sent by the eNodeB:

o   as soon as the HO is completed (inter-plmn HO issue)

o   whenever the eNodeB changes the PLMN (IMS emergency call issue)

The above solution is similar to the UMTS case where the PLMN Identity is conveyed by the target cell in the UTRAN MOBILITY INFORMATION message that include the CN information elements which contain among others Location Area Identification and Routeing Area Identification where PLMN-id is a subset of. 
2.2.1.3
AS 3: eNB broadcasts EC support per PLMN

The UE would select a PLMN that supports EC. eNB redirection is not necessary and there will be no Kasme mismatch.

Additionally, the UE is in control of network selection and has information on allowed PLMNs. The UE has more information to allow it to efficiently select a PLMN with a roaming agreement that supports EC.
2.2.1.4
AS 4: eNB select same PLMN as UE, if rejected UE may re-attempt other PLMN

Emergency attach scenario is covered by this proposal. 

The eNB makes no re-direction and selects same PLMN as UE indicated and there will be no Kasme mismatch.

The MME will reject Attach with appropriate cause if it does not provide emergency support for that UE/IMSI. UE may re-attempt emergency attach for an other PLMN of the shared network
2.2.1.5
AS 5: eNodeB places an IMS emergency supporting PLMN in a certain position in the shared PLMN list. 

This AS method proposes to place an IMS emergency supporting PLMN (if any) in a defined (designated or indicated) position in the shared PLMN list. This way a UE in limited service would always know which PLMN to select for IMS emergency call. There could be several variations to this solution:

· AS5.1: IMS emergency supporting PLMN always in the first position in the shared PLMN list - If the broadcast 'IMS emergency support' indication (1 bit) is true (supported) the eNodeB orders the shared PLMN list in a way that the first PLMN in the shared PLMN list is IMS emergency supporting one. 

NOTE:
 Currently the first position in the shared PLMN list is designated for the 'primary ' PLMN which is part of the CGI Id. However, it looks like the UE does not need to know the position of the 'primary' PLMN.

· AS5.2: IMS emergency supporting PLMN position in the shared PLMN list indication - The existing broadcast 'IMS emergency support' indication in the SI is increased from 1 bit to 2 bits or 3 bits bitmap. The zero value of this bitmap would still indicate no IMS emergency support. A non zero value would indicate IMS emergency support in the cell and would also indicate the position/index of the PLMN in the shared PLMN list that supports IMS emergency. 

2.2.2
NAS level solutions
2.2.2.1     Solutions for the triggering TAU 
2.2.2.1.1
TAU 1: Conditional TAU on PLMN Change
From SA3 response LS in S3-092168:

In this solution, the TAU triggers are changed to get the UE to initiate a TAU procedure in all cases when the PLMN may have changed when connected. This occurs even if ISR is active.
It is FFS how the UE can detect when a PLMN may have changed at handover.
2.2.2.1.2
TAU 2: Unconditional TAU at 2G/3G to LTE RAT change

This option is a simplification of the solution TAU 1.

The UE always perform a TAU at Inter-RAT change from 2G/3G to LTE. 

The only difference between this solution and TAU 1 is that the UE don’t check if the PLMN might have changed in the target cell. This occurs even if ISR is active.
2.2.2.2 
NAS Solutions for providing selected PLMN to UE before/during EPS-AKA

2.2.2.2.1
AKA 1: GUTI allocated by MME before EPS-AKA is run
From SA3 response LS S3-092168:

In this solution, (…) The TAU procedure is completed before an EPS-AKA is initiated. Similarly in the emergency case (described in S2-092155), the Attach procedure is allowed to complete before as EPS-AKA is initiated. As part of the Accept message of either the TAU or Attach procedure, the MME shall provide a GUTI to the UE. The UE will use the PLMN ID included in the GUTI in the KASME derivation in the subsequent EPS-AKA procedure.  
For handover-related scenarios, it is expected that the UE triggers TAU when the PLMN may have changed when connected. Refer to clause 2.2.2.1.  

2.2.2.2.1
AKA 2: MME skip EPS-AKA if PLMN changed
From CT1 LS in C1-095744. 
A second proposal discussed by CT1 was that the MME should skip authentication, when the information provided by the eNB with the S1AP Initial UE message indicated to the MME that the eNB had performed a PLMN re-selection. 

CT1 would like to ask SA2 and SA3 if such a solution would be acceptable for variant b, c and d of the four different behaviours of emergency bearer support defined in TS 23.401, subclause 4.3.12.1:

b.
Only UEs that are authenticated are allowed. These UEs must have a valid IMSI. These UEs are authenticated and may be in limited service state due to being in a location that they are restricted from service. A UE that can not be authenticated will be rejected.
c.
IMSI required, authentication optional. These UEs must have an IMSI. If authentication fails, the UE is granted access and the unauthenticated IMSI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs).
d.
All UEs are allowed. Along with authenticated UEs, this includes UEs with an IMSI that can not be authenticated and UEs with only an IMEI. If an unauthenticated IMSI is provided by the UE, the unauthenticated IMSI is retained in the network for recording purposes. The IMEI is used in the network to identify the UE.
This solution is ruled out by SA3 and is not considered further in this paper. Quoting from S3-092168

SA3 response to question 2: SA3 do not consider this a suitable solution, as in certain regions regulatory  requirements dictate that it is necessary to provide authenticated emergency calls.

2.2.2.2.2
AKA 3: Include PLMN ID in the Authentication Request message
From CT1 LS in C1-095744.
For this solution, the MME includes the PLMN ID directly into the Authentication Request message of the EPS-AKA procedure. The UE shall use this PLMN ID to derive the KASME resulting from this EPS-AKA run. 

Emergency attach scenario is covered by this proposal. 

For handover-related scenarios, it is expected that the UE triggers TAU when the PLMN may have changed when connected. Refer to clause 2.2.2.1.  
SA3 response LS S3-092168 about the CT1 proposal for "adding the Serving PLMN ID used for the derivation of Kasme to the Authentication Request and Security Mode Command message" states that:
1) " SA3 found no difference between the security of these 3 solutions [note: AS, AKA1, AKA3] and hence SA3 leaves the decision on the most appropriate solution to the other groups to determine between them"
2) SA3 response to question 3: "This solution would work from SA3’s perspective provided the PLMN ID is sent in the Authentication Request message. The issue with sending the PLMN ID in the Security Mode Command message is that the UE may have already derived KASME. The requirement to check that the used PLMN ID is broadcast in the selected cell is still being studied by SA3 for all the solutions described above.", which means that using the Authentication Request message is the only possibility, and that there is no additional restriction for this solution wrt broadcast of PLMN-id.
2.2.2.2.3
AKA 4: MME provides source PLMN Id to HSS

From CT1 LS in C1-095744. A fourth proposal discussed by CT1 was to solve the problem by enhancing the signalling between MME and HSS: 

If the MME provides the HSS also with the identity of the PLMN originally selected by the UE (provided by the eNB to the MME with the S1AP Initial UE message), the HSS can use this PLMN ID for the derivation of Kasme, and thus the problem can be avoided.   

CT1 would like to ask SA3 to analyze also this proposal and provide feedback whether SA3 finds any security issues with it.

This solution is ruled out by SA3 and is not considered further in this paper. Quoting from S3-092168

SA3 response to question 4: This breaks the security requirement of providing an MME that is not from PLMN A with an EPS Authentication Vector that is bound to PLMN A. This solution is not acceptable to SA3.
2.2.2.2.4
AKA 5: Separate authentication and initial usage of Null algorithm

For the Emergency Attach scenario the MME perform a normal Authentication of the UE, but initially uses the NULL algorithm for integrity and confidentiality protection. When the UE has been updated with a GUTI, the MME perform a new SMC and changes keys.
2.2.2.2.5
AKA 6: Specific PLMN Id used for emergency attach
Both MME and UE know when the EPS Attach is for emergency. When this is the case, both UE and MME uses a specific PLMN Id to derive the master key Kasme. The HSS needs to also be provisioned to accept this specific PLMN Id for the Emergency Attach scenario.
An explicit MCC/MNC must be agreed, e.g. in 3GPP by explicitly reusing e.g. a MCC/MNC combibnation used for testing purpose or to get one allocated by normal procedures through ITU.
2.2.2.2.6
AKA 7: For emergency attach MME delay EPS-AKA after Attach accept

Emergency attach scenario is covered by this proposal.
MME deliver PLMN ID in the Attach Accept and will not execute EPS-AKA for emergency attach until it has received Attach Complete from the UE.  If Authentication is done and it fails the MME immediately performs explicit detach of the UE.

2.2.3 Other type of solutions 

2.2.3.1  Configuration 1
From SA2 LS S2-096387:

SA2’s opinion is that source RAN should select same PLMN as selected by the UE if that PLMN exists in the target cell. If the network operator knows that source RAN does not do that for some scenario, and E-UTRAN GWCN/MOCN configuration is supported then the network operator should:

1. not activate ISR in an MME serving an area where this may happen, and

2. (..).

An option of this solution is to always require that source RAN select same PLMN as the UE is camping on, if the target cell broadcasts that PLMN Id.
2.2.3.2  Configuration 2
From SA2 LS in S2-096386:
If a solution cannot be found in Rel-9, the specifications may have to require all PLMNs behind a shared E-UTRAN (GWCN and MOCN configuration) to have the same IMS emergency support when security is required in that regulatory region. This would prevent the eNB from selecting a different PLMN.
2.3
Evaluation
2.3.1
Key Assumptions/Restrictions applicable to evaluation

1. 
Source RAN shall select same PLMN as selected by the UE if that PLMN exists in the target cell 

2. Source eNB shall select ePLMN (if ePLMN exist in target cell) if the same PLMN as selected by the UE does not exist in the target cell
3. The UE in LTE will always read SIB1 (including PLMN Id list) after HO and trigger TAU in case current PLMN Id is not part of the PLMN Id list
4. Target RAN-cell shall not advertize two PLMNs that are equivalent for a UE, when ISR is deployed. 
Assumption 3 is part of general UE functionality in 23.401, and hence is assumed to be supported by UE, but corresponding AS-NAS interaction for PLMN Id is missing in TS 36.331.
2.3.2
Scenarios
	
	Scenario 1: 2G/3G Inter-RAT HO to shared LTE with ISR active
	Scenario 2: Shared 3G Inter-RAT HO to (shared) LTE with ISR active
	Scenario 3: Emergency Attach in shared LTE
	Scenario 5: IRAT HO to LTE and Intra LTE HO with PLMN change w/o ISR active

	Applicable in Rel-8
	The scenario could be ruled out, if assumption #4 above is agreed.
	The scenario could be ruled out, if assumption #4 above is agreed
	Emergency is not supported in Rel-8
	The scenario could not be ruled out

	Applicable in Rel-9
	 See above
	. See above
	The scenario may happen in Rel-9
	The scenario could not be ruled out


2.3.3
Solutions
2.3.3.1 Solution for Rel-8 (not covering emergency attach)
	Criteria for evaluation
	AS 2: eNB provides PLMN Id during RRC connection setup
	AKA 1: GUTI allocated by MME before EPS-AKA is run
	TAU 2: Unconditional TAU at 2G/3G to LTE RAT change
	Other 1: Configuration
	AKA 3: Include PLMN ID in the Authentication Request message

	Impacted Specs/Areas
	RRC 
	NAS
	UE logic
	RAN logic and MME configuration.
	NAS

	Backward compatibility with existing Rel-8 UEs
	No
	Yes, if EMM and AKA seen as separate transactions.
	No, if current UEs support ISR. Yes for UEs not supporting ISR
	Yes
	No

	
	
	
	
	
	

	
	
	
	
	
	


Concerns on impacting Rel-8 UEs been expressed by several companies, i.e. it is not likely that a Rel-8 solution that impacts the UE will be agreed.
2.3.3.2 Solution for Rel-9 and beyond 
	Criteria for evaluation
	AS 2: eNB provides PLMN Id during RRC connection setup
	AS 3: eNB BCCH EC per PLMN
	AS5: Defined position for IMS emergency supporting PLMN in the shared list
	AKA 1: GUTI allocated by MME before EPS-AKA is run
	AKA 3: Include PLMN ID in the Authentication Request message
	AKA 5: Separate authentication and initial usage of Null algorithm
	AKA 6: Specific PLMN Id used for emergency attach
	AKA 7: For emergency attach MME delay EPS-AKA after Attach accept
	AS 4: eNB select same PLMN as UE, if rejected UE may re-attempt other PLMN

	Complexity
	Similar principle that exist in UTRAN.
	No CN impact; eNB would not need to do MME/PLMN redirect
	Simple; no CN impact;
	MME logic rather straightforward.
	Rather straightforward.
	?
	?
	MME logic rather straightforward.
	UE logic rather straightforward if proper cause code is found.

	Backward compatibility with existing Rel-8 UEs
(Inter-PLMN HO)
	No
	Yes
	Yes
	Yes, if EMM and AKA seen as separate transactions.
	No
	Yes
	Yes
	Yes
	Yes

	Impacted specs/areas
	RRC
	RRC
	RRC
	NAS
	NAS
	NAS
	NAS
	NAS.


	NAS 

RAN spec need update to undo eNB may reselect PLMN ID

	Impacted entities (Emergency attach)
	eNB and UE
	eNB and UE
	eNodeB and UE
	MME (maybe UE)
	MME and UE
	MME and UE
	MME and UE
	MME
	MME and UE

	Comment
	Solves all scenarios.
	Only applicable to problem 2 (EC)
	Only applicable to Problem 2 (EC)
	To solve emergency attach it implies default bearers are setup and brought down again if security fails.
	Not applicable for aspects to trigger a TAU.
	Only applicable to Problem 2 (EC)

Authentication is required to DoS attack (as attack would cause default bearers to be setup).
	Only applicable to Problem 2 (EC)

Might be hard to get agreement of PLMN Id through ITU?
	Only applicable to Problem 2 (EC)

In some cases Emergency Bearers are established and then after short time removed if the authetication is required and fails.
	Only applicable to Problem 2 (EC)

	
	
	
	
	
	
	
	
	
	


It could be argued that for Rel-9 we only need to cover the additional Rel-9 scenario 3 (Emergency Attach). One could also argue that we should select a solution that solves not only the scenario 3, but also other potential problems that will occur due to agreeing configuration restrictions e.g. that a cell can only broadcast one EPLMN applicable for a UE. 
Off-line discussions have failed to agree on a Rel-9 solution.
4. Proposal

It is proposed to agree a solution for Rel-8 (i.e. at least satisfying the inter-PLMN handover in shared networks issue) that doesn’t impact the UE. A CR to 23.251 that implements the following restrictions #1 and #3 and assumes #2 is already supported is submitted to this meeting (see S2-100138):
1. 
Source RAN shall select same PLMN as selected by the UE if that PLMN exists in the target cell 

2. Source eNB shall select ePLMN (if ePLMN exist in target cell) if the same PLMN as selected by the UE does not exist in the target cell
· 3. Target RAN-cell shall not advertize two PLMNs that are equivalent for all UEs allowed to roam in that cell when ISR is deployed.
· The CR needs to be complemented with either:
· 4.
Target RAN-cell shall not advertise two PLMNs that are equivalent, and the needs to assume ePLMN to be used if selected PLMN is not part of PLMN Ids in the target cell, or
· 5.
Solution “AKA 1: GUTI allocated by MME before EPS-AKA is run“, i.e. in case of an handover where the serving PLMN ID changes the MME shall delay the authentication until after the new serving PLMN ID is provided to the UE, i.e. until a new GUTI is allocated to the UE.
For Rel-9 (i.e. covering emergency attach issue) at least one of the solutions in the table of chapter 2.3.3.2 should be selected.
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