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Abstract of the contribution:

For PDN connections subject to SIPTO, operators should be able to have full control on which IP flows to offload and which ones not to offload. This contribution introduces the need for this “operator control for SIPTO traffic” as a key issue and elaborates on a number of solutions. Although the focus of this contribution is on EPS, the general description can be equally applied to GPRS.

Discussion

There are a number of reasons for which operators need to have full control on which IP flows to (selectively) offload and which ones to be serviced via operator’s core NW. Traffic monitoring, legal interception, application of different charging schemes, and access optimization are just a few of these reasons. 
The open issue is how to enable operators to have full control on SIPTO traffic handling. The following describes some possible solutions:

· Option 1: IP-flow filter based
In this option, the HMS (or potentially the PCRF) dynamically and at run times update the (H)eNBs with “IP flow filters” that define routing policies that indicate which traffic is subject to SIPTO. Certainly, this option comes with high cost and management complexity in the form of proactive provision of SIPTO IP flow filters to all SIPTO-capable (H)eNBs.

· Option 2: Operator DNS-based
In this option, SIPTO traffic handling is dictated by the operator’s DNS. In this solution, in response to a DNS resolution request from a UE, the operator DNS replies with the IP address of the communication peer (destination) along with additional information that indicates how the traffic from/to the peer should be handled. This additional information can be in the form of a SIPTO flag in the DNS reply or (in case of a UE with multiple APNs with at least one dedicated for SIPTO) the APN that the UE should use for the flow in question.  

· Option 3: Combination of Option 1 and Option 2
IP-flow filters (e.g. wildcard filters) are used to define the basic/generic selection mechanisms for whether IP traffic should be offloaded or not, whereas explicit indications provided by the operator DNS during name resolution are used to enhance the selection.

Concluding remarks:

1- Operators should have full control on the SIPTO traffic handling on a per IP network/address basis.
2- Both IP flow filters provisioned by the HMS (or PCRF) and/or operator indications based on DNS could be used to offer operators the level of control necessary.

Proposal

We propose to capture the above conclusions in TR 23.8xy as sketched below.

Start of change

4.2
Key issues

4.2.1
Legal interception

Editor's note: this needs to be checked with SA3.
-
Whether the Home (e)NodeB Subsystem provides Legal Intercept (LI) functionality for Local IP Access to the Home;
-
Location of Legal Intercept (LI) functionality for Selected IP traffic offload for the Home (e)NodeB Subsystem;

-
The legal interception requirements for LIPA, for SIPTO from H(e)NB Subsystem, and SIPTO from macro network can be different;

-
Whether the Mobile Operator is in charge of legal interception or whether and how to assist the Backhaul Operator to perform legal intercept (e.g., by making the Mobile Operator's Core Network aware of the IP address assigned to the LIPA or SIPTO PDN connection).
4.2.2
QoS

-
Whether QoS for LIPA and SIPTO traffic is based on static policies (no Gx to Home (e)NodeB).

4.2.3
Single/multiple PDN support

Multiple PDN support is not available in all UEs. The solutions have to consider the following cases:
-
Single PDN support: Only one PDN connection is used;
-
Multiple PDN support: Multiple PDN connections are used simultaneously.
4.2.4
Deployed behind NAT

The solutions for LIPA/SIPTO should consider the deployment scenario where the local breakout point (L-PGW) for LIPA/SIPTO is behind a NAT gateway.
4.2.5
Operator control for SIPTO traffic
The solutions for SIPTO should enable operators to have control over SIPTO traffic handling (i.e., whether a particular IP flow should be offloaded or serviced via the core network for a given PDN). The solutions should indicate how operator control for SIPTO traffic is achieved. Associated cost and management complexity should be investigated.

Operator control for SIPTO traffic requires the definition of ‘offload policies’ per PDN subject to SIPTO. The offload policies define which IP flows shall be offloaded based on the destination IP network address. These policies can be provisioned pro-actively to all the potential enforcement points (e.g. H(e)NBs) and/or handled by a central entity which is queried by the enforcement point when a new IP flow is established.

Depending on the approach: single vs. multiple APNs, different solutions for the policy enforcement need to be considered:

For single APNs approaches, the UE is only aware of a single PDN connection/PDP context. In this case, the network (e.g. H(e)NB or RNC) has to enforce the offload policies and offload the desired IP flows at the traffic offload point.

For multiple APN approaches, the UE has dedicated PDN connections/PDP contexts for traffic to be offloaded and traffic to be handled via the core network. In this case, the UE enforces the offload policies and accordingly routes IP flows over the selected PDN connections/PDP contexts.
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