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Abstract of the contribution:

This document describes and analyses a few unclear issues with APN handling, in particular regarding handling of APN-OI. 
Introduction

As specified in TS 23.003, the APN consists of two parts, the APN Network identifier (APN-NI) and APN Operator Identifier (APN-OI). The definition of the APN-OI from 23.003 v8.6.0 is included below:
9.1.2
Format of APN Operator Identifier

The APN Operator Identifier is composed of three labels. The last label (or domain) shall be "gprs". The first and second labels together shall uniquely identify the GPRS PLMN.

For each operator, there is a default APN Operator Identifier (i.e. domain name). This default APN Operator Identifier is derived from the IMSI as follows:

"mnc<MNC>.mcc<MCC>.gprs"

where:

"mnc" and "mcc" serve as invariable identifiers for the following digits.

<MNC> and <MCC> are derived from the components of the IMSI defined in subclause 2.2.

This default APN Operator Identifier is used in inter-PLMN roaming situations when attempting to translate an APN consisting only of a Network Identifier into the IP address of the GGSN in the HPLMN. The PLMN may provide DNS translations for other, more human-readable, APN Operator Identifiers in addition to the default Operator Identifier described above.

In order to guarantee inter-PLMN DNS translation, the <MNC> and <MCC> coding used in the "mnc<MNC>.mcc<MCC>.gprs" format of the APN OI shall be:

· <MNC> = 3 digits

· <MCC> = 3 digits

· If there are only 2 significant digits in the MNC, one "0" digit is inserted at the left side to fill the 3 digits coding of MNC in the APN OI.

As an example, the APN OI for MCC 345 and MNC 12 will be coded in the DNS as "mnc012.mcc345.gprs".

In this document we analyze a few aspects related to the APN-OI as well as the usage of APN-OI Replacement that we consider not sufficiently specified, which may lead to interoperability issues:

1. Allowed format(s) of APN-OI Replacement field
2. Format of APN-OI sent between SGSN/MMEs on S3/S10/S16 (i.e. in GTPv2) and Gn (i.e. in GTPv1)
3. How PLMN ID and APN-OI can be determined by an MMS/SGSN after a HO from non-3GPP to 3GPP access
Discussion
Issue 1: Allowed format(s) of APN-OI Replacement field
While the APN-OI format is rather well described by 23.003, the allowed content and format of the APN-OI Replacement field is less well documented. It can be argued that since the APN-OI Replacement field is used to create an APN-OI, the same rules/format applying to the APN-OI must apply also to the APN-OI Replacement field. As we see below this is however not quite clear.

TS 23.401 and 23.060 contain the following note:

NOTE 3:
In order to avoid impacts on the current GPRS roaming environment (including that used on the GRX network), such format as "*.mnc<MNC>.mcc<MCC>.gprs" for the value of APN‑OI Replacement is be required.

A use case for APN-OI Replacement fields is to ensure that the selected GW is located in a sub-region of a PLMN such as the home town or home region of a subscriber.  For example, if a subscriber belongs to “region1” and the format according to the 23.401/23.060 note above is used, the APN-OI Replacement field may be “region1.mnc012.mcc345.gprs”. This however results in a four-label APN-OI which is not aligned with the 23.003 specification that APN-OI shall consist of three labels. It is also not clear if the note in 23.401/23.060 disallows other, more “free”, formats of the APN-OI Replacement field not in mnc-mcc format. In that case it would be possible to use a 3-label APN-OI Replacement such as “region1.operatorX.gprs” 
Each of the two APN-OI Replacement formats mentioned above has its own set of issues:
Four-label APN-OI Replacement:
· An SGSN/MME receiving the “APN in use” via S10/S3/S16/Gn needs to extract the APN-NI in order to map the active PDN connections to subscription data received from HSS. The SGSN/MME typically does this by removing the last three labels from the APN. A rel-8 SGSN/MME could however check subscription data for APN-OI Replacement fields and thus understand that last four labels of the APN shall be removed when determining the APN-NI. As we will se in the next section there is however backwards compatibility issues related to pre-rel-8 SGSNs. 
· Other systems such as charging systems, CAMEL, etc typically assume a 3-label APN-OI. For example, the PDN GW includes the APN-NI in the CDRs and in order to derive the APN-NI from the full APN, the PDN GW would remove the last three labels from the full APN received via S5/S8. 
 “Free format” APN-OI:
· The MME/SGSN making GW selection does not know in which PLMN the GW is located since APN-OI does not contain mnc and mcc. This makes it e.g. difficult for MME/SGSN to know whether S5 or S8 is to be used and, for S8, select S8 protocol variant (GTP/PMIP). If free format APN-OI Replacement is to be used, a reasonable assumption may however be that the GW is located in the HPLMN. 

· If the APN does not end with “.gprs”, the MME/SGSN receiving the APN cannot be sure whether APN-OI is included or the APN contains the NI only. 

· Roaming becomes problematic since inter-PLMN DNS resolution assumes APN-OI on default (mnc-mcc) format. 

Conclusion 1: Due to the issues with roaming when “free format” APN-OI Replacement is used it is proposed that the 4-label APN-OI Replacement with the last three labels being “mnc<MNC>.mcc<MCC>.gprs” shall be used. Having only a single format for the APN-OI Replacement allows improved interoperability. This is also in line with the existing note in 23.060 and 23.401 but the note should be turned into normative text. Even when APN-OI Replacement is used, the MME/SGSN may in certain cases need to provide an APN-OI consisting of three labels (e.g. to charging systems) to ensure compatibility with 23.003. 
Issue 2: Format of APN-OI sent between SGSN/MMEs on S3/S10/S16 and Gn. 
At the SA2#75E meeting, 23.060 and 23.401 CRs were approved (S2-096415 and S2-096417) clarifying that the APN constructed by MME/SGSN for GW selection (i.e. “APN in use”) is sent on S4/S11/S5/S8 towards SGW and PDN GW. In particular, if an APN-OI Replacement field was used when selecting the GW, the APN-OI part of the APN sent on S4/S11/S5/S8 would contain the APN-OI Replacement value.  
It is reasonable to assume that this also applies to the APN sent between SGSNs/MMEs on S3/S10/S16.  
However, it is less clear what APN shall be sent on Gn when handing over to a SGSN using Gn/Gp.  A pre-rel-8 SGSN does not support APN-OI Replacement and typically expects a three-label APN-OI field on the default format ("mnc<MNC>.mcc<MCC>.gprs"). This can result in a number of issues if “APN in use” based on APN-OI Replacement is sent to a Gn/Gp-SGSN: 
Issues when using 4-label APN-OI Replacement:

· A pre-rel-8 SGSN using Gn would determine the APN-NI by removing the last three labels from the APN. If a 4-label APN-OI is used, the fourth label from the APN-OI would become part of the NI. The SGSN would not be able to match the active PDN connections with the subscription data containing the APN-NI. 
Issues when using “free format” APN-OI Replacement:

· If a “free format” APN-OI is used the pre-rel-8 SGSN would not be able to determine which PLMN the GW is located.
· Backwards compatibility is an issue if a pre-rel-8 SGSN expects an APN-OI on default (mnc-mcc) format which may result in that a handover from a MME to a pre-rel-8 SGSN fails. This is particularly an issue in roaming situations where the HPLMN may not be aware of the behavior of all SGSNs.
Common issues:

· If the GW is selected while the UE is in 2G/3G access with a pre-rel-8 SGSN, the APN-OI Replacement would not be taken into account and the “APN in use” would be based on HPLMN or VPLMN IDs. However, if the connection was established in E-UTRAN the MME would select a GW based on APN-OI Replacement. This may result in a strange user experience where the user may or may not be allocated a GW in the home region dependending on the access.
A resolution to the above issues would be to clarify that a rel-8 (or above) MME/SGSN shall only take the APN-OI Replacement field into account when constructing the APN if it is certain that all SGSNs which the UE may be handed over to are also Release 8 or above. (This configuration in SGSN/MME would be analogous to the Dual Address Bearer flag which is set by MME/SGSN only if the SGSNs which the UE may be handed over to are also Release 8 or above). If the UE may hand over to a pre-rel-8 SGSN, the MME/SGSN selecting the GW simply ignores the APN-OI Replacement field in the subscription data and constructs the APN-OI based on VPLMN or HPLMN IDs. 
Another possibility is to always assume a 4-label APN-OI Replacement where the last three labels are according to the default APN-OI format (i.e. according to Conclusion 1 above). In that case the “APN in use” could be parsed by a pre-rel-8 SGSN. Such SGSN would retrieve the NI by removing the last three labels of the APN which results in that the 4th label becomes part of the NI. The operator would thus have to configure its network accordingly, e.g. with subscription data in HSS containing two APN profiles for each APN, one with the 4th label at the end of the NI and one without the 4th label. This option would however not solve the “common issue” mentioned above.
In both alternatives it is possible to always send “APN in use” over Gn between MMEs/SGSNs. 
Conclusion 2: Clarify that the “APN in use” is sent via S3/S10/S16 as well as Gn. In order to enable interoperability with pre-rel-8 SGSNs, different options are possible as described above.  This should be clarified in the specifications.
Issue 3: How PLMN ID and APN-OI can be determined by and MMS/SGSN after a HO from non-3GPP to 3GPP access
When the UE makes HO from non-3GPP to 3GPP, the MME/SGSN receives a PGW ID from HSS. The PGW ID is used to select the same PGW as was used in non-3GPP.  The PGW ID may consist of either an PGW IP address or a PGW FQDN. 

If the PGW ID is on FQDN format, the MME/SGSN needs to utilize DNS to find an IP address for the PGW. In order to utilize the DNS procedures defined in 29.303, the MME/SGSN needs to know whether an IP address for S5 or S8 is needed. Furthermore, the MME/SGSN also needs to know in which PLMN the GW is located in order to select the S8 protocol variant (PMIP or GTP).  The MME/SGSN also needs to re-create the APN-OI of the “APN in use” to be sent on S4/S11 etc. 
The PGW IP address or FQDN does not allow the MME/SGSN to know if the PGW is located in HPLMN or VPLMN unless GW IP address ranges are configured into the MME/SGSN. Also the PGW FQDN does not necessarily contain any information that easily allows the MME/SGSN to determine the APN-OI.  A possibility would be for the MME/SGSN to redo the APN generation and GW selection procedure (according to Annex A of 23.060) until it finds an IP address or FQDN that matches the PGW ID received from HSS. This would however not be in line with the current description in 23.060 Annex A for GW selection at handover attach. It is also not very efficient to do this at every handover from non-3GPP to 3GPP access. 

A resolution to this problem is to also store the “APN-OI in use” in HSS together with the PGW ID. At handover from non-3GPP to 3GPP, the MME/SGSN receiving the PGW ID and “APN-OI in use” is then able to re-create the full “APN in use” as well as to determine the PLMN of the GW based on the APN-OI.
Conclusion 3: Clarify in 23.060, 23.401 and 23.402 that the APN-OI “in use” is provided to HSS together with the PGW ID.  It is a stage 3 matter if the APN-OI is encoded as part of the PGW ID or as a separate information element.
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