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1
Introduction
This paper discusses open architectural issues in Local IP access and proposes to add the results to Solution 1: Local IP Access solution based on traffic breakout performed within H(e)NB using a local PDN connection.
It focuses on the open issues related to HeNB co-located GW functions and the control interface used for LIPA services listed in 5.2.3 of TR 23.8xy V0.1.0 (2009-07) Local IP Access and Internet offload.
Open issues applying to EPS (LTE and S4-based UMTS) only:

· Location, number and possible subset of S-GW functions (two S-GWs (in HeNB and core network) vs. one S-GW with relocation)

· S11 interface to the HeNB to manage bearer setup for LIPA

2
Discussion

2.1. Approach to solve the LIPA open issues for the EPS 
It is first investigated what functionality of the S-GW and P-GW are needed for local IP access and from that requirements for the Local P-GW control interface are concluded. 

It is assumed that the location, number and possible subset of S-GW and P-GW functions and the possible usage of the “S11 like” interface have to be considered in a common context.
2.2 Local Serving Gateway 
In the 23.401 architecture the PDN GW connects to the E-UTRAN and to the MME via a Serving GW. In order to reuse the logical architecture in the 23.401 for the L-PGW many LIPA contributions have considered locating also a Local S-GW (L-SGW) within the Home eNodeB so far.

However, the review of the needed Serving GW functions show that only a small subset of the gateway function is needed. Thus the Location, number and possible subset of S-GW functions (two S-GWs (in HeNB and core network) vs. one S-GW with relocation) were left open issue in the S2-092949; "Converged architecture principles"
The following table evaluates the need for functions of the Serving GW in the Home NodeB:
	Serving GW function
	Remark, Used for
	Need for LIPA in Home NodeB

	Local Mobility Anchor point for Inter-eNodeB handover
	Local Mobility
	LIPA service is not required to continue outside of the HeNB, thus local mobility anchor point function is not applicable.

	Assist the eNodeB re-ordering function during inter-eNodeB handover by sending one or more "end marker" packets to the source eNodeB immediately after switching the path.
	In order packet delivery in DL and lossless Inter eNodeB handover
	LIPA service is not required to continue outside of the HeNB, thus reordering and end marker sending functions are not applicable.

	Mobility anchoring for inter-3GPP mobility (terminating S4 and relaying the traffic between 2G/3G system and PDN GW)
	Inter-working towards 2G/3G system
	LIPA service is not required to continue outside of the HeNB, thus 3GPP traffic anchor point function is not applicable.

	ECM-IDLE mode downlink packet buffering and initiation of network triggered service request procedure
	Idle Mode handling and Paging triggering
	Paging triggering function in L-SGW is FFS.

	Lawful Interception
	User traffic monitoring due to regulatory issues
	Not necessary in Home NodeB and LIPA when user traffic remains within Home LAN/Intranet and private content is accessed. For Internet access see PDN GW functions 

	Packet routeing and forwarding
	GTP-tunnel endpoint functions
	GTP-tunnel endpoint functions can be omitted in LIPA. Instead a bridging function for routing and forwarding between EPS/Radio Bearer and “Native IP” in Local Area Network will be needed.

	Transport level packet marking in the uplink and the downlink, e.g. setting the DiffServ Code Point, based on the QCI of the associated EPS bearer
	Transport Network Layer QoS in S1-u and S5 interfaces
	Not applicable as TNL interfaces between EPS/Radio Bearer and L-PGW remain Home NodeB Internal issues

	Accounting on user and QCI granularity for inter-operator charging
	Accounting
	Not applicable. Only simple duration based service for guests using Home NodeB may be supported and handled in the EPS (access control and a timer in the MME)

	UL and DL charging per UE, PDN, and QCI
(e.g. for roaming with home routed traffic).
	Charging
	Not applicable as such. Only simple charging based on duration or flat rate need to be supported. Data Volume reporting may be supported in Home NodeB for statistics in OAM.


Additional Serving GW functions for the PMIP-based S5/S8 in TS 23.402 [2] are not applicable for the L-SGW as the L-PGW in the LIPA services is co-located within the Home NodeB. Also connectivity to a GGSN is not supported.
Based on the evaluation table the Local S-GW functions within the Home NodeB are minimal compared to the S-GW located in the EPC. Now it becomes more like a “Virtual S-GW” that could be considered just a Home NodeB internal entity and transparent from the EPS point of view. 

It is still FFS whether the Local S-GW would be the triggering for UE paging upon reception of local DL IP traffic when the UE is in the ECM-IDLE mode.
It is FFS if the Idle mode has to be supported for LIPA. 

Conclusion: A Local S-GW function shall be transparent to the EPC except the mentioned FFS topic (paging trigger from LIPA DL traffic in case ECM-IDLE mode support). 
2.3 Local PDN Gateway 
The main functionality of a PDN GW entity is to provide a simple local IP connectivity by bridging between the local area network and the Wireless interface like in the WLAN (IEEE 802.11) Access Points. Only a subset of P-GW functions needs to be placed within the Home eNodeB.

This subset of PDNGW functions is referred by term Local PDN Gateway (L-PGW). This is also in line with the fact that PDN GW is the only entity which terminates a SGi reference point in EPS; modelling the Home eNodeB which terminates the L-SGi with an entity called L-PGW helps maintaining the same reference model of the 23.401 and 23.402.
Note that the L-PGW does not implement all functions and does not necessitate termination of all the reference points described in 23.401 and 23.402 for a PDN GW.
The following table evaluates the need for functions of the PDN GW in the Home NodeB:  

	PDN GW function
	Remark, Used for
	Need for LIPA in Home NodeB

	Per-user based packet filtering 
	Service Flow Control
	Partially Yes. Only IP lookup with IP address and port numbers need to be supported for bridging between radio data bearer and “native” IP towards home based network. This requires binding information in the HeNB core NW interface to support multiple UEs

	Lawful Interception
	User traffic monitoring due to regulatory issues
	Not necessary in Home eNodeB and LIPA when user traffic remains within Home LAN/Intranet and private content is accessed.
Traffic to Internet shall be monitored by the IPS as usual. This is FFS, LS to SA3 for LI

	UE IP address allocation
	Assign IP Address from Local Area Network
	Yes

	Transport level packet marking in the uplink and downlink, e.g. setting the DiffServ Code Point, based on the QCI of the associated EPS bearer
	Transport Network Layer QoS in SGi and S5 interfaces
	Not applicable as such because TNL interface between EPS/Radio Bearer L-SGW and L-PGW remain Home NodeB Internal issues. However, Home eNodeB may perform packet marking in UL if required at all.

	UL and DL service level charging as defined in TS 23.203 [6]
(e.g. based on SDFs defined by the PCRF, or based on deep packet inspection defined by local policy)
	Service Level Charging
	Not applicable. Only simple charging based on duration or flat rate need to be supported. 
Data Volume reporting may be supported in Home eNodeB for statistics in OAM.

	UL and DL service level gating control as defined in TS 23.203 [6]
	Enable/disable user traffic per a service flow in control of the PCRF
	Not applicable. Only generic filtering rules may be applied for local IP access in Home NodeB

	UL and DL service level rate enforcement as defined in TS 23.203 [6]
(e.g. by rate policing/shaping per SDF);
	Data rate enforcement for user traffic per service
	Not applicable. Only simple data rate enforcement rules may be applied for local IP access in Home NodeB

	UL and DL rate enforcement based on APN-AMBR
(e.g. by rate policing/shaping per aggregate of traffic of all SDFs of the same APN that are associated with Non-GBR QCIs);
	Data rate enforcement for user traffic based on APN-AMBR
	Yes, an APN-AMBR value is needed for rate policing and shaping in L-PGW. The APN-AMBR is provided by the MME. 

	DL rate enforcement based on the accumulated MBRs of the aggregate of SDFs with the same GBR QCI
(e.g. by rate policing/shaping);
	Data rate enforcement for user traffic for multiple SDFs
	Not applicable. Only simple data rate enforcement rules may be applied for local IP access in Home NodeB

	DHCPv4 (server and client) and DHCPv6 (client and server) functions
	Support for assigning IP Address from Local Area Network
	Yes, but not applicable as such. DHCPv4 or DHCPv6 Client may reside also in the UE.
Logically the DHCP Server may be a separate entity to the Home eNodeB in the Local Area network. In that case the Home NodeB should support DHCP Relay function.

	UL and DL bearer binding as defined in TS 23.203 [6]
	
	Not applicable. Only simple “Best Effort” Local IP Access service is supported

	UL bearer binding verification as defined in TS 23.203 [6]
	
	Not applicable. Only simple “Best Effort” Local IP Access service is supported


The same principles apply to local IP functions in the 3G case for a local GGSN.
Based on the evaluation table the Local P-GW functions required within the Home NodeB are minimal compared to the P-GW located in the EPC. 

Conclusion: The Local PDN GW functions for the LIPA are a minimal subset of P-GW for supporting Local IP Address assignment and user LIPA traffic bridging between the local area network and LIPA Bearer service over the radio interface with policy based packet filtering and rate policing/shaping.
The local GW control protocol has to provide binding information to distinguish different UEs/ local IP Addresses and its related radio bearers. 
The local GW protocol can transfer the locally assigned IP address to the core NW for inclusion in NAS signalling if required. 
(It is FFS whether this causes privacy or security issues to transfer a private address to the MNO.)
2.4 MME related control functions for LIPA
The MME may need adaptations to the EMM and ESM procedures regarding the following function:
· Trigger the session management for LIPA and authorization of local access
This could be done based on the UE subscription info (CSG, LIPA subscription FFS), the current cell CSG information, operator policies,…

· Local GW selection and addressing
The HeNB address can be used instead of APN based GW selection procedures, FFS how address resolution is done in case of HeNB-GW  

· Binding of UEs IP bearers to radio bearers
The MME has to provide information to the HeNB that allows to for binding of the E-RAB bearers to the UE IP bearers. It is FFS whether this is done by GTP like information like TEID as no local GTP tunnels are needed or by new information elements.

· Paging
A special paging handling may be needed that pages in the registered HeNB only (as no LIPA service continuity to other cells is required) 

To the external HeNB control interface only the Binding of UEs IP bearers to radio bearers and additions for local paging would be visible.

2.5 User Context for LIPA in the H(e)NBs

The user related context data in the UTRAN/EUTRAN has been specified to use temporary identifiers and the permanent user identifiers are stored and used only in the EPS due to security reasons. Now one cannot e.g. trace a user by hacking Base Stations installed in the places accessible to public.

Normally the bearer model in the EUTRAN nodes shall work based on the E-RAB context containing mapping between the data radio bearers and the S1 bearers on the S1 interface. Passing user traffic over these bearer services does not require EUTRAN node being aware of the real user identifiers that are known in the EPC nodes.
Now the introduction of co-located L-SGW and L-PGW using the existing interface specification (S11, S5) results in storing the user related information in the HeNB. That information is usually kept in the secure Core Network. It is obvious that transferring user sensitive information like IMSI, MSISDN, IMS related information elements, ME Identity to HeNBs would cause a serious security threat and should be omitted in the LIPA related user context stored locally in the HeNB.
Thus if we assume that only a subset of S-GW and P-GW will be placed in the HeNB, it cannot happen without any modifications in the existing MME behaviour.
The LIPA service can be managed just by using the temporary user identifiers in the EUTRAN nodes like before as all the sensitive user context data required normally in the S-GW and P-GW nodes is totally un-necessary for LIPA service operation in the HeNB.
Conclusion: The LIPA service should work based on the temporary UTRAN/EUTRAN identifiers without necessitating storing the user sensitive context data locally in the H(e)NB and keeping the control over the UE in the MME.
Proposal
Based on the above discussion the following changes are proposed in TR 23.8xy (Local IP Access and Internet offload).
* * * First Change * * * *
5.2
Solution 1 - Local IP Access solution based on traffic breakout performed within H(e)NB using a local PDN connection
5.2.1
Applicability

This solution supports the following scenarios:

-
HNB and HeNB to home

-
HNB and HeNB to internet

5.2.2
Architectural principles

5.2.2.1
General issues

Common principles applying to both UMTS and EPS:

-
At least two PDN connections are assumed for simultaneous LIPA traffic (to the home and to the internet) and non-LIPA traffic;
-
Pre-Rel-9 UEs that support Multiple PDN connections can simultaneously access LIPA and non-LIPA PDN connections;
-
For LIPA traffic a Local P-GW function or Local GGSN function for EPS and UMTS, respectively is located within the H(e)NB;
-
For non-LIPA traffic, the P-GW/GGSN is located within the core network;
-
Local IP access PDN can be identified by a well-defined APN;
-
Mobility management signalling between UE and network is handled in the core network;
-
Session management signalling (Bearer setup, etc.) for non-LIPA traffic terminates in the core network;
-
Before LIPA PDN connection is established, the UE is authenticated, authorized and registered by the core network.
Additional principles applying to UMTS only:

-
(none)

Additional principles applying to EPS only:

-
LIPA session management (LIPA PDN Connectivity establishment, Bearer management, ...) is performed in the core network.

5.2.2.2
Local GW functionality for LIPA and related control functionality

Local S-GW:

The Local S-GW functions shall be transparent to the EPC except providing the paging trigger support for LIPA DL traffic in ECM-IDLE mode if required. 
It is FFS whether the Idle mode has to be supported for LIPA services. 
Local P-GW:

The Local P-GW functions for the LIPA are a minimal subset of the EPC P-GW functions to support:
· Local IP Address assignment
· user LIPA traffic bridging between the local area network and LIPA Bearer service over the radio interface with policy based packet filtering and rate policing/shaping.
MME:
The MME may need adaptations to the EMM and ESM procedures regarding the following functions:

· Trigger the session management for LIPA and authorization of local access

· Local GW selection

· Binding of UEs IP bearers to radio bearers

· Paging
HeNB to Core Network control interface for LIPA services:
The MME shall keep the managing control over the UEs allowed to use LIPA Services.

The protocol for the Local P-GW and LIPA Service control in the HeNB shall provide
· Indication of omitting the S1-u tunnel establishment in the E-RAB management procedures for LIPA services (i.e., use the Local P-GW instead)
· Binding information to distinguish different UEs/ local IP Addresses in the Local P-GW context and its related E-RAB bearers in the eNB UE context 
· Transfer of the locally assigned IP address to the core NW if the inclusion of the IP address in the NAS signaling is required (e.g., no DHCP client support in UE) 
It is FFS whether the local GW control protocol needs to provide
· Paging trigger for local DL data if UE IDLE mode is supported for LIPA

The LIPA service should work based on the temporary UTRAN/EUTRAN identifiers without necessitating transfer of the user sensitive information over the HeNB to Core Network interface, or storing such sensitive information locally in the H(e)NB/Local P-GW context data.
· The HeNB to Core Network interface shall not expose user sensitive information. 
* * * End of Change * * * *
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