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1. Overall Description:

RAN2 thanks SA3 for their reply LS on potential ETWS security threat in UTRAN (S3-091054). 

To address the ETWS security threat RAN2 has decided to select the second option as described in R2-092696 to resolve the security threat, i.e. duplicate detection shall be performed based on “message identifier” and “serial number” associated to warning messages that have passed security verification in the upper layers, except for UMTS without security (as these changes came some time after Rel-8 freeze and initial rollout of ETWS in UMTS without security was expressed). This decision implies that there is no duplicate detection in the LTE RRC (with and without security) and UMTS RRC (with security). In those cases the received warning messages are forwarded to the upper layers without duplicate detection.

To capture the UE requirement to perform verification prior to duplicate detection SA2 and CT1 are kindly requested to capture this requirements in their specifications. It is up to SA2 and CT1 to decide how to capture this requirement in the appropriate way, but this requirement could be captured in section 9.1.2 bullet 6 of TS 23.041 and section 5.12.2 bullet 7a of TS 23.401: 

Duplicate detection shall be performed based on the combination of “message identifier” and “serial number”. 

If both the "digital signature" and "timestamp" are present, the UE shall perform security check before duplicate detection. Duplicate detection shall be performed independently for primary and secondary notifications. 

2. Actions:

To SA3

TSG RAN WG2 kindly asks TSG SA WG3 to take notice of the RAN2 decision to resolve the ETWS security threat.

To SA2

TSG RAN WG2 kindly asks TSG SA WG2 to capture the requirement that the ETWS verification shall be performed prior to duplicate detection. 

To CT1

TSG RAN WG2 kindly asks TSG CT1 WG2 to capture the requirement that the ETWS verification shall be performed prior to duplicate detection. 
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