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Abstract of the contribution:
When developing LIPA_SIPTO, authorization is an important key issue. The intention of this contribution is to discuss how authorization is done for LIPA_SIPTO. 

Discussion
When developing LIPA_SIPTO, it would be desirable that mobile operator is able to decide whether the connection UE required could be established as LIPA/SIPTO or not, e.g. based on operator’s policy or UE’s subscription. 
The following requirements are defined in TS 22.220 and TS22.101:
-  The operator or the H(e)NB Owner, within the limits set by the Operator, shall be able to enable/disable Local IP Access to the home based network per H(e)NB.(defined in TS22.220)
-  For OA&M purposes, the mobile operator shall be able to enable/disable Selected IP Traffic Offload for certain parts of the network on a per network element level.( defined in SA1#47 and will be included in TS 22.101)
As required by the such requirements, the operator or the H(e)NB Owner shall be able to enable/disable LIPA/SIPTO per network element (e.g. H(e)NB, eNB, RNC). So before establishing LIPA/SIPTO connection, the capability of such NEs whether allowing LIPA/SIPTO or not should be checked first. 
For non CSG member, the H(e)NB Owner or operator may or may not allow them access to some specific IP network via LIPA/SIPTO (e.g. don’t allow access to residential/corporate local network, but allow access to Internet ). This information should be taken into account when establishing LIPA/SIPTO connection.
Therefore, the following information may be used to perform authorization:
· UE’s subscription which could be inserted to MME/SGSN by HSS;
· operator’s policy which may be preconfigured in MME/SGSN;
· the capability of NEs(e.g. RNC, H(e)NB, eNB) whether allowing LIPA/SIPTO or not which could be reported to MME/SGSN by RNC/H(e)NB/eNB; 
· the capability of NEs(e.g. H(e)NB, H(e)NB GW) whether allowing non CSG member to establish LIPA/SIPTO connection or not which could be reported to MME/SGSN by /H(e)NB/ H(e)NB GW;
When UE initiates attach/PDN connectivity procedure, MME/SGSN should acquire such information and evaluate whether LIPA/SIPTO connection needs to be established.
Proposal

The following changes are proposed to TR 23.8xy:
 Start change

X
Authorization issue

X.1
Description
For LIPA_SIPTO, authorization is an important key issue, because:

-  When developing LIPA_SIPTO, it would be desirable that mobile operator is able to decide whether the connection UE required could be established as LIPA/SIPTO or not, e.g. based on operator’s policy or UE’s subscription. 

-  The operator or the H(e)NB Owner, within the limits set by the Operator, shall be able to enable/disable Local IP Access to the home based network per H(e)NB.(requirement defined in TS22.220)

-  For OA&M purposes, the mobile operator shall be able to enable/disable Selected IP Traffic Offload for certain parts of the network on a per network element level.(requirement defined in SA1#47 and will be included in TS 22.101)

-  For non CSG member, the H(e)NB Owner or operator may or may not allow them access to some specific IP network via LIPA/SIPTO (e.g. don’t allow access to residential/corporate local network, but allow access to Internet ). 
Therefore authorization should be performed when Attach/PDN connectivity /PDP Context Activation procedure is initiated. 
X.2
Solution

The MME/SGSN uses the following information to perform authorization:

· UE’s subscription;

· operator’s policy;
· the capability of NEs(e.g. RNC, H(e)NB, eNB) whether allowing LIPA/SIPTO or not; 
· the capability of NEs(e.g. H(e)NB, H(e)NB GW ) whether allowing non CSG member to establish LIPA/SIPTO connection or not;
The UE’s subscription could be inserted to MME/SGSN by HSS.

The operator’s policy may be preconfigured in MME/SGSN. 
The above-mentioned capabilities of NEs(e.g. RNC, H(e)NB, eNB, H(e)NB GW) could be reported to MME/SGSN by RNC/H(e)NB/eNB/ H(e)NB GW. 

When UE initiates attach/PDN connectivity /PDP Context Activation procedure, such capabilities should be provided through S1/Iu message when RNC/H(e)NB/eNB/ H(e)NB GW forwards the Attach Request/PDN Connectivity Request/Activate PDP Context Request message to MME/SGSN. After acquiring such information, MME/SGSN should evaluate whether LIPA/SIPTO connection needs to be established based on these information.
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