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1. Overall Description:

SA2 identified an issue related to the following scenario:
A. UE is in limited service camping on a shared E-UTRAN cell which broadcast its support for IMS emergency (1 bit)

B. The UE sends an emergency attach towards one of the PLMNs behind the shared E-UTRAN cell

C. The eNB selects an MME of a PLMN that support emergency which is different from the PLMN provided by the UE

D. The UE and MME/HSS uses different PLMN Ids as input to master key K_ASME derivation

From the above scenario it seems like EPS security will fail.
SA2 did not have time to discuss the issue, but due to Release 9 time constraints and meeting schedule, wanted to make you aware of the issue.  Some of the possible solutions that have been mentioned but not yet evaluated include:
- Include PLMNid in Authentication Request

- Include PLMNid in Authentication Response (may be delivered too late)
- Include PLMNid in RRC message  

- Redo SMC after Attach Accept (when UE gets PLMNid as part of GUTI)

- Use NULL algorithms for SMC for Attach(Emer) and then if necessary redo SMC with proper keys after AttachAccept
If a solution cannot be found in Rel-9, the specifications may have to require all PLMNs behind a shared E-UTRAN (GWCN and MOCN configuration) to have the same IMS emergency support when security is required in that regulatory region. This would prevent the eNB from selecting a different PLMN.
2. Actions:

To CT1, RAN2 and SA3 groups.

ACTION: 
SA2 kindly asks CT1, RAN2 and SA3 to consider the scenario above and if possible find a solution to the problem.  
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