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1. Overall Description:

SA3 thanks RAN2 for this first LS regarding Relay-Nodes in R2-092711/S3-090764. Although SA3 is confident that appropriate security can be defined for the architecture described in the LS from RAN2, SA3 cannot at this stage provide an answer to whether extensions to the existing security mechanisms are needed or not. The reason for this is lack of information. RAN2 writes:

RAN2 further discussed the protocol architecture for “type 1” Relay-Node and concluded as follows:

1) On Uu interface, all AS control plane protocols are terminated in the Relay-Node
2) On Uu interface, all AS user plane protocols are terminated in the Relay-Node
3) Un interface should be standardized in 3GPP specification

4) On Un interface, user plane will have MAC, RLC and PDCP. It is FFS if they are identical to Uu MAC, RLC and PDCP

5) On Un interface, control plane is still FFS

Based on above agreements 1) and 2), security termination for UE AS protocol (i.e. Uu protocol) will be in the Relay-Node for both control plane and user plane. However, RAN2 would like to verify if SA3 has any security concerns with this approach.
SA3 sees that there are two main parts related to the security of this approach: the physical security of the Relay-Node, and the security protection and associated key management for the Un reference point. 

In general, if allowed by the architecture, SA3 prefers that the security protection terminates in the network. The above conclusions does not allow for that, so the physical security for the Relay-Node needs to be considered. The physical security required for the Relay-Node is highly dependent on what environments it is intended to be deployed. For example, if the Relay-Node is located in an environment similar to a macro eNB, then the same physical protection as required for a macro eNB would be required etc. 

Question 1: To be able to decide what physical protection would be necessary for the Relay-Node, SA3 would appreciate information on the type(s) of environment the Relay-Node is intended to be deployed in.

RAN2 further writes:

For example, whether handling of AS level security keys at the Relay-Node and transfer of the key between Donor-eNB and Relay-Node can be addressed by reusing/extending network domain security concept, eNB/HeNB security concepts, or UE security concepts to these nodes, or would require additional security procedure.

To be able to decide if any extensions to the existing security mechanisms (e.g., NDS/IP, security protection as in PDCP and associated key management) are needed for the Un reference point, SA3 would need more information. When RAN2 has gotten further in their design work, SA3 would appreciate information on at least the following points:

· What type of mobility will be supported for the Relay-Node (stationary/nomadic/mobile)?

· In which node (Donor-eNB or Relay-Node) does S1-MME and S1-U terminate?

· Does the MME transparently transmit IP packets to the Relay-Node? E.g., does the Donor-eNB not even change IP headers?

· Is it possible to chain Relay-Nodes? i.e., is the following configuration allowed: Donor-eNB – Relay-Node1 – Relay-Node2 – UE?

· Does the MME see the Relay-Node as a UE or as an eNB?

· Is a Relay-Node fully under control of an operator, i.e., can the operator pre-configure a Relay-Node before it is deployed, or is the Relay-Node meant to work as an off-the-shelf product?

· Is X2-handover supported between Relay-Nodes?

2. Actions:

To RAN2 group.

ACTION: 
1. SA3 asks RAN2 to take the above information into account.

2. SA3 asks RAN2 to provide information on the architecture as it develops and in particular on    the points mentioned above.
3. Date of Next TSG-SA3 Meetings:
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