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1. Overall Description:

SA3 thanks SA2 for the LS on ETWS timer accuracy. SA3 has studied this issue and agrees with the suggestion in the NOTE provided in the SA2 LS that the accuracy of the UE’s internal Emergency Warning System clock shall be “within 5 minutes over a period of 1 month.” under the premise that the clocks in the UE and network shall be synchronized at least once a month. Consequently, SA3 proposes a revision to the SA2-agreed CR to TS 23.401 in S2-092737. The proposed revision is attached to this LS as S3-091161. The revisions provided by SA3 are marked with the author name “SA3” in the CR.

The solution in S3-091161aims to prevent the following threat scenarios relating to clock accuracy:

· A malicious replay of a warning message is incorrectly accepted by a UE due to clock drift.

· A genuine warning message is incorrectly rejected by a UE due to clock drift.

SA3 would like to highlight that the solution in S3-091161mandates synchronisation of the UE’s internal Emergency Warning System clock using NITZ. 

If the solution proposed by SA3 is accepted by SA2 for E-UTRAN, SA3 notes that similar changes could be provided in TS 23.041 to cover the UTRAN case. 

SA3 has no plans to create a dedicated TS on security aspects of the Emergency Warning System. Consequently, SA3 assumes that security specifications for the Emergency Warning System can be incorporated into TSs owned by other 3GPP WGs.

2. Actions:

To SA2, CT1 group:

ACTION: 
SA3 kindly requests that SA2 study whether the proposed solution from SA3 would be acceptable.
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