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1. Overall Description:

ANDSF used GBA for mutual authentication in the UE-ANDSF communication security solution in TS 33.402 and an authorization flag included in the User Security Settings (USS) in TS 29.109 for the Home ANDSF (GBA is used to generate the shared secret to be used in PSK TLS with the ANDSF). Release 9 intends to provide the ANDSF service also for the roaming scenario. Therefore authorization policy transferring functionality needs also to be provided for the roaming scenario. An authorization policy specifies if a user is allowed to use a service (service in this LS refers to the ANDSF service), which implies that he is granted access to the services ANDSF offers or not. 

During the SA3#55 meeting three authorization approaches (S3-090813) and their architectural impacts from security point of view were presented, where the general authentication architecture is assumed to be based on the following:


[image: image1]
No solution was agreed by SA3. It was reported that SA2 is discussing other approaches and SA3 agreed to not exclude other solutions and to cooperate on the issue with SA2.

The answer to the posed questions may result in different solutions that have different impacts also on the architecture. The most suitable alternative also depends on the actual control level for the home operator entity. We are looking forward to a good cooperation on this issue together with SA2. We ask SA2 to provide feedback on the questions below. 
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 and SA1 to provide their view on the following questions:

(1) Should the home operator entity have the possibility to define authorization policies that are user specific?

(2) Should the home operator entity have the possibility to define authorization policies that are roaming partner (or groups of roaming partner) specific?

To SA1: we would like feedback on the potential content of authorization policies for ANDSF, since there are many potential variants e.g. the authorization policies for roaming with different roaming partners or treating all roaming partners the same way as the home network.

To SA2 SA3 would like to ask SA2 about the latest status on the ANDSF roaming architecture and their relevant work for the authorization policy transferring for ANDSF to enable a good cooperation on this task

3. Date of Next SA3 Meetings:
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