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	When there is no 3GPP based access authentication in a non-3GPP access network then the UE uses its configuration information to decide if a non-3GPP access network is trusted or untrusted. Note the 3GPP based access authentication is optional for Trusted Non-3GPP access network when S2c based mobility is used. Therefore it can happen that the UE starts using a Trusted Non-3GPP access network as an untrusted one, i.e. the UE starts creating an IPSec tunnel to an ePDG using SWn procedures. This means that the ePDG and the IPSec tunneling shall be present between the UE and the PDN GW, even though it would not be required for security reasons.

We propose in order to avoid the unnecessary overhead created in the above scenario that the ePDG can inform the UE about the non-3GPP access network being trusted also during the IKEv2 IPSec tunnel establishment.

Note that this concept has already been presented in CT WGs (C1-091209 and C4-090961), but they were not agreed to be part of Rel-8 specification due to the lack of stage 2 specification.
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	It is added to the Trusted/Untrusted detection that the ePDG can inform the UE that the used non-3GPP access network is a trusted one during the IKEv2 IPSec tunnel establishment.

	
	

	Consequences if 
(

not approved:
	In some scenarios the ePDG and the IPSec tunneling shall be present between the UE and the PDN GW, even though it would not be required for security reasons.
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******** Start of changes *****

4.1.4
Trusted/untrusted non-3GPP access network detection

During initial attach or handover attach a UE needs to discover the trust relationship (whether it is a Trusted or Untrusted Non-3GPP Access Network) of the non-3GPP access network in order to know which non-3GPP IP access procedure to initiate. The trust relationship of a non-3GPP access network is made known to the UE with one of the following options:

1)
If the non-3GPP access supports 3GPP-based access authentication, the UE discovers the trust relationship during the 3GPP-based access authentication.

2)
The UE operates on the basis of pre-configured policy in the UE.
3)
The UE can receive an indication from the the ePDG during IKEv2 IPSec tunnel establishment over SWn that the non-3GPP access network is a trusted Non-3GPP access network. After receiving this indication the UE shall start using the non-3GPP access network as a trusted one.
NOTE
When the UE uses pre-configuration information to decicde if a non-3GPP access network is Trusted or Untrusted due to the lack of 3GPP based authentication, it can happen that the UE starts handling a trusted Non-3GPP access network as an Untrusted one. In this case the ePDG can use option 3 to indicate that the non-3GPP access network is a trusted one to avoid unnecessary IPSec tunnel between the UE and the ePDG.
******** End of changes *****
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