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This discussion paper highlights the need for selective management of PDN connections for PMIPv6, when there are multiple PDN connections per APN.

1. Introduction

GTP permits multiple PDN connections per APN. MUPSAP work item is looking into extending multiple PDN connections per APN to PMIPv6, so that service continuity during inter access technology handoff from GTP to PMIPv6 can be achieved. In addition, there are many other use cases associated with multiple PDN connections management for the same APN when PMIPv6 is used, such as selective removal of PDN connections via a specific access and selective additions of PDN connections via a specific access.

In this discussion paper, the need for multiple PDN connections per APN for PMIPv6 and the need for selective management of PDN connections are highlighted.  Additionally, the inadequacy of the current methods described in TS 23.402 to support selective management of PDN connections when PDN connections are mapped to single APN is described. Finally, a proposal to enable such selective PDN connections management to same APN is highlighted and the possible impacts to existing EPS architectural entities are briefly outlined. 

2. Discussion

2.1 Scenarios for Multiple PDN connections per APN 
2.1.1 IPv6 and IPv4 connections to different PDNs sharing the same APN
When a UE needs to communicate with both IPv4-only peer and IPv6-only peer, which are placed in different PDNs that are characterized by the same APN, UE needs two PDN connections belonging to the same APN. The IPv4 only PDN and IPv6 only PDN will share the same APN when both the PDNs provide the same service. For example, UE may want IPv4 PDN connection to communicate with IPv4 peer in IPv4 PDN and may want another IPv6 PDN connection to communicate with the IPv6 peer in IPv6 PDN. In this case, multiple PDN connections will be established to the same APN. Figure 2.1.1 shows such a scenario. 
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Figure 2.1.1 IPv6 and IPv4 PDN connections to different PDNs sharing the same APN 

In some cases, the UE may want to selectively establish additional PDN connections that are all tied to the same APN, rather than establishing all PDN connections at the same time. Selective additions of PDN connections enable PDN connections to be established at the needed moment. Similarly, the UE may want to selectively terminate some PDN connections that are associated with the same PDN/APN while not performing a complete detach from the EPS.

For example in Figure 2.1.1, the UE may initially need only an IPv4 address or IPv4 connection to communicate with Peer1.  After some time, the UE may need to communicate with Peer2, thus needing an additional PDN connection of IPv6 type. Such selective additions of PDN connections to the same APN needs to be supported. Similarly, after establishing both the PDN connections, the UE may want to remove one of the PDN connection (example IPv4 PDN connection) and keep the other PDN connection (example IPv6). Again such selective removal of PDN connections needs to be supported. 
2.1.2 Multiple PDN connections when UE acts as an Access Point to TEs
Another scenario where the UE needs multiple connections to same PDN is when there are multiple TEs connected to the same UE.  As the TEs do not possess layer two access technology, the UE acts as an access point for the TEs to access the EPS.  In such a scenario, the UE needs to be able to get a different address/prefix for each TE.  Hence multiple PDN connections are established by the UE as shown in Figure 2.1.2.
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Figure 2.1.2 Multiple PDN Connections when UE acts as an access point for TEs


In this scenario as well, the UE may want to perform selective additions and removal of PDN connections all tied to the same APN.

2.3 Inadequacy of TS 23.402

In TS 23.402v8.5.0, clause 4.12 specifically mentioned that

“In this release of the specification, the following functions are not supported:

Multiple PDN connections for a given APN and UE when using PMIP-based S5/S8, PMIP-based S2a and S2b.”

Therefore, with current procedures in TS 23.402, UE is not able to set up multiple PDN connections with PMIP based S5/S8, and is not able to accomplish the operation stated in section 2.2.1 of this discussion paper.

For untrusted non-3GPP access, when UE wants to establish multiple PDN connections per APN, the UE using current procedure for additional PDN connection establishment as specified in TS 24.302, will perform IKEv2 signalling exchanges with ePDG for each additional PDN connection for a given APN. As described in TS 33.234, the APN information will be sent in the IKEv2 AUTH payload of the IKEv2 AUTH message. If the ePDG has already created an IKEv2 tunnel for the UE for a given IKEv2 procedure initiated by UE, and the UE sends another IKEv2 INIT message for additional PDN connectivity for the same APN, the ePDG can interpret the additional or second IKEv2 procedure for the same APN as the request for additional PDN connectivity per APN. 
However, such interpretation by the ePDG is not correct if the second PDN connection request for the same APN received by the ePDG is due to reboot by the UE. If the UE is performing a reboot, then the previously established IKEv2 tunnel and the associated PDN connection needs to be removed because the UE does not have a state for the previously created IPSec tunnel. The ePDG will detect the UE is not associated with the previous IKEv2 tunnel, only after the time out period for the IPSec SA of the previous tunnel. Until then, the packets will continue be sent by ePGW to UE’s previous address. This causes additional charges to the user. If the multiple PDN connections are not supported per APN, such confusion does not occur at the ePDG because when it receives another IKEv2 INIT message from UE for the same APN, it can interpret as a possible reboot case and immediately remove the old tunnel and create a new tunnel after the IKEv2 signalling exchanges with the UE. 

Thus it is essential for the ePDG to differentiate whether the additional PDN connection request for another PDN connection implies reboot or a second PDN connection request for the same APN. Such differentiation of state of the UE (reboot or additional PDN request) needs to be informed to the ePDG using appropriate means. In the most ideal manner, the UE should inform whether the additional IKEv2 tunnel establishment is for an additional PDN connection using appropriate parameters. For non-3GPP access, to enable selective addition of PDN connection to the same APN, the UE needs to indicate additional PDN connection indication to the ePDG. In addition to that, for selective addition and removal of PDN connections per APN, ePDG needs to specify additional PDN connection to be added or removed by using appropriate means to the P-GW. Since bearers are not specified in non-3GPP access, ePDG needs some other means to identify the PDN connections in the PMIPv6 signalling to the P-GW.

In addition, the current TS23.402v8.5.0, there is no way of identifying an individual PDN connection by using the existing methods, because they are APN based. For example, if the UE wants to remove a certain PDN connection, then by providing the APN during the detach procedure, the network cannot identify the PDN connection to be removed, because there are multiple PDN connections tied to the APN and giving APN cannot identify the PDN connection. Therefore, UE is not able to selectively remove one of the PDN connections associated with the same APN using existing procedures. However, it is mentioned in section 5.6.2 in TS 23.402, that the PDN connection removal procedure follows the GTP mechanism for removal of the PDN connection. Thus the removal of PDN connection when PMIP supports multiple PDN connections per APN can follow similar procedures or different mechanism can be explored. This needs to be clearly specified.

3. Proposal

To enable operation on a selected PDN connection when there are multiple PDN connections per APN, a new mechanism needs to be introduced, especially for the untrusted non-3GPP access whereby the UE correctly identify the selected PDN connections under dynamic management for the following:

1.  Addition of the selected group of PDN connections via a certain access type without affecting the existing PDN connections. The UE needs to embed appropriate trigger, whereby it enables the ePDG to clearly distinguish second connection request from the first connection request to the same APN.

2. Removal of the selected group of PDN connections from a certain access type and keeps all the remaining PDN connections to the same access type.

To achieve the selective addition and removal of PDN connections, changes to EPS architectural entities are:

1. The ePDG, needs to establish additions/removal of selected PDN connections, when the PDN connections are tied to the same APN. It needs to have additional functionality to process the selected PDN connection identified by UE and send appropriate PMIPv6 PBU with new information tagged to enable such PDN connection operation. 

2. The P-GW should have new functionality whereby, it is able to process new information that is embedded in the PMIPv6 signalling regarding selected PDN connections removal or addition, and appropriately update the binding cache entries and PCRF update procedures where appropriate

3. The dynamic PDN connection management that is proposed in this paper will have minimal impacts to the AAA or Proxy AAA. It is FFS whether any changes to AAA is necessary for optimizing the operation. 

4. The impacts to PCRF and BBERF are minimal because the proposal has no new impacts to dynamic QoS PCC other than those already specified in TS 23.402. It is FFS whether any extension of the PCC function is necessary for the multiple PDN connections using the same APN.  

4. Conclusion

If the group agrees to the above-proposed principles, contributions will be submitted to amend the procedures defined in TS 23.402.
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