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* * * First Change * * * *
6.3.10.2 Solutions
6.3.10.2.x
Alternative x: Single UE IP Address with Local Breakout at H(e)NB
This section presents a single UE IP address solution for Local IP access to the Internet. There are two main features of the solution. First, a UE only has one IP address assigned by the GGSN/P-GW. Second, local SGSN/S-GW and GGSN/P-GW functionalities are not needed on a H(e)NB. H(e)NB will route packets according to the destination IP addresses.
6.3.10.2.x.1
Solution description
The key principle of this solution is that EPS bearer management through the CN is as per clause 5.3.2 in TS 23.401. The Local Breakout function operates primarily on the user plane to divert LAN or Internet bound traffic through the H(e)NB’s LAN interface.

Since PDCP is terminated in the H(e)NB, the Local Breakout function inserts a routing function in the user plane between the PDCP and the GTP-U tunnel to the core network. The routing function forwards uplink packets according to operator policy.  One policy option may be to use destination IP address to determine the next hop for the uplink IP packets. If so, the routing policy would be:

a) Through the GTP-U tunnel if the destination IP address is within the operator’s IP service network

b) Through the H(e)NB’s native LAN interface if the destination IP address is within the LAN or on the Internet.

If the traffic is routed through the H(e)NB’s LAN interface, the H(e)NB must ensure that reply IP packets return through the H(e)NB’s LAN interface.

Since the UE’s IP address is assigned by the CN, it is necessary for the H(e)NB to NAT the UE’s source IP:port address to the H(e)NB’s source IP:port address for any traffic routed through the H(e)NB’s LAN interface.  Normal IP routing on the LAN and the Residential Gateway (RGW) takes care of routing the traffic to LAN hosts or Internet hosts.

Since the source IP address received at the far end host is the IP address of the H(e)NB (or the IP address of the RGW if the traffic is routed to the Internet and NATed in the RGW), reply packets to the UE are routed back to the H(e)NB which NAT’s the downlink packet to the UE’s source IP:port for that flow.

In order to support paging of the UE when the RRC connection has been released, the Local Breakout function maintains a binding for each bearer context with the particular UE identity (S-TMSI/IMSI).  This allows a packet that is routed to the H(e)NB addressed to the UE to trigger the H(e)NB to page the UE (if the UE is idle).  The UE restores the EPS bearer through the normal context setup procedures in TS 36.300 figure 19.2.2.3-1.  Once the EPS bearer is restored to active, the H(e)NB transfers the downlink packet via the active PDCP.

6.3.10.2.x.2
Characteristics of the solution

This solution has no impact on UE functions:

1. The UE EPS bearer management is the same for the UE on macrocell and H(e)NB.  EPS bearer setup and release behavior is transparent to this solution.

2. The UE does not require a “local breakout PDN” and is not provisioned with a local breakout APN.

3. Since the UE has a single IP address, there is no need for the UE to select or apply routing policies to differentiate between traffic that route through the “local breakout PDN” or through the PDN in the CN.

4. No impact on legacy UEs:

a. It is possible to support legacy UE’s without configuring/changing the existing APN configuration

b. No support for concurrent PDN connections required in the UE

Other characteristics of the solution:

1. Since there is a NAT between the UE and the hosts on the LAN, some applications require the Local Breakout function to support NAT traversal for those applications.  

a. For LAN based SIP applications, the NAT function would require an ALG.

b. For broadcast applications on the LAN, the NAT would need to relay the broadcast from the LAN to the UE.  For example, the broadcast relay through the NAT can support UPnP and Apple Bonjour based applications.

6.3.10.2.x.3
Open Issues
For this solution, the following open issues are FFS.

· How to provide Internet service continuity when a UE hands over to a macro cell is FFS, if this function is required.
· It is FFS if the Local Breakout function needs to support NAT traversal for other home applications.
· It is FFS on addressing the possibility that the private IPv4 address of the home IP devices conflict with operator’s services which using private IPv4 addresses.
· Whether it is necessary or not and how to block access to Local IP breakout for non-CSG users at a hybrid H(e)NB is FFS. 
· It is FFS whether paging the UE from the H(e)NB requires a S-GW function to reside in the H(e)NB
· How to do IPv6 prefix translation(NAT66) is FFS.
· How does the routing policy configured in the H(e)NB work for roaming CSG members, given that the H(e)NB does not know whether the destination address belongs to the IP services network of the roaming CSG member's HPLMN;
* * * End of Change * * * *
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