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1 Introduction
This contribution proposes an architectural issue to address basic access control solutions for HNB/HeNB.
2 Issue description
According to R8 baseline, there are three cases for basic CSG access control:

· For non-CSG capable UEs accessing a HNB, access control is performed by the HNB GW and optionally by the HNB based on subscription information (e.g. an allowed IMSI list of a HNB/CSG) configured on HNB/HNB GW;

· For CSG capable UEs accessing a HNB, CSG access control is performed by the CN node;

· For UEs accessing a HeNB, CSG access control is performed by the CN node. 

The following aspects should be addressed by all proposed solutions:

· Besides the UE’s CSG subscription data, what information is used by the CN node to perform CSG access control and how to get this information?
· How does CN node know whether it needs to perform CSG access control for a UE? Particularly in HNB case, whether

· CSG access control is performed by both the SGSN and the MSC/VLR;

· Or CSG access control is performed by either the SGSN or the MSC/VLR and which CN node performs CSG access control.
3 Discussion

3.1 For HNB case
1) About what information is used by the CN node to perform CSG access control and how to get this information:

Currently the location of CSG access control function depends on whether the UE is CSG capable or not. Because of this difference for CSG capable UEs and non-CSG capable UEs, the CN node has to know whether it needs to perform CSG access control or not for a UE. And in order to perform CSG access control, the CN node shall be informed of the access mode and CSG ID of the CSG cell which the UE is accessing. 
And according to the SA1’s CSG charging requirement specified in TS 22.115, section 5.2.10:

“It shall be possible to charge subscribers for consuming network services via a CSG cell based on the following information:

-
CSG identity of the CSG cell”
The CN node needs to know the CSG ID of the cell through which the UE is accessing for charging purpose. Thus the CSG ID should always be sent to the CN node. Considering the access mode parameter is sent to the CN node only for access control purpose, the CN node can use the presence/absence of access mode parameter as an indication to perform CSG access control:
· For CSG capable UEs, the HNB GW accepts the registration request and sends both the access mode and CSG ID to the CN node during SCCP connection setup procedure. Then the CN node performs CSG access control for the UE based on received access mode and CSG ID information.
· For non-CSG capable UEs, the HNB GW and optionally the HNB performs CSG access control for the UE. If the UE is allowed to access this HNB, the HNB GW accepts the registration request and sends only the CSG ID to the CN node during SCCP connection setup procedure. Then the CN node will not performs CSG access control for the UE as the absent of the access mode parameter.

Proposal 1: It is proposed that the CN node uses the presence/absence of access mode parameter as an indication from HNB GW to perform CSG access control. 
2) About CSG access control is performed by both SGSN and MSC/VLR, or by either SGSN or MSC/VLR:
For CSG capable UEs which only attach to CS domain, the MSC/VLR shall perform CSG access control as proposed in proposal 1.

For CSG capable UEs which only attach to PS domain, the SGSN shall perform CSG access control as proposed in proposal 1.

For CSG capable UEs attached to both CS and PS domains, considering consistent solution for CS only and PS only cases, it is proposed to let the SGSN and the MSC/VLR perform CSG access control independently.
Proposal 2: It is proposed to let the SGSN and the MSC/VLR perform CSG access control independently.
3.2 For HeNB case
The MME always perform CSG access control for UEs accessing via a CSG cell. So the access mode and CSG ID is sent to the MME by HeNB (or HeNB GW when deployed) during S1 connection is setup for the UE. The MME performs CSG access control based on received access mode and CSG ID information. 
4 Proposal

It is proposed to add the following new architectural issue about basic access control into TR 23.830.
Start of the first Change 
6.2.x
Architectural issue – Basic CSG access control
6.2.x.1
Description
According to R8 baseline, there are three cases for basic CSG access control:

· For non-CSG capable UEs accessing a HNB, access control is performed by the HNB GW and optionally by the HNB based on subscription information configured on HNB/HNB GW. CN nodes do not perform CSG access control in this case;

· For CSG capable UEs accessing a HNB, CSG access control is performed by the CN nodes;

· For UEs accessing a HeNB, CSG access control is performed by the CN nodes. 
In R8, there is closed access mode HNB/HeNB. 
· Closed CSG cells only allow the UEs of corresponding CSG subscribers to access. When a UE requests for access via a closed CSG cell, the network shall perform CSG access control for this UE.
In R9, there are two additional access modes of HNB/HeNB, i.e. open access mode and hybrid access mode.

· All UEs can access via an open cell. The network does not perform CSG access control for the UEs accessing open cells of HNB/HeNB.
· Hybrid CSG cells allow all UEs to access. This is same as open cells or macro cells. If the network knows the access mode is hybrid, the network will not perform CSG access control for the UE.
The following aspects should be addressed by all proposed solutions:

· Besides the UE’s CSG subscription data, what information is used by the CN nodes to perform CSG access control and how the CN nodes get this information?
· How does CN node know whether it needs to perform CSG access control for a UE? Particularly in HNB case, whether

· CSG access control is performed by both the SGSN and the MSC/VLR;

· Or CSG access control is performed by either the SGSN or the MSC/VLR and which CN node performs CSG access control.
6.2.x.2 
Solutions

6.2.x.2.1 
Solution1

CSG access control regarding access mode:
-  When a UE requests for access via a closed CSG cell, the network performs CSG access control for this UE.

-  When a UE requests for access via an open cell or hybrid CSG cell, the network does not perform CSG access control for the UE.
In HNB case:

For non-CSG capable UEs, the HNB GW and optionally the HNB performs CSG access control based on subscription information (e.g. an allowed IMSI list of a HNB/CSG). 
For CSG capable UEs, the SGSN and the MSC/VLR perform CSG access control independently when Iu connection is setup for the UE according to the implicit indication by HNB GW.
The HNB GW implicitly indicates to the SGSN and the MSC/VLR whether they need to perform CSG access control as follows:
· For CSG capable UEs the HNB GW always accepts the registration request and sends both the access mode and CSG ID to the SGSN/MSC/VLR when Iu connection is setup for the UE. The SGSN/MSC/VLR performs CSG access control for the UE based on received access mode and CSG ID information.

· For non-CSG capable UEs, the HNB GW and optionally the HNB performs CSG access control for the UE. If the UE is allowed to access this HNB, the HNB GW accepts the registration request and sends only the CSG ID to the SGSN/MSC/VLR when Iu connection is setup for the UE. Then the SGSN/MSC/VLR does not perform CSG access control for the UE as the the access mode parameter is not sent by the HNB GW.
In HeNB case:

The MME always perform CSG access control for UEs accessing via a CSG cell. So the access mode and CSG ID is sent to the MME by the HeNB (or by the HeNB GW when deployed) during S1 connection is setup for the UE. The MME performs CSG access control based on received access mode and CSG ID information.

Advantages of this solution:

· Do not add additional parameter to indicate the CN node to perform access control.
· Consistent for CSG access control in CS only, PS only and CS&PS cases.
6.2.x.3 
Evaluation
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