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Abstract of the contribution:

This contribution proposes an additional alternative on the architectural issue on Storage of CSG ID for temporary and roaming CSG members. It is proposed to add a description of the additional solution to TR 23.830 chapter 6.1.1.

Introduction

TR 23.830 in chapter 6.1.1 describes three solutions for storage of CSG ID for temporary and roaming CSG members. Each of these solutions have identified drawbacks:

Solution 1 stores the Temp CSG Member list locally in all CN nodes that may serve the CSG. Restoration after restart of these CN nodes is FFS.

Solution 2 impacts the HSS in the HPLMN which contravening a (Rel-9) requirement from SA1, and resulting in undesired HSS load.

Solution 3 introduces a new logical entity in the VPLMN which stores CSG-IDs. CN Nodes have to perform an (additional) query towards the new entity in order to retrieve CSG subscription information. 

The new solution 4 proposed by this contribution introduces a new logical entity in the VPLMN which stores the CSG subscriptions. The new entity intercepts update location traffic and subscriber data download traffic between Network Node and HSS, and adds CSG subscription information from its database to the downloaded subscriber data if so needed. 

Advantages are: 
- A single database is used for CSG subscriptions (avoiding drawbacks of solution 1);  
- HSS is not impacted (avoiding drawbacks from solution 2); 
- No additional query in network nodes (avoiding drawbacks from solution 3).

Proposal:
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6.4.1
Architectural issue – Storage of CSG ID for temporary & roaming CSG members

6.4.1.1
Description 

The conclusion of the CT4 Rel-8 work is that all allowed CSG Ids for a certain subscriber are stored in the HSS of the subscribers HPLMN. The storing of a CSG Id announced by a H(e)NB in VPLMN, requires that the HPLMN of the subscriber has a roaming agreement with the VPLMN, and that the HPLMN supports storing of CSG Id from a VPLMN.

Another conclusion is that a certain CSG Id may be found in more than one HSS, since a H(e)NB owner in one PLMN may invite persons from several PLMNs to use the CSG Id announced by the H(e)NB. 

The following definitions apply to CSG members:

Temporary CSG Member: A member of a CSG for which there is an associated expiration time. When the time period expires, the CSG shall no longer be considered to be available to provide services, except for emergency calls.

Permanent CSG Member: A member of a CSG for which there is no associated expiration time.
Home CSG Member: A member of a CSG where the CSG is associated with the HPLMN. A Home CSG Member may be a Temporary CSG Member or a Permanent CSG Member. 

Roaming CSG Member: A member of a CSG where the CSG is associated with a VPLMN. A Roaming CSG Member may be a Temporary CSG Member or a Permanent CSG Member.

Permanent and temporary CSG members may have their CSG IDs stored in HSS subscription data as defined in TS 29.272. A user's subscription has separate CSG ID lists for every PLMN where the user has CSG memberships.

The above implies two different types of CSG members, (Roaming and Home CSG members).

It may cause excessive load for the HSS to handle temporary CSG memberships, especially for short lived membership. For this reason, investigation for appropriate solution is needed.  Additional consideration is also equired for roaming scenarios.

Editor's Note: There needs to be further clarification whether there are two types of Temporary CSG members based on whether the member is stored as subscriber data in the HSS.

6.4.1.2
Solutions 

6.4.1.2.1
Solution 1: Storage of CSG ID for temporary CSG members

A temporary CSG member can be either in non-roaming or roaming situation, depending on whether his PLMN is the same or different with the PLMN to which the H(e)NB connects. Therefore, the term "temporary CSG members" in this clause applies to both non-roaming and roaming CSG members.

Whereas permanent CSG members have their CSG IDs stored in the HSS (a separate ‘Allowed CSG ID list’ for every PLMN where the user has CSG memberships), this solution assumes that the information relative to the temporary CSG members is stored in the MME/MSC/SGSN (or MME/MSC/SGSN pool) to which the H(e)NB connects.

The information relative to temporary CSG members is stored in a CSG ID-specific context in the CN node (i.e. MME, MSC or SGSN) and is referred to as the "Temporary CSG Member list".

The "Temporary CSG Member list" is maintained in the CN node even when the latter contains no UE-specific context for a temporary CSG member.

The access control in the CN node is performed in two steps:

· 1) the CN node checks whether the CSG ID of the H(e)NB is contained in the "Allowed CSG ID list" fetched from the HSS;

· 2) if the previous step fails, the CN node checks whether the user identity is contained in the "Temporary CSG Member list" stored in the CSG ID-specific context.

The H(e)NB owner is able to add or delete specific user IDs to/from the ‘Temporary CSG Member list’ that is used by the CN node to perform access control. In addition to specifying access to the CSG, the H(e)NB owner also has the ability to specify additional criteria for the visiting user, such as the length of allowed access. The requested length of allowed access may be capped by statically provisioned maximum duration value in the CN node.

To enable the dynamic update of the ‘Temporary CSG Member list’ at the local CN node, the H(e)NB contains an "access provisioning server" functionality and exhibits a secure interface to the H(e)NB owner (e.g. a web-based interface secured with any kind of locally configured credentials). The collocation of the ‘access provisioning server’ with the H(e)NB permits the re-use of existing interfaces between the H(e)NB and the CN node.

Specifically for the HeNB case, when the HeNB owner requests addition of a temporary CSG member, the "access provisioning server" in the HeNB triggers the S1 ENB CONFIGURATION UPDATE procedure to inform the MME (or all the MMEs in the pool) about the new temporary member. When the temporary membership expires, the MME triggers the S1 MME CONFIGURATION UPDATE procedure to inform the HeNB that the visitor's membership has expired.

Equivalent Iu procedures are used for the HNB case.

The CN node may reject the H(e)NB owner's request for addition of a temporary CSG member. While it is impossible to make fine grained decisions based on the visitor's subscription profile (because the latter is not consulted during the process of member addition), the rejection decisions could be based on criteria such as the PLMN identity owning the visitor's subscription or the number of temporary members admitted in the CSG cell at the same time.
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Figure 6.4.1.2-1: Location of the Access Provisioning Server and the Temporary CSG Member list

 Editor’s note: It is FFS how the Temp CSG Member list is restored when the CN node is restarted.

Editor’s note: In scenarios where the same CSG ID is shared by H(e)NBs that are controlled by multiple CN node pools, the "Temporary CSG Member list" information specific to this specific CSG ID needs to be stored in all CN node pools. It is FFS whether such scenarios represent a valid use case.

6.4.1.2.2
Solution 2

This solution allows CSG managers to add and remove subscriber to their CSG memberships through a CSG Membership Management Server. How CSG managers access the CSG Member Mgmt Srv (e.g. through a Web interfaces) is considered outside the scope of this specification and left to the operator.

Upon a change of a CSG (i.e. when a CSG manager adds or removes a UE from its CSG), the CSG Member Mgmt server will update the allowed CSG list of the added or removed subscriber in its HLR/HSS.

In order to manage the CSG membership of a roaming UE, the CSG Member Mgmt Srv in the VPLMN must be able to update the HLR/HSS in the HPLMN via a standardized C2 interface. 
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Note: The protocol on C2 is FFS. Whether one of the Rel-8 roaming interfaces (e.g. SWd) can be re-used is FFS.

This solution enables access control based on CSG information in a common way for both temporary and permanent CSG members.

The advantage of this solution is that the update of the subscriber’s allowed CSG lists in the HLR/HSS can trigger an update of the allowed CSG list on the UE (based on OMA DM or OTA). This improves the user experience as it enables the UE to automatically select the CSG cell also in the roaming case (without manual CSG selection).

Editor’s Note: How to trigger the CSG List Srv to update the Allowed CSG List in the UE is FFS.
The disadvantage of this solution is that in the roaming case it requires an inter-operator interface to allow the CSG Member Mgmt Srv of the VPLMN to update the allowed CSG list of the roaming subscriber. Since the updates over this new interface have no stringent time constraints, a Web-based management interfaces allowing roaming operators (VPLMNs) to provision CSG membership information to the HPLMN might be sufficient.

6.4.1.2.3
Solution 3: Storage of CSG ID for Roaming CSG Members on the network

To handle Roaming CSG Members we propose a new logical entity in the network that only stores subscription data for users that are roaming called the CSS (CSG Subscriber Server). The CSS performs essentially the same function as the HSS except it is only used for CSG specific subscription data and their related procedures. 

The CSS has the following properties

-
It stores the CSG subscription data for the Roaming CSG Member in the VPLMN to which the CSG belongs

-
It uses a Diameter-based interface to the MME or SGSN. The interface to the MSC/VLR is FFS. 

-
It supports the same set of procedures as the HSS for managing the CSG subscription data for Roaming CSG Members. For example, the CSS needs to update the MME/SGSN/MSC/VLR as defined for the HSS when a subscriber is added/removed from a CSG.

To perform access control for Roaming CSG Member at CSG cells

-
The visited MME, SGSN or MSC/VLR needs to retrieve the CSG subscription data for a Roaming CSG Member from the CSS during the attach procedure or tracking/location/routing area updating procedure as part of the UE’s roaming subscription profile. If the MME, SGSN or MSC/VLR contacts the CSS for each roaming subscriber, or if it has means to determine which subscribers that have CSG subscription data in CSS, is FFS. The MME, SGSN or MSC/VLR retrieves the rest of the roaming user’s profile from the home network using normal procedures as defined for roaming in Rel-8.

The advantages of this solution are as follows:

-
No need for the VPLMN to access the HSS of the HPLMN to retrieve the subscription data for the UE

-
Additionally, all CSG subscription data for the HPLMN may be also be stored in the CSS to separate this rather dynamic user profile information from the rest of the information stored in the HSS to protect the HSS and simplify the procedures to support CSGs.

6.4.1.2.4
Solution 4: Storage of CSG ID for Temporary CSG Members and Roaming CSG Members on the network

To avoid excessive load for the HSS to handle temporary CSG memberships, and to allow CSG-subscription information for roaming CSG members to be stored in the VPLMN rather than in the HSS of the HPLMN, it is proposed to introduce a new logical entity in the network that stores CSG-Subscription data for CSG members from CSGs within the network. These members may be home subscribers or inbound roamer.  The new logical entity is called CSG Subscription Store (CSS). The CSS is located between the MME (or SGSN or VLR) and the HSS and intercepts S6a/S6d (and Gr) signalling. When the CSS detects that subscription data are sent from the HSS to the MME as part of the Update Location Answer command (ULA) it checks its database to see whether the subscriber in question subscribes to CSG information. If so, the CSS sends this information to the MME, either by extending the intercepted ULA message or by issuing a new Insert Subscriber Data Request command (IDR). 

The CSS maintains the current MME address for all home subscribers and incoming roamers (unless the current MME is outside the network). When CSG-subscription data in the CSS are added (or modified), the CSS forwards the added (or modified) data to the current MME. 

The advantages of this solution are:

1.
No need to impact the MME (or SGSN, or VLR). CSG-Subscription data are received by MME from the CSS as if they were received from the HSS.

2.
No need to impact the HPLMN. The HSS in the HPLMN does not need to store CSG-Subscription Data.

3.
No extensive load in the HSS caused by temporary short lived memberships.

The drawbacks are:

1.
The CSS needs to maintain the current MME (and SGSN and VLR) address for all home subscribers and for all incoming roamer. And the CSS is loaded by all HSS signalling. It should therefore be considered to limit this solution to roaming subscribers only, and to do without advantage 3.

2.
The CSS needs to intercept S6a/S6d traffic and MAP Gr traffic. 

It is FFS how redundancy is provided for the CSS.

6.4.1.3
Evaluation
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