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This contribution adds the Pivot Routing Model of optimizing the media path in roaming scenarios as an alternative option for OMR.  
1
Introduction
This paper introduces the Pivot Model for Optimal Media Routing as an option to be considered for OMR. The Pivot Model was originally developed by the MultiService Forum as part of their activities around roaming in IMS for the GMI 2006 Interoperability Event.  The Impelementation Agreement for the Pivot Model is published on the MSF public web-site in document MSF-IA-ROAMING.001-FINAL. One key factor of the Pivot Model is that it takes account of resource (bandwidth / QoS) reservation in the core networks.
2
Overview of Pivot Model
The Pivot Routing model enables the optimal routing of the media path taking into account two key requirements; these being the ability to reserve QoS where the media path traverses an interconnect network that would not normally be in the SIP signalling path and the ability to optimally route the media without the need for the media to ingress and egress a network through the same instance of the Border Control Function (BCF).  In the generic example shown in the figure below UE A has roamed from network Home A to network Roam A and UE B has roamed to network Roam B from network Home B. The optimal media path between A and B is through the IP Transit network, in normal circumstances the media would follow the SIP signalling from network  Roam A to Home A to Home B to Roam B. The Pivot Routing Model provides a means to route the media optimally (Roam A – IP Transit – Roam B in this example) while enabling the reservation of QoS along the media path. The model is assuming that QoS reservation is made based on the SIP signalling. 
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3 Resource Reservation

As was stated earlier, the Pivot Model takes into account the reservation of resources (bandwidth/QoS) in the core networks. The working assumption is that such reservation will be made based upon the SIP signalling, the examples shown assume that the reservation status is conveyed by means of pre-conditions in the SDP (as defined in RFC 3312), there is not however any dependency between RFC 3312 and the Pivot Model, the Pivot Model is applicable in any situation where any resource reservation is based on the SIP messaging.

An overview of the RFC 3312 model of pre-conditions for the exchange of resource reservation status is shown in the figure below. The entity responsible for granting the resource in the core network has been generically referred to as a Bandwidth Manager. 
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7.4
Alternative 3: Pivot Routing

7.4.1
Introduction

The Pivot Routing model enables the optimal routing of the media path taking into account two additional requirements; these being the ability to reserve QoS where the media path traverses an interconnect network that would not normally be in the SIP signalling path and the ability to optimally route the media without the need for the media to ingress and egress a network through the same instance of the Border Control Function (BCF).  In the generic example shown in figure 7.4.1-1 below UE A has roamed from network Home A to network Roam A and UE B has roamed to network Roam B from network Home B. The optimal media path between A and B is through the IP Transit network, in normal circumstances the media would follow the SIP signalling from network  Roam A to Home A to Home B to Roam B. The Pivot Routing Model, described in the next section provides a means to route the media optimally (Roam A – IP Transit – Roam B in this example) while enabling the reservation of QoS along the media path. The model is assuming that QoS reservation is made based on the SIP signalling, and the examples given show the use of pre-conditions in the SDP (RFC3312) in order to negotiate QoS reservation.
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Figure 7.4.2-1 – Generic Roaming Configuration

7.4.2
The Pivot Routing Model

The Pivot Routing Model introduces two new functions in order to enable the optimal routing of the media and to enable QoS reservation along the media path. The two new functions, the Pivot Function and the Pivot Routing Function are described as stand alone functions in this document but this is done in order to clarify their specific role, it is envisaged that the functions would in practice be packaged with other functional entities for physical deployment.  Figure 7.4.2-1 below shows the Generic Roaming Configuration with the addition of the Pivot Function and Pivot Routing function allowing optimally routed media with appropriately reserved QoS. 
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Figure 7.4.2-1 – Generic Roaming Configuration with Pivot Functions

The Pivot Function is included in the SIP signalling path in network Roam A, indicating that this network can apply optimal media routing to the session. The identity of the Pivot Function is included in the SIP signalling propagated to the Home A network. The signalling containing the information on the Pivot Function is passed from Home A to Home B. 

The Home B network may optionally engage the Pivot Routing Function based on the presence of Pivot Functions indicated in the SIP signalling should it be advantageous (more efficient) to do so. When used by Home B, the Pivot Routing Function determines that a more optimal routing of the media is possible and routes the INVITE to the terminating P-CSCF through the Pivot Function.

QoS is reserved across the Roam A, IP Transit and Roam B networks. 
7.4.2.1
Additional SIP Headers

The Pivot Routing function makes use of four private SIP headers described below. The MSF detail of the header contents from [ref] are shown in itallics.

P-PIVOT-NODE

The P-PIVOT-NODE header is used by a network to advertise its willingness to provide a pivot function. The MSF definition for the P-PIVOT-NODE header is given below.

P-Pivot-Node = “P-Pivot-Node” HCOLON pivot-function-url 

                              SEMI pivot-network-id 

                              SEMI pivot-correlation-tag 

                              SEMI hash-function.

pivot-function-url = “pivot-function-url” EQUAL <Pivot-Function-URL>

pivot-network-id= “pivot-network-id” EQUAL <Pivot-Network-Id> | “omitted”

pivot-correlation-tag= “pivot-correlation-tag” EQUAL <Pivot-Correlation-Tag>

hash-function = “hash-function” EQUAL <Hash-Function> | “omitted”

Pivot-Function-URL, this is the SIP URL of the Pivot Function that the network is advertising in order to act as a Pivot Network. This Pivot-Function-URL SHALL be a globally routable SIP URL.

Pivot-Network-Id is a globally recognizable network identifier (details TBD) which can be used by the Pivot Routing Function in determining if or which network to use as the Pivot Function. If the network identifier is not provided this attribute takes a value of “omitted”.

Pivot-Correlation-Tag is a value inserted by the Pivot Function in order to uniquely identify the session. Since the Pivot Function will be the creator and consumer of this value it is free to choose the format that the tag value will take but it MUST NOT exceed 30 characters in length.

Hash-Function is used to prevent modification of the contents of the P-PIVOT-NODE by subsequent SIP signaling entities. The hash-function is an MD5 hash of the P-PIVOT-NODE header and all attributes up to the ‘hash-function =’ encrypted with the Pivot Function networks private key. The Pivot Routing Function validates the hash-function by creating its own MD5 hash and comparing it with the decrypted (using the Pivot Function networks public key) hash contained within the P-PIVOT-NODE header.  If the hash-function is not used then this attributed takes a value of ‘omitted’. It will depend upon the local policy of the networks involved as to how un-signed P-PIVOT-NODE headers are treated.

P-PIVOT-NODE-CONFIRM
The P-PIVOT-NODE-CONFIRM header is used in order to ‘instruct’ the Pivot Function to act as a pivot. The MSF definition for the P-PIVOT-NODE-CONFIRM  header is given below.

P-PIVOT-NODE-CONFIRM = ‘P-Pivot-Node-Confirm” HCOLON pivot-function-url

                                              SEMI pivot-correlation-tag

                                              SEMI requesting-network-id

                                              SEMI hash-function.

pivot-function-url = “pivot-function-url” EQUAL <Pivot-Function-URL>

pivot-correlation-tag= “pivot-correlation-tag” EQUAL <Pivot-Correlation-Tag>

requesting-network-id= “requesting-network-id” EQUAL <Requesting-Network-Id> | “omitted”

hash-function = “hash-function” EQUAL <Hash-Function> | “omitted”

Pivot-Function-URL is copied from the corresponding attribute in the P-PIVOT-NODE header indicating the Pivot Function to be used.

Pivot-Correlation-Tag is copied from the corresponding attribute in the P-PIVOT-NODE header indicating the session for which the pivot is being requested.  

Requesting-Network-Id is a globally recognizable network identifier (details TBD) which is used to identify the network requesting the Pivot Function. If the network identifier is not provided this attribute takes a value of ‘omitted’.

Hash-Function is used to prevent modification of the contents of the P-PIVOT-NODE-CONFIRM by subsequent SIP signaling entities. The hash-function is an MD5 hash of the P-PIVOT-NODE-CONFIRM header and all attributes up to the ‘hash-function =’ encrypted with the Pivot Routing Function networks private key. The Pivot Function validates the hash-function by creating its own MD5 hash and comparing it with the decrypted (using the Pivot Routing Function networks public key) hash contained within the P-PIVOT-NODE-CONFIRM header.  If the hash-function is not used or if a network id is not provided in the Requesting-Network-Id then this attributed takes a value of ‘omitted’. It will depend upon the local policy of the networks involved as to how un-signed P-PIVOT-NODE-CONFIRM headers are treated.

P-PIVOT-NO-RESOURCE
The P-PIVOT-NO-RESOURCE header is used by the Pivot Function to instruct the relevant entities along the signalling path not to reserve resources despite the presence of the QoS preconditions. The MSF definition for the P-PIVOT-NO-RESOURCE header is given below.

P-PIVOT-NO-RESOURCE 

= ‘P-PIVOT-NO-RESOURCE” HCOLON requesting-network-id

                               SEMI hash-function.

requesting-network-id= “requesting-network-id” EQUAL <Requesting-Network-Id> | “omitted”

hash-function = “hash-function” EQUAL <Hash-Function> | “omitted”

Requesting-Network-Id is a globally recognizable network identifier (details TBD) which is used to identify the network issuing the instruction to release media resource reservation. If the network identifier is not provided this attribute takes a value of ‘omitted’.

Hash-Function is used to prevent modifications to the contents of the P-PIVOT-NO-RESOURCE (the network identifier) by subsequent signaling entities. The hash-function is an MD5 hash of the P-PIVOT-NO-RESOURCE header and all the attributes up to the ‘hash-function=’ encrypted with the Pivot Function networks private key. The relevant entities can validate the hash by computing their own hash value and comparing it with the decrypted hash function (using the Pivot Function networks public key). If the hash-function is not used or if a network id is not provided in the requesting-network-id then this attribute takes a value of ‘omitted’. It will depend upon the local policy of the networks involved as to how and un-signed P-PIVOT-NO-RESOURCE is handled. 

P-PIVOT-NODE-REQUEST
The P-PIVOT-NODE-REQUEST header is used in Application Initiated sessions in order to request a Pivot Function in an outbound request that may be used in subsequent INVITEs for other call legs. The MSF definition for the P-PIVOT-NODE-REQUEST header is given below.

P-PIVOT-NODE-REQUEST = ‘P-Pivot-Node-Request” HCOLON requesting-network-id

                                                     SEMI hash-function.

requesting-network-id= “requesting-network-id” EQUAL <Requesting-Network-Id> | “omitted”

hash-function = “hash-function” EQUAL <Hash-Function> | “omitted”

Requesting-Network-Id is a globally recognizable network identifier (details TBD) which is used to identify the network issuing the request for a Pivot Function.  If the network identifier is not provided this attribute takes a value of ‘omitted’.

Hash-Function is used to prevent modifications to the contents of the P-PIVOT-NODE-REQUEST (the network identifier) by subsequent signaling entities. The hash-function is an MD5 hash of the P-PIVOT-NODE-REQUEST header and all the attributes up to the ‘hash-function=’ encrypted with the Pivot Function networks private key. The relevant entities can validate the hash by computing their own hash value and comparing it with the decrypted hash function (using the requesting networks public key). If the hash-function is not used or if a network id is not provided in the requesting-network-id then this attribute takes a value of ‘omitted’. It will depend upon the local policy of the networks involved as to how and un-signed P-PIVOT-NODE-REQUEST is handled. 

7.4.2.2
Pivot Function

The Pivot Function is included in the SIP signalling path by one or more networks that are willing to provide pivot functionality. The Pivot Function should be included in the SIP signalling path on the ingress side of a network, the next hop in from the P-CSCF or BCF (it is likely that the Pivot Function could possibly be physically co-located with these entities).  

If included in the SIP signalling path the Pivot Function will include a new SIP header, P-PIVOT-NODE, into the SIP signalling that it propagates or alternately, if requested, in any response that it relays back to SIP requests. 

When the Pivot Function receives an INVITE with a P-PIVOT-NODE-CONFIRM header containing the value that it created, it will then propagate the INVITE to the destination including any appropriate pre-conditions to enable QoS establishment removing the P-PIVOT-NODE-CONFIRM in the propagated signalling (segment 3 in figure 7.4.2.1-1). A P-PIVOT-NO-RESOURCE will be included in the first 183 response propagated through the Pivot Function and removed from the 183 upon the second propagation (the P-PIVOT-NO-RESOURCE header is included in the 183 responses in segment 2 of figure 7.4.2.1-1). The P-PIVOT-NO-RESOURCE header serves to ensure that resources are not reserved within segment 2 (in figure 7.4.2.1-1) but the resource pre-conditions (RFC3312) are propagated correctly. 
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Figure 7.4.2.1-1 Pivot Function

The Pivot Function is also responsible for the fix-up of SDP information between segment 1 and segment 3 of the session. In figure 7.4.2.1-2 the Pivot Function is responsible for ensuring that the SDP information in the INVITE(b) matches the IP Address / Port information supplied in the 183 Session Progress (y). SDP information carried in subsequent SIP requests and responses is fixed up in a similar manner. The SDP fix-up allows the bandwidth reservations to be made in the normal manner.
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Figure 7.4.2.1-2 Pivot Function SDP fixup

If the Pivot Function receives an INVITE which already includes a P-PIVOT-NODE header and wishes to add its own then it will simply add another P-PIVOT-NODE header after the last existing P-PIVOT-NODE header into the INVITE that is propagates.

7.4.2.3
Pivot Routing Function

The Pivot Routing Function is responsible for determining the appropriate (most efficient / most cost effective) route for the media to the destination. The Pivot Routing Function evaluates the available Pivot functions, identified in the P-PIVOT-NODE headers, and determines how to route the media to the destination (this decision is made at a network to network level as individual networks are free to route media across themselves as they deem appropriate). 

To implement this decision the Pivot Routing Function will either propagate the INVITE to the destination P-CSCF directly in which case the media will follow the SIP signalling path (at a network to network level) or to propagate the INVITE to the destination P-CSCF through a Pivot Function (including the value of that Pivot Functions P-PIVOT-NODE header in a P-PIVOT-NODE-CONFIRM header) in which case the media will ‘short cut’ from the network hosting the selected Pivot Function to the network hosting the destination P-CSCF (possibly transiting other networks in the process). This is shown in Figure 7.4.2.3-1 below. 


[image: image7.emf]A

B

Home A

Home B

Roam A

Roam B

IP Transit

SIP Signalling Path

1. Pivot Function adds P-

PIVOT-NODE header

Pivot Routing 

Function

Pivot Function

2. Pivot Function determines 

pivot will be used, and copies 

value from P-PIVOT-NODE to 

P-PIVOT-NODE-CONFIRM 

which is included in INVITE 

sent to destination via Pivot 

Function

2a. Shout pivot not be required, 

INVITE sent direct to 

destination without P-PIVOT-

NODE-CONFIRM header.


Figure 7.4.2.3-1 – Pivot Routing Function

The standard SIP ROUTE header is used in order to direct the signalling through the appropriate entities. As shown in Figure 7.4.2.3-2 the terminating S-CSCF includes a ROUTE header for the terminating P-CSCF (the value being obtained from the SERVICE-ROUTE header received from the P-CSCF during registration). Assuming that the Pivot Routing Function determines that a Pivot Function will be used then it adds another ROUTE header (above the one added by the terminating S-CSCF) for the Pivot Function to be used.  The value for this ROUTE header is obtained from a parameter of the P-PIVOT-NODE header. 
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Figure 7.4.2.3-2 – Use of the Route Header by the Pivot Routing Function
7.4.4
Procedures
Note. The following procedures do not yet take account for application initiated sessions.

7.4.4.1
Procedures at the Pivot Function

The behavior of the Pivot Function is outlined below.

1. Receipt of INVITE

a. The Pivot Function will check for the presence of a P-PIVOT-NODE-CONFIRM header, if the header is present and the pivot-function-url matches its own then the Pivot Function will perform the following.

i. Identifiy the correlated SIP Dialog and flag both dialog to indicate that these are ‘Pivoting’.

ii. Remove the topmost ROUTE header (which is an entry for the Pivot Function itself, this is standard SIP Server behaviour).

iii. Propagate the INVITE towards the destination (given in the now topmost ROUTE header), removing the P-PIVOT-NODE-CONFIRM header and performing a fixup of the SDP to ensure the IP addresses and ports within the SDP match those of the SDP received in the correlated INVITE.

b. If there is no P-PIVOT-NODE-CONFIRM header then the Pivot Function will perform the following.

i. Propagate the INVITE (using standard SIP Server routing) including a P-PIVOT-NODE header containing itself as the pivot-function-url and a unique pivot-correlation-tag in order to identify the SIP dialog.

ii. Retain information pertaining to the SIP dialog and the SDP information received in the INVITE.

2. Receipt of 183 session progress

a. If the SIP dialog is flagged as a ‘Pivoting’ then

i. If the 183 Session Progress contains a P-PIVOT-NO-RESOURCE header then the Pivot Function will.

1. Retrieve the stored SDP information (2.a.ii.1) and perform fix-up such that the IP addresses and ports within the SDP match those of the stored SDP.

2. Propagate the 183 Session Progress removing the P-PIVOT-NO-RESOURCE header.

ii. If the 183 Session Progress does not contain a P-PIVOT-NO-RESOURCE header then the Pivot Function will.

1. Store the SDP information.

2. Propagate the 183 Session Progress adding a P-PIVOT-NO-RESOURCE.

b. If the SIP dialog is not flagged as a ‘Pivoting’ then the 183 Session Progress response is propagated without modification. 

3. Other SIP Methods and Responses

a. Other SIP Methods and responses are propagated normally. Where a SIP Method or Response carries SDP information then, for ‘Pivoting’ dialogs the Pivot Function must perform fix-up of the IP Addresses and ports as in the INVITE and 183 Session Progress cases described above. 
7.4.4.2
Procedures at the Pivot Routing Function

The behavior of the Pivot Routing Function is outlined below.

1. Receipt of INVITE

b. The Pivot Routing will extract the P-PIVOT-NODE headers and determine if any of them will be used to provide a pivot for the routing of the media.

i. If a Pivot is to be used then the Pivot Routing Function will 

1. Create P-PIVOT-NODE-CONFIRM header for the Pivot Function and include this in the INVITE to be propagated.

2. Remove any P-PIVOT-NODE headers from the INVITE. 

3. Remove the topmost ROUTE header if this is an entry for the Pivot Routing Function (normal SIP Server behavior).

4. Add a ROUTE header for the Pivot Function (as the topmost entry).

5. Propagate the INVITE to the Pivot Function. 

ii. If a Pivot is not to be used then the Pivot Routing Function will 

1. Remove any P-PIVOT-NODE headers from the INVITE

2. Propagate the INVITE to the destination.

2. Other SIP Methods and Responses.

a. Other SIP Methods and responses are propagated normally
7.4.4.4
Additional Procedures at the S-CSCF

The additional behavior of the S-CSCF with respect to pivot functions is outlined below.

1. Receipt of INVITE

a. If the S-CSCF is handling the terminating side of the session and the INVITE contains one or more P-PIVOT-NODE headers then the INVITE to the P-CSCF will be propagated via the Pivot Routing Function.

b. If the S-CSCF is handling the originating side of the session then any P-PIVOT-NODE headers are propagated unaltered in the INVITE towards the next signaling entity.

7.4.4.4
Procedures at the BCF

The additional behavior of the BCF is outlined below.

1. INVITE received on the external interface of the BCF

a. If the INVITE does not contain a P-PIVOT-NODE-CONFIRM and the network is providing pivot capability then the BCF will propagate the network side INVITE to the Pivot Function.

b. If the INVITE contains a P-PIVOT-NODE-CONFIRM then the INVITE is handled in the normal manner (the Route header is used to propagate the INVITE to the correct Pivot Function). 

2. 183 received on the internal (network side) interface of the BCF

a. If the 183 includes a P-PIVOT-NO-RESOURCE header then the BCF will not make any resource reservation requests to the Bandwidth Manager but will flag the dialog to propagate QoS reservation preconditions (RFC 3312) normally as if resources had been successfully reserved.  The BCF should also close any pin-holes opened for the media.

3. Other SIP Methods and Responses

a. Other SIP Methods and Responses are propagated normally. For dialogs which have been flagged (2.a above) then QoS reservation preconditions are propagated normally as if any requested resources have been successfully reserved. 

7.4.4.5
Other SIP entities

Other SIP entities should propagate the P-PIVOT-NODE, P-PIVOT-NODE-REQUEST, P-PIVOT-NODE-CONFIRM and P-PIVOT-NO-RESOURCE headers without alteration.

7.4.5
Call Flows
7.4.5.1
Roamed Terminating Party

The figure below (7.5.5.1-1) shows one of the simplest cases where optimal media routing is being used when the terminating party has roamed from their own network into the network of the originating party.
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Figure 7.5.5.1-1 – Simple roaming case

The simplified signalling flows for the establishment the session between A and B, with resource reservation is shown in the following figure.
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Figure 7.5.5.1-2 – Simple Roaming Case Session Establishment
The steps of the flow are described in detail below.

1 (a – j). 

A initiates a call to B. The UA generates the initial INVITE which is sent to the P-CSCF through which A accesses the network. The INVITE is sent with pre-conditions in order to ensure QoS reservation prior to alerting the destination party. Since network A is providing a pivot capability the INVITE is routed through the Pivot Function (1b); the Pivot Function adds a P-PIVOT-NODE header to the propagated INVITE(1c). The terminating side S-CSCF detects the presence of the P-PIVOT-NODE header and routes the INVITE via the Pivot Routing Function (1f). The Pivot Routing Function determines that making use of network A as a pivot would provide a more efficient media path and sends the INVITE to P-CSCF(B) via the Pivot Function in network A ( 1g,1h) by adding appropriate ROUTE headers. The Pivot Routing Function also adds a P-PIVOT-NODE-CONFIRM header based on the content of the P-PIVOT-HEADER added by the Pivot Function in network A. The Pivot Function receives the INVITE with the P-PIVOT-NODE-CONFIRM header (1h), recognises that pivot functionality is being requested and correlates the two SIP transactions, performing the functions described in 7.4.4.2.

2 (a-j)

The destination B, provides a provisional responses (183 Session Progress) in order to agree that QoS reservation will be performed prior to alerting the destination party. The P-CSCF handling the destination party receives the 183 Session Progress and requests resources (bandwidth/QoS) for the media B wishes to transmit through network A (3a). The P-CSCF handling the A party makes a similar request (4a) when it receives the 183 Session Progress (2i). The Pivot Function will add a P-PIVOT-NO-RESOURCE header when the first 183 Session progress is propagated (2c) and remove it again when the second (correlated) 183 Session Progress is propagated (2i) to prevent unrequired resources being reserved.

3 (a-b).

The resource (QoS, Bandwidth) reservation (Bandwidth, QoS) request and response made for the media that the B party wishes to transmit across network A.

4 (a-b).

The resource (QoS, Bandwidth) reservation (Bandwidth, QoS) request and response made for the media that the A party wishes to transmit across network A.

5 (a-j).

An UPDATE issued by the A party when necessary resources (if any) have been reserved. The UPDATE is only propagated by the P-CSCFs once the requested resources have been successfully reserved (4b, 3b). Once the UPDATE reaches the terminating side UA (5j) the user is alerted (e.g. the telephone rings) and call set-up and tear down flows as normal (with resources being released as the session is torn down).

7.4.6
Application Initiated Sessions
Figure 7.4.5-1 shows the principle by which application initiated sessions can make use of the pivot function. The Application Server employs third party call control (as defined in RFC 3725). The initial INVITE issued by the Application Server will include a P-PIVOT-NODE-REQUEST header which is a request for any network on the SIP path to act as a pivot. Any such network will return a P-PIVOT-NODE header in the response to the INVITE (due to the nature of 3PCC this could be a 1xx or 2xx response). The application server copies any received P-PIVOT-NODE headers received into the second INVITE that it issues such that the Pivot Routing Function can determine if a pivot is required. 
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Figure 7.4.5-1 Pivot Routing for Application Initiated Sessions
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