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Abstract of the contribution:

This contribution proposes to clarify the document structure for ACLs.
Introduction

This contribution proposes restructuring of the ACL subclause. No technical changes are proposed.
	*** PROPOSED CHANGE ***


7

Architectural Proposals for IMS interconnection
Editor’s note: This chapter to describe architectural solutions to cover the above scenarios indicating, architecture description, functional entities and their features, QoS and policy management impacts, Rx/Gq’ harmonization, security considerations…

7.1
Access Control List Management

7.1.1
General

Access Control Lists are managed using ACL profiles. 

7.1.2
Alternative 1: ACL profile statically configured in IBCF

The ACL profiles are statically configured in the IBCF itself. This is a trivial case and does not need additional explanation.
7.1.3
Alternative 2: ACL profile stored in APR
The ACL profiles are stored in ACL Profile Repository (APR) managed by the Operator and are pushed to the IBCF. ACL profiles may also be pulled by the IBCF.
ACL profiles are transported over the Xp reference point as shown in Figure 7.1.3-1.

[image: image1.emf]TrGW

IBCF

APR (ACL Profile 

Repository)

Xp

Ix

Ici

Izi


Figure 7.1.3-1: 3GPP IMS interconnection architecture with IMS ACL profile management

7.1.4
Access Control Lists

7.1.4.1
General
Access Control Lists are assigned to an IMS public identity (e.g. SIP URI) or a group of IMS public identities.








An example usage shows how Access Control Lists may use wild carded public identities and provide access control e.g. *@telemarketing-company.com matches all IMPUs from realm “telemarketing-company”.
7.1.4.2
 ACL content and structure


ACLs are lists of rules, with each rule comprising of rule action, rule type and filter criteria.

7.1.4.2.1
Rule action

Rule action takes on one of the following values:

-
Permit: The session is accepted and processed.
-
Deny: The session is rejected.
-
Log: Logs  the sessions meeting the criteria specified in the ACL and can be done in conjunction to the actions above.

7.1.4.2.2
Rule filter criteria

Each ACL consists of one or more rules specifying the criteria that session initiation requests shall be
 compared against. The following criteria may be supported:

-
Any: Applies to all the session requests

-
Source IP: Applies to session requests based on source IP address of a peer IMS border node.
-
Source AoR :   Applies to session requests based on the source AoR.

-
Destination AoR : Applies to session requests based on the destination AoR.

Rule filter criteria containing wildcarded public identities may be used provide access control to interconnected NGCNs (IMS corporate networks).

7.1.4.2.3
Rule types
Rule type is one of the following:

-
Inbound ACLs: These ACLs will be applied to inbound sessions that are entering the IMS CN.

-
Outbound ACLs: These ACLs will be applied to outbound sessions that are exiting the IMS CN.

	*** END OF PROPOSED CHANGE ***
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