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4.3.3
Packet routeing and transfer functions

4.3.3.1
General

A route is an ordered list of nodes used for the transfer of packets within and between the PLMN(s). Each route consists of the originating node, zero or more relay nodes and the destination node. Routeing is the process of determining and using, in accordance with a set of rules, the route for transmission of a message within and between the PLMN(s).

The EPS is an IP network and uses the standard routeing and transport mechanism of underlying IP network.

Editor's note:
The above text does not appear to be relevant to a functional description.

4.3.3.2
IP header compression function

The IP header compression function optimises use of radio capacity by IP header compression mechanisms.

4.3.3.3
Packet screening function

The packet screening function provides the network with the capability to check that the UE is using the exact IPv4-Address and/or IPv6-Prefix that was assigned to the UE.

4.3.4
Security functions

The security functions are described in clause 5.3.10.




4.3.5
Mobility management functions

4.3.5.1
General

The mobility management functions are used to keep track of the current location of a UE.

4.3.5.2
Reachability Management for UE in ECM-IDLE state

The location of a UE in ECM-IDLE state is known by the network on a Tracking Area List granularity. A UE in ECM-IDLE state is paged in all cells of the Tracking Areas in which it is currently registered. The UE may be registered in multiple Tracking Areas. All the tracking areas in a Tracking Area List to which a UE is registered are served by the same serving MME.

An EMM-REGISTERED UE performs periodic Tracking Area Updates with the network after the expiry of the periodic TAU timer.
If the UE is out of E-UTRAN coverage (including the cases when the UE is camped on 2G/3G cells) when its periodic TAU update timer expires and ISR is activated the UE shall start the E-UTRAN Deactivate ISR timer. After the E-UTRAN Deactivate ISR timer expires the UE shall deactivate ISR by setting its TIN to "P-TMSI". The EMM-REGISTERED UE shall remember it has to perform a Tracking Area Update when it next returns to E‑UTRAN coverage.

********************* end of modifications ***********************************
5.3.10
Security Function

5.3.10.1
General

The security functions include:

The security functions include:

-
Guards against unauthorised EPS service usage (authentication of the UE by the network and service request validation).

-
Provision of user identity confidentiality (temporary identification and ciphering).

-
Provision of user data and signalling confidentiality (ciphering).

-
Provision of origin authentication of signalling data (integrity protection).

-
Authentication of the network by the UE.

Security-related network functions for EPS are described in TS 33.401 [41].

5.3.10.2
Authentication and Key Agreement

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN, between the UE and MME. EPS AKA is specified in TS 33.102 [40].

5.3.10.3
User Identity Confidentiality

An M-TMSI identifies a user between the UE and the MME. The relationship between M-TMSI and IMSI is known only in the UE and in the MME.

5.3.10.4
User Data and Signalling Confidentiality

There are two different levels of the security associations between the UE and the network.

i)
RRC and UP security association is between the UE and E‑UTRAN. The RRC security associations protect the RRC signalling between the UE and E‑UTRAN (integrity protection and ciphering). The UP security association is also between the UE and E‑UTRAN and provide user plane encryption function.

ii)
NAS security association is between the UE and the MME. It provides integrity protection and encryption of NAS signalling.

5.3.10.4.1
AS security mode command procedure

The MME triggers the RRC level AS security mode command procedure by sending the needed security parameters to the eNodeB. This enables ciphering of the UP traffic and ciphering and integrity protection of the RRC signalling as described in TS 33.401 [41].

5.3.10.4.2
NAS Security Mode Command procedure

The MME uses the NAS Security Mode Command (SMC) procedure to establish a NAS security association between the UE and MME, in order to protect the further NAS signalling messages. This procedure is also used to make changes in the security association, e.g. to change the security algorithm.
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Figure 5.3.10.4.2-1: NAS Security Mode Command Procedure

1.
The MME sends NAS Security Mode Command (Selected NAS algorithms, KSIASME, ME Identity request) message to the UE. ME identity request may be included when NAS SMC is combined with ME Identity retrieval (see clause 5.3.10.5).

2.
The UE responds NAS with Security Mode Complete (UE Security Capability, NAS-MAC, ME Identity) message. The UE includes the ME Identity if it was requested in step 1.

NOTE:
The NAS Security Mode Command procedure is typically executed as part of the Attach procedure (see clause 5.3.2.1) in advance of, or in combination with, executing the ME Identity Check procedure (see clause 5.3.10.5) and in the TAU procedure (see clauses 5.3.3.1 and 5.3.3.2).

More details of the procedure are described in TS 33.401 [41].

5.3.10.5
ME identity check procedure

The Mobile Equipment Identity Check Procedure permits the operator(s) of the MME and/or the HSS and/or the PDN‑GW to check the Mobile Equipment's identity (e.g. to check that it has not been stolen, or, to verify that it does not have faults).

The ME Identity can be checked by the MME passing it to an Equipment Identity Register (EIR) and then the MME analysing the response from the EIR in order to determine its subsequent actions (e.g. sending an Attach Reject if the EIR indicates that the Mobile Equipment is blacklisted).

The ME identity check procedure is illustrated in Figure 5.3.10.5-1.
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Figure 5.3.10.5-1: Identity Check Procedure

1.
The MME sends Identity Request (Identity Type) to the UE. The UE responds with Identity Response (Mobile Identity).

2.
If the MME is configured to check the IMEI against the EIR, it sends ME Identity Check (ME Identity, IMSI) to EIR. The EIR responds with ME Identity Check Ack (Result).

NOTE:
The Identity Check Procedure is typically executed as part of the Attach procedure (see clause 5.3.2.1).

For roaming situations, in order to permit the HPLMN operator to check the ME Identity, the VPLMN shall obtain the ME identity at Initial Attach when Attach Type does not indicate handover, and, at Tracking Area Update from UTRAN/GERAN if the old SGSN does not provide the ME Identity. In order to minimise signalling delays during these procedures, the MME should obtain the ME Identity in the NAS Security Mode Complete message during the EPC Authentication and Ciphering procedure as defined in clause 5.3.10.4.2. More details are described in TS 33.401 [41].

At Initial Attach when Attach Type does not indicate handover, the MME includes the ME Identity in the Update Location message to the HSS.
NOTE:
The mechanisms by which the HSS and/or PDN‑GW check the ME Identity are not standardised in this release of the 3GPP specifications.
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