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Abstract of the contribution:
1. Introduction
In order to support local IP access to internet, the functionality of each node shall be discussed, and it is proposing the potential architecture update.
2. Discussion
In order to satisfy the requirement for UE local IP access to internet without traversing the operator network, the functionality of HeNB shall be updated, and the relative procedure shall be discussed.

Which function shall be updated in HeNB?

· PGW/ Serving GW function

Since UE could directly communicate with internet without traversing to the CN, the HeNB shall at least with the function of PGW and part function of Serving GW. The purpose is to support the Mobile originated service or Mobile terminated service.

The problem is worth for discussing is that whether we need to separate the control plane and User plane for PGW/Serving GW function in HeNB.

There are 2 options, one is to limit ONLY UP of S-GW/P-GW function, the Control Plane function is still remain in the tranditional core network. However, the problem is how to indicate the UP SGW/PGW address in the CP signalling. Therefore, it is proposed to add all the function of the Serving GW and PGW function in HeNB.

· MME function

It is not suggested to add the MME function into HeNB, as this will increase the complexity of HeNB. The reason is after update MME function in HeNB, some of the NAS message will be handled in HENB, then two mechanism for integrity checking will be needed on the same NAS layer. One is the mechanism between UE and HENB, the other one will be between UE and MME. Besides, the other security concerns shall be checked, as if subscription data were stored in HeNB.

Considering both the complexity and security concerns, it is not suggested to include the MME function into HeNB.

Therefore, in order to support local IP access to internet, it is proposed that HeNB shall have at least the following functions:

· Per-user based packet filtering (by e.g. deep packet inspection);
· UE IP address allocation;
· Packet routeing and forwarding;
Potential architecture of HeNB for supporting local Ip access to internet:
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How to activate local IP access service:

It is proposed in the 1 st phase, the simultaneous access from a UE to both the operator’s core network and Local IP Access to the Internet is not supported. In that case, UE have to first access to operator’s core network, then activate the local IP access to internet. The advantage is to minimize the normal procedure impact.

In the normal attach procedure, MME could obtain subscription information for the UE that indicates if local IP access service is permitted. Then when the UE triggers activation of local IP access to internet service, the procedure could perform the procedure for multi-PDN connectivity. If HeNB is capable of local IP access, then the MME can ascertain this capability of the HeNB during S1 set up. In the local IP access activation procedure, after the MME checks if the UE is authorized to use local IP service, the MME sends a Create Bearer Request to the HeNB address for PGW selection.

NOTE: It is suggested to study the security impact to EPC, as when activate local IP access to internet, the IP connection to internet and EPC will be activated both. It is suggested to highlight the security impact to CN, but the detailed solution on how to avoid this shall be defined by SA3.

Editor’s notes: how to avoid the security impact to CN is FFS.

The advantages of proposed architecture update for local IP access to internet:

· less impact to current SAE architecture.

· Limit the impact to the normal NAS procedure

· Less complexity on HeNB functionality design.
3. Proposal
#first change#
In order to satisfy the requirement for UE local IP access to internet without traversing the operator network, the functionality of HeNB shall be updated, and the relative procedure shall be discussed.

Which function shall be updated in HeNB?

· PGW/ Serving GW function

Since UE could directly communicate with internet without traversing to the CN, the HeNB shall at least with the function of PGW and part function of Serving GW. The purpose is to support the Mobile originated service or Mobile terminated service.

The problem is worth for discussing is that whether we need to separate the control plane and User plane for PGW/Serving GW function in HeNB.

There are 2 options, one is to limit ONLY UP of S-GW/P-GW function, the Control Plane function is still remain in the tranditional core network. However, the problem is how to indicate the UP SGW/PGW address in the CP signalling. Therefore, it is proposed to add all the function of the Serving GW and PGW function in HeNB.

· MME function

It is not suggested to add the MME function into HeNB, as this will increase the complexity of HeNB. The reason is after update MME function in HeNB, some of the NAS message will be handled in HENB, then two mechanism for integrity checking will be needed on the same NAS layer. One is the mechanism between UE and HENB, the other one will be between UE and MME. Besides, the other security concerns shall be checked, as if subscription data were stored in HeNB.

Considering both the complexity and security concerns, it is not suggested to include the MME function into HeNB.

Therefore, in order to support local IP access to internet, it is proposed that HeNB shall have at least the following functions:

· Per-user based packet filtering (by e.g. deep packet inspection);
· UE IP address allocation;
· Packet routeing and forwarding;
· UE IP address allocation
Potential architecture of HeNB for supporting local Ip access to internet:
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How to activate local IP access service:

It is proposed in the 1 st phase, the simultaneous access from a UE to both the operator’s core network and Local IP Access to the Internet is not supported. In that case, UE have to first access to operator’s core network, then activate the local IP access to internet. The advantage is to minimize the normal procedure impact.

In the normal attach procedure, MME could obtain subscription information for the UE that indicates if local IP access service is permitted. Then when the UE triggers activation of local IP access to internet service, the procedure could perform the procedure for multi-PDN connectivity. If HeNB is capable of local IP access, then the MME can ascertain this capability of the HeNB during S1 set up. In the local IP access activation procedure, after the MME checks if the UE is authorized to use local IP service, the MME sends a Create Bearer Request to the HeNB address for PGW selection.

NOTE: It is suggested to study the security impact to EPC, as when activate local IP access to internet, the IP connection to internet and EPC will be activated both. It is suggested to highlight the security impact to CN, but the detailed solution on how to avoid this shall be defined by SA3.

Editor’s notes: how to avoid the security impact to CN is FFS.
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