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Abstract of the contribution:
1. Introduction
The access control mechanism in different WGs has almost finished, however there is no description in stage 2 spec. This contribution is proposing the detailed solution of access control based on the agreement of each WGs.
2. Proposal
#first change#
6.2.x
Architectural issue – access control

6.2.x.1
Description
For Closed access mode of HeNB, only users that belong to the associated CSG shall be able to obtain services.

For Open access mode of HeNB, any subscribers of any PLMN not belonging to its associated CSG shall be able to obtain services. 

For Hybrid access mode of HeNB, it shall be possible for the H(e)NB to provide services to:

· its associated CSG members, and

· subscribers of any PLMN not belonging to its associated CSG, subject to roaming agreement.
Note: emergency services shall be supported regardless of various access mode of HeNB.

Therefore, in order to support the above requirements, the following solution shall be supported.
6.2.x.2
Solutions
The storage of CSG subscription data.

· HSS

HLR/HSS shall store Closed Subscriber Group Information which is a list of up to 50 CSG-Ids per PLMN and for each CSG-Id and optionally an associated expiration date which indicates the point in time when the subscription to the CSG-Id expires; CSG Subscriber Group Information that does not include an expiration date indicates unlimited duration.
· MME

MME stores Closed Subscriber Group Information obtained from the HSS.

· SGSN

SGSN stores Closed Subscriber Group Information obtained from the HSS.

· MSC/VLR

MSC/VLR stores Closed Subscriber Group Information obtained from the HSS.

How to update subscription data in MME/SGSN/MSC/VLR

Whenever the subscription data changes, the HLR/HSS shall update the applicable CSG IDs and expiration data stored in MME/SGSN/MSC/VLR

The solution on how to perform Access control:
1. For CSG capable UE
For close access mode of HeNB:

For attach request/service request/Location area update request/Routing area update request/Tracking area update request, when the MME/SGSN/MSC/VLR receives any of these NAS messages, the MME/SGSN/MSC/VLR performs access control for the specific UE based on the stored Closed Subscriber Group Information.

If UE is allowed to access the CSG cell, then the MME/SGSN/MSC/VLR responds to the UE by means of a NAS accept message. The UE will update its allowed CSG list.

If a UE is not allowed to access the CSG cell, then the MME/SGSN/MSC/VLR responds to the UE by means of a NAS reject message. The UE shall remove the CSG from the allowed CSG list.

Note: R-8 HeNB only consider close access mode.

For Open/hybrid access mode of HeNB:

For Open access mode of HeNB, there is no CSG for the HeNB.

For Hybrid access mode of HeNB, there is CSG for the HeNB, but allow the UE not belonging to this CSG to access.

If a MME receives the access mode of HeNB in S1-AP indicating that the HeNB cell is Hybrid or Open, then the MME will not perform access control for this UE. Even if the UE is a roaming user, the MME will not perform access control for this UE, as there is no roaming restriction for this UE.
Note: 

· In R-9 HeNB consider not only close access mode,but also consider open/hybrid access mode. 

· In R-9, for close access mode, the mechanism on how to perform access control shall be inline with R-8 access control mechanism.

· In R-9, for Open/hybrid access mode, the MME will not perform access control for specific UE if HeNB indicates its access mode is hybrid/open.

For inbound Handover, the detailed mechanism will be updated based on the completed solution for outstanding inbound handover issues.

2. For NONCSG capable UE:

Based on current RAN agreements, it is mandatory feature that R8/9 LTE UE is CSG capable. But it is optional feature that R8/9 UMTS UE is CSG capable. Therefore, the access control mechanism for NONCSG capable UE is discussed only in HNB system.

For close access mode:

In HNB system, for CSG capable UE, the same access control mechanism of HeNB shall be applied.

For NON CSG capable UE, HNB GW performs access control for specific UE based on the allowed IMSI list stored in HNB GW.

If UE is allowed to access the HNB, HNB GW will not buffer the NAS message. The normal attach/service request/RAU procedure will continue.
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