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Abstract of the contribution: Inbound session spacing and outbound session spacing can be performed either on the adjacent interconnected domain identity or on the AoR.

Introduction

The description of “inbound session spacing” and “outbound session spacing” is incomplete in TR 23.848. It is not clear what criteria can be used to space the sessions at the IBCF.

The Ici reference point carries traffic from/to one or more source/target domains. Two possible criteria can be used to space the sessions at the Ici reference point.

1.
Every incoming session is subject to the session spacing rules. This would result in the throttling of sessions that arrive at this IBCF irrespective of the identity of the originator of this session request. Similarly, every outgoing session is subject to session spacing rules, irrespective of the identity of the target of this session request.
2.
Throttling rules are specified on the basis of the AoR in the session request. Thus, it is possible to have different throttling rules depending upon the actual AoR used in the session request. This allows the operator to prioritize certain traffic over others. For example, session requests originating at domain A (or user A) would be throttled whereas session requests originating at other domains would not be throttled at all.

It is clarified that both these policies be allowed to be specified at the IBCF.

	*** PROPOSED CHANGE ***


6
Functionalities for IMS Interconnection

Editor’s note: This chapter to gather functionalities detected in previous scenarios, classified by control and user related functionalities.
6.1
Control Plane

This clause is a summary of the control plane functionalities that may be needed by an IMS operator at the border.

The list of new functions to be considered for the control plane is as follows:

-
Service level interoperability related features:

-
Signalling transport protocol selection and interworking (i.e. dynamic transport protocol change for signalling; e.g. switching between UDP, TCP, SCTP,… for transport of SIP signalling between the interconnected peering networks).

-
Signalling Inspection. It should be possible to look inside SIP signalling, in particular to analyse the media types and capabilities for the purposes of applying local policies.
-
Interworking between SIP and other protocols (e.g. H.323, SIP-I)
-
Service Level Agreement enforcement related features:

-
Resource admission control, according to Service Level Agreement (SLA) agreed between involved parties. This may be based on policies per interconnected domain or per Public Service destination (e.g. application of specific resource control policy to sessions targeted to PSIs related to gaming services), using quantitative criteria (e.g. total number of established Inbound/Outbound Sessions, total amount of related bandwidth consumed, application of an agreed traffic model), and/or qualitative criteria (e.g. number of sessions with a given priority, QoS, media type). Prior establishment of a new session, it is verified that the available resources are compatible with the requested resources taking into account existing reservations (i.e. number of current sessions/bandwidth already allocated) in order to assess the limit is not surpassed, and consequently accept or reject this new session. Inside this functionality two specific procedures could be applied:

-
Session rate based admission control. This means controlling total number of Inbound Session attempts in a given window of time coming from the interconnected domain. In case the number of session attempts exceeds an agreed threshold, incoming sessions should be rejected during a grace period.
-
Overbooking admission control: additional admission control procedure used when there is a lack of resource availability for a specific request. In this case, it should be considered (sum) the available resources plus the already committed resources for other requests and verified whether the requested resources do not exceed this amount. If it is the case, the admission is granted provided that only one request commits the same resources at a time; otherwise the request shall be denied.
-
Authorization of network resources after a successful admission control procedure.

-
End-to-End QoS management related features:

-
Policy control: application of static and dynamic policies , related to SLAs agreed between operators for individual services or combination of services,  in the transport plane, in order to control the resource allocation and bandwidth reservation (maximum/guaranteed bandwidth) procedures as well as dynamic pin-holing (i.e. gating control).

-
Support for the packet marking of Inbound/Outbound Traffic (e.g. setting the DiffServ Code Point, based on the associated QoS Class Identifier (QCI)).
-
Load Balancing and Routing management related features: 

-
Load Balancing across multiple remote IBCF nodes at interconnected peering network(s) with equal level of priority.

-
Routing to multiple remote IBCF nodes at interconnected peering network(s), allowing several levels of priority between these nodes (e.g. using one node as primary and another node for overflow). This may be based on various criteria, such as threshold on the number of simultaneous sessions or on the total traffic sent to a peering network.
-
Dynamic adaptation of routes in order to handle with different situations: node failures, overloads, precedence as destination. For this purpose, routing policies could be applied.

-
Route hunting (serial forking) of sessions to remote IBCF nodes (multiple IBCF entry nodes at remote network forking to multiple interconnect peering networks). This may be accomplished by means of local route tables or external ENUM resources.

-
Routing based on qualitative criteria:

-
originating peering networks (e.g. to provide the service agreed between peering operators),

-
specific SIP header value (e.g. to apply priority service).

-
Selection of the TrGW to be used, based on the load of each TrGW.

-
Security and protection related features:

-
Denial of Service (DoS) protection and prevention mechanisms (e.g. attacks from unknown/untrusted sources, volume-based attacks).

-
Message size verification, ensuring signalling messages formats do not exceed the sizes according to the corresponding standards (e.g. SIP message size control), avoiding to waste unnecessary resources (i.e bandwidth).

-
Overload control features:

-
Inbound Session spacing: this means preventing Inbound Session attempts occurring before a given delay after the last admitted session. The session spacing can be either uniformly applied to all incoming requests, or it can be selectively applied to requests from specific domains. 
-
Outbound Session spacing: this means preventing Outbound Session attempts occurring before a given delay after the last Outbound Session established with the same peering nodes. The session spacing can be either uniformly applied to all outgoing requests, or it can be selectively applied to requests to specific domains.
-
Session blocking: this means limiting the rate of accepted session to a given percentage (e.g. accept only 50% of incoming sessions).
-
Filtering of SIP methods and headers.

-
Ensuring authentication of the peering network, and signalling integrity, confidentiality and non-repudiation.
Editor’s Note 1: Determination of what security related features are required is subject to investigation by SA3 (for example in the SA3 feasibility study on unsolicited communication).
-
Access control features:

-
Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control.

-
System redundancy features:

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down an IBCF, another IBCF should handle the current sessions of the first one). 3GPP TR 23.812 [18] will document the results of the Study on IMS Evolution, including the results of investigation into IMS system redundancy in general.
-
Regulatory related features:

-
Priority service support. 
NOTE:
The exact meaning of priority is left to national regulation and network configuration.
-
IMS Emergency calls support, handling and prioritization. Specific details for IP-CAN networks (i.e. GPRS and EPS) are being studied in 3GPP TR 23.869 [14].

-
Lawful Interception of signalling (control plane).

Editor’s Note 2: Security and other features possibly should be considered inside SA3.
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