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Abstract of the contribution:

This contribution discusses the problem of CSG Membership Management for Roaming Users and proposes a solution for TR 23.830.
1.  Introduction
During the offline discussion of the Rel-8 baseline architecture the issue of CSG membership management for roaming users was raised. This contribution discusses the problem and proposes a solution.

2.  Discussion

Problem description:

On the one hand, for a roaming user to access a H(e)NB in the visited network, the HSS of his HPLMN will normally authorize the UE during attach to the CSG cell.

On the other hand, a H(e)NB owner, who wants to grant access to a friend/guest, must be able to add the user to its CSG. The management of CSG must be supported by the operator of the H(e)NB owner. For this, it can be expected that the operator will provide some sort of CSG Membership Management function for its subscribers that own a H(e)NB.

As a consequence, when a H(e)NB owner adds a new user to the CSG, the CSG Membership Management function may also want to inform the HSS of the added subscriber to update its allowed CSG list. This also allows the HPLMN to update the Allowed CSG List on the UE via OMA DM, which has the advantage that no manual selection is required.

To enable this functionality in the roaming case, a standardized interface between the CSG Membership Management function and HSS is required, as these functions will reside in different PLMNs.

Alternative Solutions – not considered due to evident drawbacks:

Solution 1: When adding a roaming user, the H(e)NB owner provides the CSG information to the HPLMN of the roaming user directly (i.e. by contacting a server in the roaming user’s HPLMN). However, since the H(e)NB owner has no security association with the HPLMN of the roaming user, it would be difficult (impossible?) to secure this interaction.

Solution 2: The H(e)NB adds the roaming user at the CSG Membership Management function of the serving PLMN (i.e. the PLMN of the H(e)NB owner), but the this information is not provided to the HPLMN. In that case, access authorization during UE attach would need to be based on CSG Membership information stored by the serving PLMN. This has the drawback that changes to the authorization procedure in the MSC/SGSN and/or MME would be needed and a new interface from those entities towards the CSG Membership Management function. 

It is therefore proposed to include the solution outlined in the following section:

3.  Proposal
1st Change

6.1.1
Architectural issue – Storage of CSG ID for temporary & roaming CSG members
6.1.1.1
Description 
The conclusion of the CT4 Rel-8 work is that all allowed CSG Ids for a certain subscriber are stored in the HSS of the subscribers HPLMN. The storing of a CSG Id announced by a H(e)NB in VPLMN, requires that the HPLMN of the subscriber has a roaming agreement with the VPLMN, and that the HPLMN supports storing of CSG Id from a VPLMN.

Another conclusion is that a certain CSG Id may be found in more than one HSS, since a H(e)NB owner in one PLMN may invite persons from several PLMNs to use the CSG Id announced by the H(e)NB. 

Permanent CSG members have their CSG IDs stored in HSS subscription data. A user's subscription has separate CSG ID lists for every PLMN where the user has CSG memberships.

The above implies two different types of CSG members, since the handling of temporary CSG members from in another PLMN requires inter-PLMN interfaces.
It may cause excessive load for the HSS to handle temporary memberships, expecially for short lived membership. For this reason, investigation for appropriate solution is needed.  Additional consideration required for roaming scenarios.
Editor's Note: There needs to be further clarification regarding "permanent" and "Temporary" CSG members before any solution may be derived.

6.1.1.2
Solutions 
6.1.1.2.1
Solution 1

This solution allows CSG managers to add and remove subscriber to their CSG memberships through a CSG Membership Management Server. How CSG managers access the CSG Member Mgmt Srv (e.g. through a Web interfaces) is considered outside the scope of this specification and left to the operator.

Upon a change of a CSG (i.e. when a CSG manager adds or removes a UE from its CSG), the CSG Member Mgmt server will update the allowed CSG list of the added or removed subscriber in its HLR/HSS.
In order to manage the CSG membership of a roaming UE, the CSG Member Mgmt Srv in the VPLMN must be able to update the HLR/HSS in the HPLMN via a standardized C2 interface. 

[image: image1]
Note: The protocol on C2 is FFS. Whether one of the Rel-8 roaming interfaces (e.g. SWd) can be re-used is FFS.
This solution enables access control based on CSG information in a common way for both temporary and permanent CSG members.
The advantage of this solution is that the update of the subscriber’s allowed CSG lists in the HLR/HSS can trigger an update of the allowed CSG list on the UE (based on OMA DM or OTA). This improves the user experience as it enables the UE to automatically select the CSG – without the need of manual CSG selection.

The disadvantage of this solution is that in the roaming case it requires an inter-operator interface to allow the CSG Member Mgmt Srv of the VPLMN to update the allowed CSG list of the roaming subscriber. Since the updates over this new interface have no stringent time constraints, a Web-based management interfaces allowing roaming opeators (VPLMNs) to provision CSG membership information to the HPLMN might be sufficient.
6.1.1.3
Evaluation
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