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Introduction

Section 3.1 of 3GPP TS 23.848 defines access control list as:

Static or dynamic list that stores information of allowed/forbidden interconnected peers (remote domains/networks/parties).

Section 6.1 of 3GPP TS 23.848 describes the access control list feature as:

Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control.

Section 5.2.1 of 3GPP TS 23.848 provides some more details of the role of access control lists

As an operator option the IBCF could apply … Access Control List management procedures, to avoid communication with forbidden networks and DoS protection mechanisms.

Finally, according to Section 7.1.2 of 3GPP TS 23.848,

· Access Control Lists are assigned to an IMS public identity (e.g. SIP URI) or a group of IMS public identities.

· IBCF implements an ACL filter where the assigned ACL policy profile is used an input for the execution of the ACL filter when an IMS session is being setup.

· ACL profiles mapped to wild carded public identities may be used provide access control to interconnected NGCNs (IMS corporate networks).

From the above, the following conclusions can be drawn:

1. Different remote peers in other networks may have distinct ACLs associated with them.

2. For every remote peer in another network with which this IBCF communicates, an ACL is associated with it. The ACL contains a list of public user identities and domains that the traffic egressing this IMS domain is not allowed reach (to prevent access to forbidden interconnected peers) and/or a list of public user identities and domains that the traffic egressing this IMS domain is allowed reach (to allow access). These identities are external to this IMS domain.

3. For avoiding origination of Denial-of-Service attacks from this IMS domain, additional policies will be specified and these may or may not be associated with a public user identity at all.

4. The ACLs may also use wild-carded public user identities.

From the above, it is clear that the ACL is not restricted to containing only IMS public user identities, but can also contain remote domains and remote network identities. 

Section 4.1.1.1 of 3GPP TS 23.002 defines the functionality of Home Subscriber Server. It is clearly stated there that it is the master database for a given user. It is not appropriate to use HSS to store information that is not related to a user. Thus, it is not appropriate for the ACLs to be stored in the HSS.

Section 4a.20 of 3GPP TS 23.002 defines the SPR as containing "all subscriber/subscription related information needed for subscription-based policies and charging control by the PCRF." Thus, it is not appropriate to store ACLs in the SPR.

It should also be kept in mind that an IBCF may have, in addition to ACLs, other policies to implement admission control procedures.

Conclusion

It is proposed that the ACL be not stored in the HSS or SPR. It can either be stored in the I-BCF or in an external entity that is outside the scope of 3GPP. Along with ACLs, other policies that are to be enforced by the IBCF can also be stored in that entity.

As a consequence, it is proposed that the following changes be agreed to 23.848 v0.3.0.

7.1.2
Alternative 1: Dynamic ACL from a repository

ACL profiles are stored in a Data repository managed by the Operator and are pushed to the IBCF. ACL profiles may also be pulled by the IBCF.

Access Control Lists are assigned to an IMS public identity (e.g. SIP URI) or a group of IMS public identities.

IBCF implements an ACL filter where the assigned ACL policy profile is used an input for the execution of the ACL filter when an IMS session is being setup.

ACL profiles mapped to wild carded public identities may be used provide access control to interconnected NGCNs (IMS corporate networks).

ACL profiles are managed between IBCF and an Operator’s data repository as shown in Figure 7.1.2-1.
The ACL profiles are stored either in a new data/management repository or in IBCF.
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Figure 7.1.2-1: Reference architecture for IMS ACL profile management

An example usage shows how Access Control Lists may use wild carded public identities and provide access control e.g. *@telemarketing-company.com matches all IMPUs from realm “telemarketing-company”.
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